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ABSTRACT

Machine learning (ML) techniques have seen significant advances over the last decade and are
playing an increasingly critical role in people’s lives. While their potential societal benefits are
enormous, they can also inflict great harm if not developed or used with care. In this thesis, we
focus on two critical ethical issues in ML systems, the violation of privacy and fairness, and explore
mitigating approaches in various scenarios.

On the privacy front, when ML systems are developed with private data from individuals, it
is critical to prevent privacy violation. Differential privacy (DP), a widely used notion of privacy,
ensures that no one by observing the computational outcome can infer a particular individual’s data
with high confidence. However, DP is typically achieved by randomizing algorithms (e.g., adding
noise), which inevitably leads to a trade-off between individual privacy and outcome accuracy.
This trade-off can be difficult to balance, especially in settings where the same or correlated data
is repeatedly used/exposed during the computation. In the first part of the thesis, we illustrate two
key ideas that can be used to balance an algorithm’s privacy-accuracy tradeoff: (1) the reuse of
intermediate computational results to reduce information leakage; and (2) improving algorithmic
robustness to accommodate more randomness. We introduce a number of randomized, privacy-
preserving algorithms that leverage these ideas in various contexts such as distributed optimization
and sequential computation. It is shown that our algorithms can significantly improve the privacy-
accuracy tradeoff over existing solutions.

On the fairness front, ML systems trained with real-world data can inherit biases and exhibit
discrimination against already-disadvantaged or marginalized social groups. Recent works have
proposed many fairness notions to measure and remedy such biases. However, their effectiveness
is mostly studied in a static framework without accounting for the interactions between individuals
and ML systems. Since individuals inevitably react to the algorithmic decisions they are subjected

to, understanding the downstream impacts of ML decisions is critical to ensure that these decisions

Xiii



are socially responsible. In the second part of the thesis, we present our research on evaluating
the long-term impacts of (fair) ML decisions. Specifically, we establish a number of theoretically
rigorous frameworks to model the interactions and feedback between ML systems and individu-
als, and conduct equilibrium analysis to evaluate the impact they each have on the other. We will
illustrate how ML decisions and individual behavior evolve in such a system, and how impos-
ing common fairness criteria intended to promote fairness may nevertheless lead to undesirable

pernicious effects. Aided with such understanding, mitigation approaches are also discussed.
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CHAPTER 1

Introduction

The development of Machine learning (ML) techniques has revolutionized people’s daily lives
and enabled breakthroughs in various scientific fields such as robotics, computer vision, natural
language processing, etc. Despite the enormous societal benefits, ML techniques have also caused
ethical concerns when used to make consequential decisions about humans. It has become evident
that in many such domains (e.g., lending, hiring, criminal justice, healthcare, etc.), ML techniques
can behave in unintended and potentially harmful ways: (1) they may expose individuals who have
contributed their data to risks; (2) they may result in adverse outcomes for people who are affected
by decisions made by ML algorithms. In this thesis, we will focus on two critical issues that arise

from these two types of issues: (i) privacy violation; and (i1) discrimination.
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Figure 1.1: Misuse of ML techniques



Privacy violation. When ML algorithms are developed using individuals’ data such as medical
records, financial data, online activities, etc., their privacy is at high risk of being compromised,
resulting in potentially significant harm and monetary losses to both data collectors and data owners.
For example, the Federal Trade Commission (FTC) in the U.S. has levied a $5 billion penalty against
Facebook and $170 million penalty against Google for violating consumer privacy in 2019 [2].
During 2019, FTC’s Consumer Sentinel Network has received nearly $1.7 million fraud reports
and consumers have lost more than $1.9 billion to frauds in total [3]. In addition to losses, privacy
concerns have become a major source of distrust and a major obstacle to people sharing their
personal data with data analysts, resulting in a lack of sufficient data to develop robust and accurate
computational models. Therefore, understanding how privacy violations happen and developing
solutions to address this issue are very important.

There are many reasons for privacy violations. One of the most direct causes is excessive
data collection and sharing. In this era of big data, user/consumer data has been over-collected
by many online platforms, mobile apps, and third-party trackers. A recent study [15] shows that
among 959,000 Android apps, nearly 90% of them were set up to transfer collected personal
information back to Google. There is a lack of transparency in data collection, usage, and sharing.
The emergence of data regulation such as the European Union’s General Data Protection Regulation
(GDPR) and California Consumer Privacy Act (CCPA) aims to impose constraints on data collection
and transfer, but they are likely insufficient. Even without access to data, personal information may
be inferred from outputs of ML models. A prime example is the model inversion attacks studied
in [46], where a facial recognition API is trained based on a set of face images. An attacker has
no access to the model parameters of the API but can send images to the API. For each image
the attacker sends, it receives a vector of confidence scores along with the name of the face as
recognized from the input image. [46] shows that the attacker, using the outputs from sending a
set of randomly generated face images, can reconstruct the facial appearance of a person who has
contributed to the training dataset.

Some studies address privacy and security issues from game theoretical perspectives [84—87,89—
94]. Another effective approach to preventing privacy violation is to process sensitive data with
privacy-preserving algorithms. The first step is defining individual privacy and understanding what
it means to protect individual privacy in data analysis. One class of privacy notions, including
k-anonymity [128], /-diversity [107], ¢-closeness [98], is based on anonymization, where the idea is

to de-identify the dataset by removing personal identifiable information (e.g., name, SSN, gender)



and release the anonymous version of the dataset. However, these anonymization-based approaches
are not resilient to “linkage” attacks. One notable example is the Netflix prize competition, where
the company published its user-movie rating dataset with all users’ names removed. From this
anonymous dataset, researchers can design new movie recommendation systems. However, this
anonymous dataset turned out to be far from private: most of the users in the dataset can be de-
anonymized by cross-linking the film ratings on the public Internet Movie Database (IMDb) [115].
This example also shows the need for a mathematically rigorous notion of privacy that is suitable
for complex data analysis and resilient to any attackers regardless of their background knowledge.
Differential privacy (DP) [35], as a widely used notion of privacy satisfying these requirements,
ensures that no one by observing the computational outcome can infer with substantial higher
confidence than random guessing whether a particular individual’s data was included in the data
analysis or not. However, DP guarantee is typically achieved by randomizing algorithms (e.g.,
adding noise), which inevitably leads to the tradeoff between individual privacy and the accuracy
of outcomes. This tradeoff can be difficult to balance, especially for settings where the same or
correlated data is used multiple times over the computational process. Because individual privacy
leakage accumulates substantially (as more information about the same data is revealed), controlling
total privacy leakage with sufficient accuracy becomes particularly challenging and important when

designing the private algorithms.

Discrimination. Over the last decade, an increasing number of ML algorithms have been devel-
oped to help make high-stakes decisions about real people; these include domains such as hiring
(e.g., HireVue, Gild, Entelo), lending (e.g., Wonga), criminal justice (e.g., COMPAS, PredPol) to
name a few. On the one hand, these ML models can find hidden patterns and intrinsic structures
in the input data with high accuracy. On the other hand, these models can inherit pre-existing
bias in the dataset and exhibit discrimination against protected population groups. It has been
well-documented that ML algorithms can exhibit or even exacerbate such discrimination in many
real-world applications. For example, a study shows that speech recognition products such as Ama-
zon’s Alexa and Google Home can have accent bias, with Chinese-accented and Spanish-accented
English hardest to understand [58]. The COMPAS recidivism prediction tool, used by courts in the
US in parole decisions, has been shown to have a substantially higher false positive rate for African
Americans compared to the general population [28]. Amazon had been using automated software

since 2014 to assess applicants’ resumes, which were found to be biased against women [30].



There are various potential causes for such discrimination. It may have been introduced when
data is collected. For instance, if data sampled from a minority group is much smaller in size than
that from a majority group, then the model could be more in favor of the majority group due to this
representation disparity (e.g., more than a third of data in ImageNet and Open Images, two datasets
widely used in machine learning research communities, is US-based [123]). Another example is
when the data collection decision itself reflects bias, which then impacts the collected data (e.g., if
more police officers are dispatched to places believed to have higher crime rate to begin with, then
crimes are more likely to be recorded in these places [38]). Even when the data collection process is
unbiased, bias may already exist in the data. Historical prejudice and stereotypes can be preserved
in data (e.g., the relationship between “man” and “computer programmers” were found to be similar
to that between “woman’ and “homemaker” [17]).

One commonly used approach to alleviating the discrimination issue is to enforce certain fairness
constraints upon the training process. Depending on the applications, a variety of fairness constraints
have been proposed and can be roughly classified into two families: (1) group fairness aims to
achieve a certain balance in group-level: the whole population is partitioned into a small number of
protected groups distinguished based on some sensitive attributes (e.g., race, gender), and it requires
certain statistical measure (e.g., positive rates, true positive rates, etc.) to be approximately equalized
across different protected groups; (2) individual fairness is in pursuit of equity in individual level: it
requires that similar individuals be treated similarly.

While the effectiveness of these fairness constraints has been shown in various domains, most
of the studies are done under a static framework where only the immediate impact of the constraints
is assessed but not its long-term consequences. Because ML models are deployed in a dynamic
environment, people may change their behaviors in response to the perceived decisions, and
such change can further be captured in future models [144, 152]. Under this complex interplay
between algorithmic decisions and individuals’ reactions, the fairness criteria that intend to protect
disadvantaged groups may lead to unintended, pernicious long-term effects [103]. Consider an
example in lending where a lender decides whether or not to issue a loan based on the applicant’s
credit score. Decisions satisfying an identical true positive rate across different racial groups can
make the outcome seem fairer [57]. However, this can potentially result in more loans issued to less
qualified applicants in the group whose score distribution skews toward higher default risk. The
lower repayment among these individuals causes their future credit scores to drop, which moves the

group’s score distribution further toward higher default risk [103]. Therefore, understanding how



algorithmic decisions and people interact over time and examining the long-term impact of fairness
criteria is essential when developing fair ML systems, which can be challenging due to the lack of

dynamic datasets and models that characterize the human behaviors.

1.1 Background

Before discussing the contributions of this thesis in more depth, we present notions of privacy and

fairness that we used and studied.

1.1.1 Differential Privacy

Differential privacy, first proposed by Dwork, McSherry, Nissim, and Smith [35], centers around
the idea that the output of a certain mechanism or computational procedure should be statistically
similar given singular changes to the input, thereby preventing meaningful inference from observing
the output.

To illustrate the guarantee of differential privacy, consider an attacker aiming at inferring private
information of a target individual, whose data may or may not be contributed to the dataset in a
computation. The attacker is able to observe the computational outcome, and may have access
to any arbitrary side information (e.g., the private data of every other individual in the dataset,
some knowledge about the target individual, etc.). Differential privacy guarantees that regardless of
what side information the attacker has, the attacker can learn almost nothing new about the target
individual from the computational outcome.

Formally, a randomized algorithm .A(-) taking dataset D € D as input satisfies (¢, 5)-differential
privacy if for any datasets D, D that are different in at most one individual’s data and for any set of

possible outputs S € range(.A), we have
Pr(A(D) € S) < Pr(A(D) € S) +56,

where € > 0 bounds the privacy loss, and ¢ € [0, 1] loosely corresponds to the probability that the
algorithm fails to bound the privacy loss by €. In particular, when 6 = 0 we omit it and say algorithm
A preserves e-differential privacy.

Differential privacy is a worst case measure, that is, the bound is over all possible random

outputs and all possible inputs. It is a strong guarantee, as it can protect against attackers with any



side information. Moreover, it admits a powerful algorithmic framework. There are two important
properties that make differential privacy easily be used for complex data analysis. The first is
immunity to post-processing: a differentially private output followed by any data-independent com-
putation remains satisfying differential privacy. The second is composability: when a differentially
private algorithm is queried independently over the same data multiple times, the total privacy loss

accumulates (i.e., privacy guarantee degrades).

1.1.2 Fairness in Supervised Learning

In supervised learning, the goal is to predict a true outcome Y from features X based on labeled
training data. To ensure the prediction Y is non-discriminatory, certain fairness criterion should
be satisfied. As mentioned in introduction, a variety of fairness criteria have been formulated to
measure and remedy biases in machine learning systems. In this thesis, we focus on group fairness
where the population is partitioned into a small number of groups distinguished by some sensitive
attributes S € S, and certain statistics are equalized across different groups. In particular, we are

interested in studying two criteria called demographic parity and equal opportunity.

1. Demographic Parity (DP) [11]: prediction Yis independent of group sensitive attribute S .
2. Equal Opportunity (EqOpt) [57]: prediction Y is conditional independent of group sensitive

attribute S given true outcome Y.

For binary classification where Y € {0, 1},? € {0, 1}, DP requires the positive classification rates to be
equalized across different groups, i.e., Pr(? =1§S =)= Pr(? =1),Vs € S, while EqOpt requires
true positive rates to be equalized across different groups, i.e., Pr(? =1Y=1,S=s)= Pr(? =1|Y =
1),Vs € S. To interpret these two criteria, consider settings such as hiring, lending, and college
admissions, where a decision maker (e.g., company, bank, college) aims to select (Y = 1) individuals
from the applicant pool that are qualified (Y = 1) for certain tasks based on a given set of features X.
DP fairness ensures that all applicants from different groups are selected at the same rate, while
EqOpt fairness is only concerned with the equity among the qualified individuals and it ensures
that the qualified applicants from different groups are selected at the same rate.

A variety of methods has been proposed for learning fair supervised learning models, and they

can be roughly classified into three families,

1. Pre-processing: remove pre-existing biases by modifying the datasets before training process
[78,143].



2. In-processing: impose fairness constraint during the training process, typically by adding a
constraint to optimization problem or changing objective function [5, 141, 142].
3. Post-processing: adjust the output of an algorithm based on group sensitive attributes after

training process [57, 120].

1.2 Overview of Thesis Contributions and Structure

Part I: Designing Differentially Private Algorithms

One approach to leveraging individuals’ data while preventing privacy violation, is to process
sensitive data with privacy-preserving algorithms. In the first part of this dissertation, we present a
number of differentially private algorithms for multiple computational tasks including distributed
learning (Chapter 2) and sequential computations (Chapter 3).

During these computations, the same or correlated data is repeatedly used/exposed during these
computations. Specifically, in distributed learning, multiple entities collaboratively work through an
interactive process of local computation (over local, private data) and message passing; during this
interactive process the same local data is repeatedly used. In sequential computations, individual’s
temporal data is generated/acquired sequentially for online analysis, and there is the strong temporal
correlation within the data sequence. Because the same or correlated data is repeatedly used, the
total privacy leakage of each individual accumulates substantially over time during the computation.
As such, balancing the trade-off between individual privacy and the outcome accuracy can be
challenging.

To improve the privacy-accuracy trade-off, we have explored two ideas:

(a) Reuse intermediate computational results to reduce the total information leakage.

(b) Improve algorithmic robustness to accommodate more randomness.

Intuitively, when less information is revealed, less randomization is required to achieve the same
privacy guarantee, so that the accuracy can be increased; when an algorithm is more robust, it can
accommodate more randomization to enhance privacy without jeopardizing too much accuracy.
Based on these ideas, we designed multiple novel algorithms whose privacy-accuracy trade-off is

improved significantly over the existing algorithms.



Chapter 2: Private ADMM-Based Distributed Algorithms. In this chapter, we consider a
consensus problem in a fully distributed setting where multiple entities collaboratively work toward
a common optimization objective through an interactive process of local computation (over local,
private data) and message passing. We focused on the Alternating Direction Method of Multiplier
(ADMM)-based algorithms to solve the distributed optimization. Because local computations are
exchanged among different entities, privacy concerns arise. A differentially private ADMM was
proposed in prior work [147] where only the privacy loss of a single node during one iteration
was bounded, a method that makes it difficult to balance the tradeoff between the utility attained
through distributed computation and privacy guarantees when considering the total privacy loss
of all nodes over the entire iterative process. To improve privacy-accuracy trade-off, we leverage
idea (a),(b) and propose a number of algorithms by modifying the original ADMM algorithms.
Specifically, R-ADMM [150] utilizes (a) and ensures the privacy leakage only happens in half of the
updates; M-ADMM [149] utilizes (b) which improves the algorithmic robustness; MR-ADMM [151]

incorporates both ideas to improve the trade-off further.

Chapter 3: Real-Time Release of Sequential Data with Differential Privacy. = Many data
analytics applications rely on temporal data, generated (and possibly acquired) sequentially for
online analysis. In this chapter, we propose an algorithm to release the sequential data in real-
time with differential privacy guarantee. Because of the (potentially strong) temporal correlation
within the data sequence, the overall privacy loss can accumulate significantly over time; an
attacker with statistical knowledge of the correlation can be particularly hard to defend against. An
idea that has been explored in the literature to alleviate this problem is to factor this correlation
into the perturbation/noise mechanism. Existing work, however, either focuses on the offline
setting (where perturbation is designed and introduced after the entire sequence has become
available) [44,80, 121, 133, 138], or requires a priori information on the correlation in generating
perturbation [41]. In contrast, the algorithm we propose can learn the correlation as the sequence
is generated, and the learned correlation is used for estimating future data in the sequence. This
estimate then drives the generation of the noisy released data. This method allows us to design
better perturbation and is suitable for real-time operations. We show theoretically and empirically
that this approach achieves high accuracy with lower privacy loss compared to existing methods.
Furthermore, this method has been used to enable private vehicle-to-vehicle communication in

intelligent transportation systems [67, 148].



Part II: Fair Machine Learning with Human in Loops

— D = f(X) — Abandonment |—>

ML Decision

[Participation Dynamics]

ML Model

Improvement on Y

[Qualification Dynamics]

Manipulation on X

[Strategic Dynamics]

Figure 1.2: ML with human in feedback loops: three types of interactions

Algorithmic fairness in machine learning has been studied extensively in static settings where
one-shot (fair) ML decisions are made on tasks such as classification. However, in practice ML
models are deployed in a dynamic environment where ML models and individuals feed and affect
each other. Without accounting for individuals’ behaviors and the interactions, ML decisions and
fairness interventions may result in unintended consequences. In the second part of this dissertation,
we study the impacts of (fair) ML on the well-being of different social groups. Specifically, We
establish multiple theoretically rigorous frameworks to model the interactions between ML systems
and individuals, and conduct equilibrium analysis to evaluate the impacts they each have on each
other. Depending on how individuals respond to the perceived decisions, we consider the following

three types of interactions,

1. Participation Dynamics (Chapter 4)
ML decisions made in the past may affect individuals’ participation/retention in the future ML
systems. Consider an example of speech recognition, individuals are more likely to leave the
system if they experience the lower accuracy; this in turn can affect the group representation in
future datasets used for building future models. To characterize the interactions between group

representations and ML models, we construct a participation dynamics model in Chapter 4,



where individuals respond to perceived decisions by leaving ML system uniformly at random:
individuals who perceive mistreatment from the decisions are more likely to leave. We aim to
understand how group representation disparity evolves in a sequential framework and how

enforcing fairness constraints plays a role in this process [153].

2. Qualification Dynamics (Chapter 5)
ML decisions made in the past may affect individuals’ true labels in the future ML systems.
Consider an example in recruitment where a company aims to select individuals from appli-
cants that are qualified for job positions. Individuals after receiving hiring decisions may
take certain actions (e.g., exerting efforts, imitating others, etc.), which results in changes in
their future qualifications/labels. As such, the qualification rate—the fraction of the qualified
individuals—of each group changes accordingly. To characterize the interactions between
qualification rates and ML models, we construct a qualification dynamics model in Chapter 35,
where individuals respond to perceived decisions by changing their future qualifications. We
aim to understand how group qualification disparity evolves in a sequential framework and

how it is affected when various fairness constraints are imposed [155].

3. Strategic Interplay (Chapter 6)
When ML algorithms are used to make high-stake decisions about people, the need for
transparency increases in terms of how decisions are reached given input. Given (partial)
information about the ML algorithm, individuals may adapt their behavior by strategically
manipulating their data to receive favorable decisions. For instance, a hiring or admissions
practice that heavily depends on GPA might motivate students to cheat on exams; not
accounting for such manipulation may result in disproportionate hiring of under-qualified
individuals. A strategic decision maker who anticipates such behavior aims to make its ML
models robust to such strategic manipulation. In Chapter 6, we adopt a typical two-stage
(Stackelberg) game setting to characterize the interactions between ML models and strategic
individuals, where the decision maker commits to its policies, following which individuals
best-respond. We aim to examine the impact of the anticipation of strategic behavior and
understand whether fairness interventions can serve as incentives/disincentives for strategic

manipulation.

Chapter 4: Long-Term Impact of (Fair) ML on Group Representation. Machine Learning

(ML) models trained on data from multiple demographic groups can inherit representation disparity
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that may exist in the data: the model may be less favorable to groups contributing less to the training
process; this in turn can degrade population retention in these groups over time, and exacerbate
representation disparity in the long run. In this chapter, we seek to understand the interplay between
ML decisions and the underlying group representation, how they evolve in a sequential framework,
and how the use of fairness criteria plays a role in this process. To this end, we first construct
a participation dynamics model to characterize the interplay between ML decisions and group
representations, where individual’s retention/participation is driven by the mistreatment perceived
from the decision, i.e., individuals who perceive mistreatment from the decisions are more likely to
leave the system. Under such dynamics, we conduct equilibrium analysis and study the long-term
impact of fairness interventions by comparing the equilibria under different (fair) ML decisions. Our
results show that the representation disparity can easily worsen over time when decisions are made
based on a commonly used objective and fairness criteria, resulting in some groups diminishing
entirely from the sample pool in the long run. It highlights the fact that fairness criteria have to be
defined while taking into consideration the impact of decisions on user dynamics. Furthermore, we
introduce an approach to selecting a proper fairness criterion based on a general dynamics model,

which can balance the group representations in the long run.

Chapter 5: Long-Term Impact of (Fair) ML on Group Qualification. In this chapter, we
examine the interplay between ML models and underlying group qualifications, and we aim to
understand how the group qualification disparity evolves in a sequential framework and how it is
affected under various fairness interventions. To this end, we use a Partially Observed Markov
Decision Process (POMDP) framework to formulate the qualification dynamics model, where the
unqualified/qualified individuals in the past can become qualified/unqualified with some decision-
dependent probabilities. The model indicates how individuals’ qualifications transition over two
consecutive time steps and characterizes the interplay between ML decisions and group qualifica-
tions. Under such dynamics, we conduct the equilibrium analysis and identify conditions for the
existence of an unique equilibrium. Furthermore, we examine the long-term impact of fairness
interventions on the group qualification disparity by comparing the equilibria under different (fair)
ML decisions. Our results show that fairness interventions can either promote equality or exacerbate
disparity depending on the qualification transitions and the effect of group sensitive attributes on
feature distributions. We also consider possible interventions that can effectively improve group

qualification or promote equality of group qualification. Our theoretical results and experiments on
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static real-world datasets with simulated dynamics show that our framework can be used to facilitate

social science studies.

Chapter 6: Impact of (Fair) ML on Strategic Manipulation. In this chapter, we study fairness
issues in the presence of individual’s strategic behavior. We suppose individuals can observe
ML models used by a decision maker in advance and they can manipulate their data strategically
to receive favorable decisions. We aim to design (fair) algorithms that are robust to strategic
manipulation, and to understand the impact of fairness interventions on individual’s strategic
manipulative behavior. To this end, we use a two-stage (Stackelberg) game to characterize the
interactions between decision makers and individuals, where the the former first publishes the ML
models and the latter may manipulate their features in order to receive more favorable decisions.
Depending on whether the decision-maker can anticipate such strategic manipulation or not, the
models can be strategic or non-strategic. Moreover, the models may or may not satisfy a fairness
constraint. We analytically characterize the equilibrium strategies of both decision maker and
individuals, and examine how the algorithms and their resulting fairness properties are affected
when the decision maker is strategic (anticipates manipulation), as well as the impact of fairness
interventions on equilibrium strategies. In particular, we identify conditions under which anticipation
of strategic behavior may mitigate/exacerbate unfairness, and conditions under which fairness

interventions can serve as incentives/disincentives for strategic manipulation.
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Part I

Designing Differentially Private Algorithms
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CHAPTER 2

Private ADMM-Based Distributed Algorithms

2.1 Introduction

In this chapter, we design differentiially private algorithms for distributed optimization. Distributed
optimization and learning are crucial for many settings where where the data is possessed by
multiple parties or when the quantity of data prohibits processing at a central location. It helps
to reduce the computational complexity, improve both the robustness and the scalability of data

processing. Many problems can be formulated as a convex optimization of the following form:
N
min Z‘ fi(x).
1=

In a distributed setting, each entity/node i has its own local objective f;, N entities/nodes collabora-
tively work to solve this objective through an interactive process of local computation and message
passing, which ideally should result in all nodes converging to a global optimum.

Existing approaches to decentralizing the above problem primarily consist of subgradient-based
algorithms [48,106,116], ADMM-based algorithms [100,101,124,134,139,140,146], and composite
of subgradient and ADMM [14]. It has been shown that ADMM-based algorithms can converge at
the rate of 0(%) while subgradient-based algorithms typically converge at the rate of O(ﬁ), where
k is the number of iterations [134]. In this study, we will solely focus on ADMM-based algorithms.

The information exchanged over the iterative process gives rise to privacy concerns if the local
training data is proprietary to each node, especially when it contains sensitive information such as
medical or financial records, web search history, and so on [89, 130]. It is therefore highly desirable

to ensure such iterative processes are privacy-preserving.
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A widely used notion of privacy is the e-differential privacys; it is generally achieved by per-
turbing the algorithm such that the probability distribution of its output is relatively insensitive to
any change to a single record in the input [35]. Several differentially private distributed algorithms
have been proposed, including [13, 54, 55, 68, 147]. While a number of such studies have been
done for (sub)gradient-based algorithms [13,54,55,68], the same is much harder for ADMM-based
algorithms due to its computational complexity stemming from the fact that each node is required
to solve an optimization problem in each iteration. To the best of our knowledge, only [147]
applies differential privacy to ADMM, where the noise is either added to the dual variable (dual
variable perturbation) or the primal variable (primal variable perturbation) in ADMM updates.
However, [147] could only bound the privacy loss of a single iteration. Since an attacker can
potentially use all intermediate results to perform inference, the privacy loss accumulates over time
through the iterative process. It turns out that the tradeoff between the accuracy of the algorithm
and its privacy preservation over the entire computational process becomes hard using the existing
method.

In this chapter, we address those issues by inspecting the total privacy loss over the entire process
and the entire network. We further propose a number of privacy-preserving algorithms that could
simultaneously improve the accuracy and privacy for ADMM. In particular, We have explored two

ideas when designing algorithms:

(a) Improve algorithmic robustness to accommodate more randomness.

(b) Reuse intermediate computational results to reduce the total information leakage.

Our main contributions are as follows.

1. We employ idea (a) and propose modified ADMM (M-ADMM) whereby each node indepen-
dently decides its own penalty parameter in each iteration; it may also differ from the dual
updating step size (Section 2.3.1).

2. We employ idea (b) and propose recycled ADMM (R-ADMM) whereby the computational
outcomes during even updates are repeatedly used for odd updates; it ensures that the odd
updates incur no privacy loss and require much less computation (Section 2.3.2).

3. We employ both ideas and propose modified recycled ADMM (MR-ADMM), where we
generalize R-ADMM by accommodating time-varied, node-dependent penalty parameters
(Section 2.3.3).
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4. We establish sufficient conditions for convergence of M-ADMM, R-ADMM, and MR-ADMM,
and quantify the lower bound of the convergence rate for M-ADMM (Section 2.4).

5. We present perturbation mechanisms to provide differential privacy for M-ADMM, R-ADMM,
and MR-ADMM (Section 2.5), and characterize the total privacy loss for these private
algorithms (Section 2.6). We quantify the generalization performance of (private) MR-

ADMM by conducting sample complexity analysis (Section 2.7).

6. We conduct experiments on real-world data (Section 2.9), the empirical results show that
our proposed algorithms can achieve stronger privacy guarantee as well as better algorithmic

performance, i.e., more stable convergence and higher accuracy.

The remainder of the chapter is organized as follows. We present problem formulation and the
definition of differential privacy and ADMM in Section 2.2. Three algorithms are introduced in
Section 2.3 including M-ADMM, R-ADMM and MR-ADMM. The convergence analysis of three
algorithms are presented in Section 2.4. The private versions of these algorithms, privacy analysis,
and sample complexity analysis are presented in Sections 2.5, 2.6, and 2.7, respectively. Discussion
is given in Section 2.8. Numerical results are illustrated in Section 2.9. All proofs can be found in

Appendix A.

2.2 Preliminaries

2.2.1 Problem Formulation

Consider a connected network! given by an undirected graph G(.4",&), which consists of a set of
nodes .4 ={1,2,---,N} and a set of edges & ={1,2,---, E}. Two nodes can exchange information
if and only if they are connected by an edge. Let #; denote node i’s set of neighbors, excluding
itself. Let D; be node i’s dataset.

Consider an optimization problem over this network of N nodes, where the overall objective
function can be decomposed into N sub-objective functions and each depends on a node’s local
dataset, i.e.,

N
min Obj(fe, Dai) = Zl O(f., D;) 2.1)

'A connected network is one in which every node is reachable (via a path) from every other node.
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The goal is to find a (centralized) optimal solution f, € R? over the union of all local datasets
Dy = Uje_y D; in a distributed manner using ADMM, while providing privacy guarantee for each

data sample.

2.2.2 Differential Privacy in Optimization

The definition of (e, d)-differential privacy is formally introduced in Chapter 1.1.1. In this chapter,
we adopt pure e-differential privacy when ¢ = 0, although a weaker notion (€, 6)-differential privacy
can also be adopted. This is discussed in Section 2.8.

For an optimization problem over a dataset, there are many approaches to randomizing the

output to preserve differential privacy and some of the most commonly used are as follows.

1. Output perturbation: solve the optimization problem first and then add zero-mean noise (e.g.,
Laplace, Gaussian) to the optimal solution.
2. Objective perturbation: add a noisy term to the objective function first and then solve the

perturbed optimization problem.

Because of this randomness, the accuracy of the output also decreases accordingly. The more
perturbation, the output will be less accurate but it also provides the stronger privacy for individuals.
Therefore, there is a privacy-accuracy trade-off, and an important issue is how to improve this

trade-off so that the output can be more accurate under the same privacy guarantee.

2.2.3 Conventional ADMM

To decentralize (2.1), let f; be the local classifier of each node i. To achieve consensus, i.e.,
fi=fo=---= fn, aset of auxiliary variables {w;;|i € .4, j € ¥;} are introduced for every pair of

connected nodes. As a result, (2.1) is reformulated equivalently as:

N
min ~ Obi({ Y. D)= > O£, D;
min + OBj(l Dan) Z] (f;» Di)

S.t. fi:Wij’Wij:fj’ ieN,je¥;

(2.2)

Let {f;} and {w;;} be the shorthand for {f;};c » and {wjj}ic_v jey;, respectively. Let {w; j,/lfj} be
the shorthand for {w; j,/lf?j}ie N, je¥i kela,b)» Where /l?j, /lf.’j are dual variables corresponding to equality
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constraints f; = w;; and w;; = f; respectively. The objective in (2.2) can be solved using ADMM

with the augmented Lagrangian:

Ly ({3}, (wijs A 20<ﬁ,D>+ZZu;;> (fi- wl,>+ZZu ) (wij = £)

i=1 je¥; i=1 je¥;

+ZZ S =wislls +lwij = fill5) - (2.3)

11]67/

where 7 is called the penalty parameter. In the (z + 1)-th iteration, the ADMM updates consist of the

following:
fit+1) = argj{flinLn({ﬁ},{wl-j(t),/lfj(t)}); (2.4)
wijlt+1) = argmin Ly({fitt+ D} (wij, 40D; (2.5)
At+1) = 2450 +n(filt+ 1) —wit+1)); (2.6)
A1) = A0 +n(wij(t+1) = fi(+1)). (2.7)

Using Lemma 3 in [45], if dual variables /l?j(t) and /l?j(t) are initialized to zero for all node pairs
(i, ), then AJ() = A7,(r) and A%;(r) = —A%(r) will hold for all iterations with k € {a,b},i€ A", j € ¥.

Let 4;(t) = X jey; /lfj (t) 2jet; /li.’j(t), then the ADMM iterations (2.4)-(2.7) can be simplified as:

fit+1) = arg}mn {O(fi. D) +24:(0) f; +UZ IO+ £10) = £II3 } 5 (2.8)
JEY;
Ai(t+1) = /l(l)+nZ(fl(t+1) fit+1)). (2.9)
JjEY;

2.2.4 Private ADMM Proposed in [147]

Two randomizations were proposed in [147]:

1. Dual variable perturbation: each node i adds a random noise to its dual variable A;(¢) before
updating its primal variable f;(¢) using (2.8) in each iteration.
2. Primal variable perturbation: after updating primal variable f;(¢), each node adds a random

noise to it before broadcasting to its neighbors.
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In both methods, the privacy property is only evaluated for a single node and a single iteration.
Neither can effectively balance the privacy-accuracy tradeoff if the total privacy loss is considered.
In contrast, we consider the total privacy loss of the whole network over the entire iterative process
and propose multiple algorithms under which the trade-off between total privacy loss and accuracy

can be improved significantly.

2.3 Proposed Algorithms

In this section, we introduce three variants of ADMM algorithm.

2.3.1 Modified ADMM (M-ADMM): Making 1 a Node’s Private Informa-
tion

Conventional ADMM [18] requires that the penalty parameter n be fixed and equal to the dual
updating step size for all nodes in all iterations. Varying the penalty parameter to accelerate
convergence in ADMM has been proposed in the literature. For instance, [9,61, 108, 139] vary this
penalty parameter in every iteration but keep it the same for different equality constraints in (2.2).
In [125, 145] this parameter varies in each iteration and is allowed to differ for different equality
constraints. However, all of these modifications are based on the original ADMM (Eqn. (2.4)-(2.7))
and not on the simplified version (Eqn. (2.8)-(2.9)); the significance of this difference is discussed
below in the context of privacy requirement. Moreover, we will decouple 7;(¢ + 1) from the dual
updating step size, denoted as 6 below. For simplicity, 6 is fixed for all nodes in our analysis, but
can also be private information as we show in numerical experiments.

First consider replacing n7 with 77;;(z + 1) in Eqn. (2.4)-(2.5) of the original ADMM (as is done
in [125,145]) and replacing n with 8 in Eqn. (2.6)-(2.7); we obtain the following:

nijt+1D)+n;+1) 1

fla+1) = argmin (0 D)+ 2440)" fi+ > . 1500+ f(0) = i) :
i JeYi
0
Aiit+1) = A0+ 5;(]‘,-(;+ D - fi(t+1)).

This however violates our requirement that 7;;(r) be node j’s private information since this is needed

by node i to perform the above computation. To resolve this, we instead start from the simplified

19



ADMM, modifying Eqn. (2.8)-(2.9):

1
fit+1) = argmin (O D)+ 240" fitm+1) Y Ifi= 5O+ FONF) s (210)
! i€t
L+1) = /l,-(t)+€Z(f,~(t+ D= fit+1)), (2.11)
2 J€Y;

where n;(t + 1) is now node i’s private information. Indeed 7;(z + 1) is no longer purely a penalty
parameter related to any equality constraint in the original sense. We will however refer to it as the
private penalty parameter for simplicity. The above constitutes the M-ADMM algorithm.

The penalty parameter n;(z + 1) directly controls the step size of the algorithm. Since the goal is
to minimize the objective in (2.10), if n;(r+ 1) is larger, the solution f;(t + 1) will be closer to the
primal variable in the previous iteration so that the penalty term } jey; II%( fi)+ fi(0) - ﬁll% will
be small. In other words, larger n;(¢ + 1) results in smaller update of the primal variable f;(z+ 1).
Therefore, increasing n;(r + 1) decreases the step sizes.

Without perturbation, decreasing step size might slow down the convergence. However, when
the algorithm is perturbed with added noise, a smaller step size could prevent the variable from

deviating too much from the optimal solution in each update, which in turn stabilizes the algorithm.

2.3.2 Recycled ADMM (R-ADMM): Making Information Recyclable

ADMM can outperform gradient-based methods in terms of requiring fewer number of iterations
for convergence; this however comes at the price of high computational cost in every iteration.
In particular, the primal variable is updated by performing an optimization in each iteration.
In [101, 102, 112], either a linear or quadratic approximation of the objective function is used to
obtain an inexact solution in each iteration in lieu of solving the original optimization problem.
While this clearly lowers the computational cost, the approximate computation is performed using
the local, individual data in every iteration, which means that privacy loss inevitably accumulates
over the iterations.

We modify ADMM in such a way that in every even iteration, without using individual’s data
Dy, the primal variable is updated solely based on the existing computational results from the
previous, odd iteration. Compared with conventional ADMM, these updates incur no privacy loss

and less computation. Since the computational results are repeatedly used, this method is referred
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to as Recycled ADMM (R-ADMM).
Specifically, in the 2k-th (even) iteration, O(f;, D;) (Eqn. (2.8), primal update optimization) is
approximated by

O(fi, Dy) ~ O(fi(2k = 1),D;) + VO(f;2k = 1), D) (f; = fi2k = 1)) + %Ilfi — (k= DIi3

where y > 0. Moreover, only the primal variables are updated in the 2k-th (even) iteration. Using

the first-order condition, the updates in the 2k-th iteration become:

fi2k) = fiQk—1)- (VO(f;(2k - 1),D;) +2;( 2k — 1)
2nVity
+n Z(ﬁ(2k— D - fiQk-1)}; (2.12)
j€¥;
22k) = 12k-1). (2.13)

In the (2k — 1)-th (odd) iteration, the updates are kept the same as (2.8)(2.9):

fi(2k—1) = argmin{O(f,D;)+24:2k-2)" f;
7
1
+772 ||§(fi(2k_2)+fj(2k_2))_fi”% bl (2.14)
je¥;
A = A il : :
(2k=1) = /l,(2k—2)+§Z(f,(zk—l)—fj(ﬂc—l)). (2.15)

Jj€vi

Note that in the (2k)-th (even) iteration, we need the gradient VO(f;(2k— 1), D;) and primal difference
g D jer;(fi2k—=1) = fj(2k— 1)) for the updates; these are available directly from the previous, (2k—1)-
th (odd) iteration, i.e., this information can be recycled. In this sense, R-ADMM may be viewed as
alternating between conventional ADMM (odd iterations) and a variant of gradient descent (even

iterations), where ﬁ is the step-size with a slightly modified gradient term.

2.3.3 Modified R-ADMM (MR-ADMM): M-ADMM + R-ADMM

R-ADMM requires that the penalty parameter ;7 be fixed for all nodes in all iterations. We can further
implement idea in M-ADMM by modifying R-ADMM such that each node can independently
determine its penalty parameter in each iteration. Specifically, replace 77 in (2.12), (2.14) and (2.15)
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with 7;(2k — 1). The updating formula is then given in (2.16)-(2.19).

fi2k—=1) = argmin{O(f;, D) +24;2k-2)" f;
fi
1
12k =1) ) 5 (f2k=2)+ 2k =2) = fill3 )
jev;
AiRk-1) = 4,2k-2)+ @ Z(fi(Zk— D - fiQ2k-1)).
JeYi
1
fiRk)y = fiRk-1)- k=it y{VO(fi(Zk -1),D))+24;2k-1)
A2k =1) )" (fil2k=1)= fj2k= 1)} ;
jevi
2(2k) = Ai(2k—-1).

(2.16)

(2.17)

(2.18)

(2.19)

Note that MR-ADMM is a generalized version of R-ADMM. If fix n;(2k—1) = n, Vk, then MR-

ADMM will be reduced to R-ADMM.

2.4 Convergence Analysis

In this section, we show that M-ADMM (Eqn. (2.10)-(2.11)), R-ADMM (Eqn. (2.12)-(2.15)),
and MR-ADMM (Eqn. (2.16)-(2.19)) all converge to the optimal solution under a set of common

technical assumptions.

Assumption 1. Function O(f;, D;) is convex and continuously differentiable in f;, Vi.

Assumption 2. The solution set to the original ERM problem (2.1) is nonempty and there exists at

least one bounded element.

Define the adjacency matrix of the network A € RVV as

1, if node i and node j are connected
a; j =
0, otherwise .
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Stack the variables f;(¢), 2;(¢t) and VO(f;(¢), D;) for i € .4 into matrices, i.e.,

AT am’ VO(fi(1), D))"

o _ AT LT VO(f(t),Dy)T

f( e RV A(r) = e RV VO(f (1), D) =

O ANOT VO(fy(t),Dn)T

c ]RNXd

Let V; = |7 be the number of neighbors of node i, and define the degree matrix D =
diag([V1; Va;---; Vn]) € R¥N. Note that D — A is the Laplacian matrix and D + A is the sign-

less Laplacian matrix of the network, with the following properties if the network is connected: (1)

D + A > 0 is positive semi-definite; (ii)) Null(D — A) = c1, i.e., every member in the null space of

D — A is a scalar multiple of 1 with 1 being the vector of all 1’s [82].

Lemma 1. [First-order Optimality Condition [100]] Under Assumptions 1 and 2, the following

three statements are equivalent:

o F=IUNTUNT ()T € RV s consensual, i.e., ff = f; =+ = fi = fI where f} is

the optimal solution to (2.1).
o There exists a pair (f*,Y*) with Y* = VD — AX for some X € RN such that

VO(f*,Dant) + VD — AY* = Onxa ;
VD—Af* = 0N><d .

 There exists a pair (f*,A*) with 2N* = (D — A)X for some X € RN such that

VO(f*, Dait) + 20" = Oy
(D-A)f* = Onxa -

24.1 M-ADMM

The KKT optimality condition of the primal update (2.10) is:

0=VO(fi(r+ 1),Dj) + 2;(t) + ni(r + 1) Z Qfit+ 1) = (i) + f(1)) -

Jei

23

(2.20)
(2.21)

(2.22)
(2.23)

(2.24)



Define penalty-weighted matrix W(¢) = diag([n1(2);n2(2);--- ;nn(1)]) € RNXN for ¢-th iteration. Then
the matrix form of (2.11), (2.24) are:

VO(f(t+ 1), D) + 2A(0) + 2W(t + DD f(t + 1) = W(t + 1) (D + A) (1) (2.25)
A +0(D—-A)f(t+1) (2.26)

0N><d
2A(t+1)

Let VX denote the square root of a symmetric positive semi-definite (PSD) matrix X that is
also symmetric PSD, i.e., VXVX = X. Define matrix Y(¢) such that 2A(t) = VD —AY (). Since
A(0) = zeros(N, d), which is in the column space of D — A, this together with (2.26) imply that A(z)
is in the column space of D —A and VD — A. This guarantees the existence of Y(¢). This allows us
to rewrite (2.25)-(2.26) as:

Onveg = VO(ft+1),Dy)+VD—AY(t+ 1)+ (W(t+1)—0D(D-A)f(t+1)

Wi+ DD +Afe+ D - @) ; (2.27)
Yt+1) = YO +O0VD-Af(t+1). (2.28)

A

Lemma 1 shows that a pair (Y*, f*) satisfying (2.20)(2.21) is equivalent to the optimal solution of
our problem, hence the convergence of M-ADMM is proved by showing that (Y(¢), f(¢)) converges
to a pair (Y*, f*) satisfying (2.20)(2.21).

Theorem 1. Consider the modified ADMM defined by (2.10)-(2.11). Let {Y (), f (1)} be outputs in
each iteration and (Y*, f*) a pair satisfying (2.20)-(2.21). Denote

Y(1) wxd o _ |V 2Nxd E 2NX2N
ZH=|,. |eR ,Z'=|,.1€eR ,J(@) = R
f@ * 0 WE(D+A)
Let {-,-)F be the Frobenius inner product of two matrices. We have
Z+D)=-Z",Jt+ 1D)Zt+1)-Z(@))r <0. (2.29)

If it +1) > ni(t) > 0 > 0 and n;(f) < +0, V1,i, then (Y(2), f(t)) converges to (Y*, f*).

Convergence Rate Analysis. To further establish the convergence rate of modified ADMM, an

additional assumption is used:
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Assumption 3. Forallie .V, O(f;, D;) is strongly convex in f; and has Lipschitz continues gradients,
i.e., for any fl.1 and fl.z, we have:

(= T (VoS D) - Vo2, D) = mill £ = f2I1?

VO, D) = VO, Dplla < Mill ' = f2 12 (2.30)
where m; > 0 is the strong convexity constant and 0 < M; < +co is the Lipschitz constant.

Theorem 2. Define Dy, = diag([my;my;--- ;my]) € RNN and Dy = diag((M7; M3;--- ;M%) €
RM*N with m; > 0 and 0 < M; < +co as given in Assumption 3. Denote by ||X||3 =(X,JX)F the
Frobenius inner product of any matrix X and JX; denote by o i, () and o4 (+) the smallest nonzero,
and the largest, singular values of a matrix, respectively.

Let Gmax(t) = max(W(O)(D +A)), Tmax/min(t) = Tmaxmin(W(t) —601)(D —A)) and p > 1 be an
arbitrary constant. Consider any 6(t) that satisfies (2.31)(2.32):

5(t)/-125'max(t) P

6o, (D—A4) = 1 (2.31)

and
10 max()Iy + 1Dy
o(t)( B0 (D= A) i~ 1) +W(@)(D+A)) <2(W(t)-6I)(D—-A)+2D,, . (2.32)
Ifni(t+1) > ni(t) >0 >0 and n;(t) < +oo, Vt,i, then (Y(t),f(t)) converges to (Y*,f*) in the following

sense.

(1 +8ONZ@) = Z* |5 S NZ =)= Z*15,, -
Furthermore, a lower bound on 6(¢) is:

. o min(D—A) 2my + 20 pin(1)

min{ L2 () T EMEAUTnan(? | } (2.33)
T (=R =) T T max(t)

where m, = min;e_y{m;} and Mo = max,c_y{M;}.

Although Theorem 2 only gives a lower bound on the convergence rate (1 + &(¢)) of the
M-ADMM, it reflects the impact of penalty {ni(t)}ﬁ\i , on the convergence. Since Omax(f) =
OTmax(W(t) —601)(D — A)) and G max () = omax(W()(D + A)), larger penalty results in larger 0 max(7)

00 min(D-A) -

and 0 max (7). By (2.33), the first term, o) 18 smaller when G-y« (?) is larger. The second term
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00 min(D=A)(u=1)(2my+26 win ()
.Uo_'max(t)z
convergence rate 1+ 9(¢) decreases as {ni(t)}f\i 1 increase.

is bounded by

, which is smaller when 0 ax(?) is larger. Therefore, the

24.2 R-ADMM & MR-ADMM

Since MR-ADMM is a generalized version of R-ADMM, we focus on the convergence analysis of
MR-ADMM in this section while the results immediately apply to R-ADMM by fixing ;(2k—1) =7,
Vk. To prove the convergence of MR-ADMM (Eqn. (2.16)-(2.19)), we introduce an additional

assumption below.

Assumption 4. For alli € ., O(f;, D;) has Lipschitz continuous gradients, i.e., for any fl.1 and fl.z,
we have:
VO£, D) = VO(fZ. Dilla < Mill ;' = £l (2.34)

The KKT condition of the primal update (2.16) is given as:

0=VO(fi(2k-1),D;) + 24,2k = 2) + n;(2k - 1) Z(2ﬁ(2k -1 = (fi(2k=2) + fj(2k = 2))). (2.35)
j€vi

Define the diagonal matrix D2k —1) with D(2k — 1);; = 21;(2k — 1)V; +y, and the weight matrix
WQ2k—-1) = diag([n1(2k—1);12(2k—1);--- ;nyQRk—1)]) € RNXN Then for each k, the matrix form
of (2.18)(2.19)(2.35)(2.17) are given in (2.36)-(2.39):

f@k) = f2k-1)-DQk-1)"YVO(f(2k—1),Dur) +2A(2k—1)
+W(2k-1)(D—-A)f(2k-1)}; (2.36)
2AQk) = 2AQk-1); (2.37)
Ovxa = VO(f(2k—1),Dap) +2AQ2k-2)
+WQk-1)2DfQ2k—1)—(D+A)f(2k-2)) ; (2.38)
2AQRk-1) = 2AQ2k-2)+W2k—-1)(D—-A)f(2k-1). (2.39)

Writing f(2k—2) and A2k —2) in (2.38)(2.39) as functions of f(Zk— 3), A(2k —3) using
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(2.36)(2.37), we obtain Eqn. (2.40)(2.41).

VO(f(2k — 1), Day) + W(2k — 1)(D + A)D(2k —3)"'VO(f(2k — 3), D )

+ WQRk-1)(D+A)(fQ2k—-1)- f(2k-3))

+ WQRk—-1)D+A)DRk—-3)"'W2k-3)(D-A)f(2k-3)

+ 2AQk—1)+W2k-1)(D+A)D2k-3)"12AQ2k-3) ; (2.40)
2AQk—-3)+W2k-1)(D-A)f2k—-1) . (2.41)

0N xd

2A(2k—1)

The convergence of MR-ADMM is proved by showing that the pair (f(2k — 1), A(2k — 1)) from odd
iterations converges to the optimal solution. To simplify the notation, we will re-index every two
consecutive odd iterations 2k — 3 and 2k — 1 using 7 and 7+ 1, it results in Eqn. (2.42)(2.43).

Onxa = VO(f(t+1),Dap)+ W(t+1)(D+A)D(t)” ' VO (1), D)
+W(t+ DD +A)(f+ 1) - F0)+ W+ 1)(D+A)DE) " 2A®0)
+ W@+ DD +A)DE WD -A)f()+2A0+1); (2.42)
2A(t+1) = 2A(0)+ Wi+ 1D)(D-A)f(t+1). (2.43)

Lemma 1 shows that a pair ( f *, \*) satisfying (2.22)(2.23) is equivalent to the optimal solution
of our problem, hence the convergence of the MR-ADMM is proved by showing that ( @), A()) in
(2.42)(2.43) converges to a pair (f*,A*) satisfying (2.22)(2.23).

Theorem 3. [Sufficient Condition] Consider the modified ADMM defined by (2.42)(2.43). Let
{f(t),A(t)} be outputs in each iteration and {f*,A*} a pair satisfying (2.22)(2.23). Denote Dy; =
diag([Mlz;Mg; e ;Mlz\,]) € RV*N with 0 < M; < +co as given in Assumption 4. If ni(t+1) > n;(t) > 0

and ni(t) < +o0 hold and the following two conditions can also be satisfied for some constants L > 0

andu>1:
. A1 Lu ANt .
(i) I+ W(t+ 1)(D +A)D(?) —%mm(b(t))(wm (D —=A) Dy :
(ii) W+ 1)(D+A) > W(+1)(D+A)DE™ (W(t)(D —A)
2 Ly
+Z W+ 1)D +A)) + P DO 1)DM .
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where omin(D(1)) = min{2n;(1)V; + vy} is the smallest singular value of D(t), then (f(t),A(t)) con-
1
verges to (f*,A*).

By controlling vy to be sufficiently large, D(t);; = 2n;(1)V; +y will be large and conditions (i)(ii)
can always be satisfied under some constants L > 0 and i > 1. Note that the conditions (i)(ii) are
sufficient but not necessary, so in practice convergence may be attained under weaker settings.

For R-ADMM, take L =2 and u = 2, then condition (i)(ii) are reduced to:

5 2
(i) I+n(D+A)D'> —= _(D-A)"'Dy ;
170 min

(iv) n(D+A)>2nD+A)D'nD+

— Dy .
O min(D)

Again for a sufficiently large y > 0, (iii)(iv) can be easily satisfied.

2.5 Private Algorithms

In this section we present privacy preserving versions of M-ADMM and MR-ADMM. Since MR-
ADMM is a generalized version of R-ADMM, the private version of R-ADMM can be built in a

similar way.

2.5.1 Private M-ADMM

A random noise €;(f + 1) with probability density proportional to exp{—a;(t+ 1)||€(¢ + 1)||2} is added

to penalty term in the objective function of (2.10):

riv 1
L™+ 1) = O D)+ 240 fit e+ 1) Y I+ e+ D= GO+ HONG 244)
i€

To generate this noisy vector, choose the norm from the gamma distribution with shape d and scale

m and the direction uniformly, where d is the dimension of the feature space. Then node i’s

local result is obtained by finding the optimal solution to the private objective function:

filt+1) = argmin L™ (1 + 1), ie N . (2.45)

fi
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It is equivalent to (2.48) below when noise 7;(t + 1)V;€;(¢ + 1) is added to the dual variable A;(¢):

argmin L7 (t+1) = O(f;, D) +2(0(0) + it + D Vit + D) f; (2.46)

l

1
44 1) Y 11fi = SO + N

jev;

Further, if n;(t + 1) = n = 0, Vi, t, then the above is reduced to the dual variable perturbation in [147]2.
The complete procedure is shown in Algorithm 1, where the condition used to generate 6 helps

bound the worst-case privacy loss but is not necessary in guaranteeing convergence.

Algorithm 1: Private M-ADMM
tput: {Di1Y |, {ai(1), -+ ai(K)IY,
Initialize: Generate f;(0) randomly and 2;(0) = 04x for everynode i€ .4, t=0
Parameter: Determine 6 such that 2¢| < %(% +26V;) holds for all i.
fort=1to T do
fori=1to.4 do
Generate noise €;( + 1) ~ exp(—a;(t + 1)||€l|2);
Perturb the penalty term according to (2.47);
Update primal variable via (2.47);
fori=1to .4 do
| Broadcast f;(t+ 1) to all neighbors j € ¥;;

fori=1to ./ do
| Update dual variable according to (2.11);

Output: Upper bound of the total privacy loss 8; primal { £:(T)}Y |» dual {/li(T)}f\i {

i=

2.5.2 MR-ADMM

In odd iterations, we adopt the objective perturbation [24] directly where a random linear term
€(2k—1)T f; is added to the objective function in (2.14) 3, where €(2k — 1) follows the probability
density proportional to exp{—a;(k)||€;(2k — 1)||2}. Consequently the objective function for updating

2Only a single iteration is considered in [147] while imposing a privacy constraint. Since we consider the entire
iterative process, we don’t impose per-iteration privacy constraint but calculate the total privacy loss.
Pure differential privacy was adopted in this work, but the weaker (e, d)-differential privacy can be applied as well.
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the primal variable f;(2k — 1) becomes Lf riv(Zk —1) given as follows:

LM2k-1) = O(f,D)+QA2k—2)+ &2k — 1) f;

1
+1i2k=1) ) 15 (fi(2k=2) + £(2k = 2)) = fil:
jev;

To generate this noisy vector €;(2k — 1), choose the norm from the gamma distribution with shape d

and scale QL(,() and the direction uniformly, where d is the dimension of the feature space. Node
i’s local result (primal variable) is obtained by finding the optimal solution to the private objective
function:

i(2k — 1) = argmin Lz.mv(2k— 1), ie V. (2.47)
l
fi

In the 2k-th iteration, use the stored results €(2k— 1)+ VO(f;(2k— 1), D;) and n;(2k — 1) X jey;(fi(2k —
1) — fj(2k — 1)) to update primal variables, where the latter can be obtained from the dual update
in the (2k — 1)-th update, and the former can be obtained directly from the KKT condition in the
(2k — 1)-th iteration:

€2k-1)+VO(fi(2k—-1),D;) = 24,2k -2) —n;2k-1) Z(Zf,-(Zk -1D) - fi(Rk-2) - fi(2k-2)) .

et
Then the even update is given by:
1
i(2k) = fi2k—-1)- 242k-1)+€R2k-1)+VO(fi(2k—1),D;
Ji(2k) Ji ) k= I)Vi+7{ i ) + € )+ VO(fi( ). Di)
the existing result by KKT
+1n;2k—-1) Z(ﬁ(Zk— D - fiRk=1))} . (2.48)

jei

the existing result by the previous dual update

Algorithm 2 shows the complete procedure, where the condition used to generate 7;(1) helps to

bound the worst-case privacy loss but is not necessary in guaranteeing convergence.
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Algorithm 2: Private MR-ADMM
Input: {D;}Y  {ai(1),-- (KX,
Initialize: Vi, generate f;(0) randomly, 4;(0) = 04
Parameter: Vi, select {n;(2k — 1)},1(:1 s.t. 0<ni(2k—1) <ni(2k+ 1) < +o0, Yk and n;(1)
satisfies 2c1 < min{ Z (& +2m7;(1)V;))
for k=1to K do
fori=1to .4 do
Generate noise €;(2k — 1) ~ exp(—a;(k)||€ll2);
Update primal variable f;(2k — 1) via (2.47);
Broadcast f;(2k — 1) to all neighbors j € 7;.
fori=1to .4 do
Calculate 1;(2k — 1) 3’ jey, (fi(2k = 1) = fi(2k = 1));
Update dual variable 1;(2k— 1) via (2.17).

fori=1to .4 do
Use the stored information €;(2k — 1)+ VO(fi(2k— 1), D;) and

ni(2k—1) Zje’V,-(fi(Zk —1) - fj(2k— 1)) to update primal variable f;(2k) via (2.48);
Keep the dual variable 4;(2k) = 4;(2k—1);
Broadcast f;(2k) to all neighbors j € %;.
Output: Upper bound of the total privacy loss 8; primal { f:(2K)}¥ |» dual {/li(ZK)}f\i 1

i=

2.6 Privacy Analysis

In this section, we characterize the total privacy loss of private M-ADMM and private MR-ADMM
as presented in Algorithms 1 and 2. Similar to the previous section, the results also apply to private
R-ADMM by fixing n;(2k—1) = n, Vk.

As mentioned earlier, Zhang and Zhu [147] only quantifies the privacy loss of a single node in a
, % < exp(a;(t)) holds Vt,i, where «;(¢) is the bound on the privacy loss
of node i at iteration 7. However, in a distributed and iterative setting, the “output” of the algorithm

single iteration, i.e.

is not merely the end result, but includes all intermediate results generated and exchanged during
the iterative process; an attacker can use all such intermediate results to perform inference. For this
reason, we adopt the differential privacy definition proposed in [149] as follows, which bounds the

total privacy loss during the entire iterative process.

Definition 1. Consider a connected network G(N,&) with a set of nodes A ={1,2,--- ,N}. Let
f() ={ fi(t)}ﬁ\; { denote the information exchange of all nodes in the t-th iteration. A distributed
algorithm is said to satisfy B-differential privacy during T iterations if for any two datasets D,y =
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U;D; and Dy = U;D;, differing in at most one data point, and for any set of possible outputs S
during T iterations, the following holds:

Pr({f ()L, € S1Dan)
Pr({f(O}, € S1Dan)

<exp(B)

The analysis is focused on the regularized empirical risk minimization (ERM) problem for
binary classification, while its generalization is discussed in Section 2.8. Let node i’s dataset be
D, = {(xl’.’, yl’.‘)ln =1,2,---,B;}, where xl’.’ € R4 is the feature vector representing the n-th sample
belonging to i, y? € {-1,1} the corresponding label, and B; the size of D;. Then the sub-objective

function for each node i is defined as follows:
C & ol
OfiuDi) = 5 ) LI+ GRU
n=1

where C < B; and p > 0 are constant parameters of the algorithm, the loss function .Z(-) measures
the accuracy of the classifier, and the regularizer R(-) helps prevent overfitting.

For this binary classification problem, we now state results on the privacy property of the private
M-ADMM (Algorithm 1) and private MR-ADMM (Algorithm 2) using Definition 1 above and

additional assumptions on .Z(-) and R(-) as follows.

Assumption 5. The loss function £ is strictly convex and twice differentiable. |V.Z| < 1 and

0< 2" <y with c| being a constant.

Assumption 6. The regularizer R is I-strongly convex and twice continuously differentiable.

2.6.1 Private M-ADMM

Theorem 4. Normalize feature vectors in the training set such that ||xl'.’||2 <l forallie /¥ and n.
Then the private M-ADMM algorithm (Algorithm 1) satisfies the B-differential privacy with

T

C(1.4cy + (1))
p2 52%{2 ni(H)ViB; } (249)

=1
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2.6.2 Private MR-ADMM

Lemma 2. Consider the private MR-ADMM (Algorithm 2), Yk = 1,--- K, assume the total privacy
loss up to the (2k — 1)-th iteration can be bounded by i1, then the total privacy loss up to the
2k-th iteration can also be bounded by Bi—1. In other words, given the private results in odd
iterations, outputting private results in the even iterations does not release more information about

the input data.

Theorem S. Normalize feature vectors in the training set such that ||x]|> < 1 for all i € A and n.
Then the private MR-ADMM algorithm (Algorithm 2) satisfies the -differential privacy with

&ac 1.4¢
B> m_ax{; B T ()} . (2.50)

2.7 Sample Complexity Analysis.

We next quantify the generalization performance of (non)-private MR-ADMM, the same technique
can be applied to M-ADMM. The analysis is focused on the ERM problem defined above and we
assume samples from each node i are drawn i.i.d. from a fixed distribution P. The expected loss
of node i using classifier fi(¢) at time 7 is given as L(fi(1)) = Ex,y)~p(-Z (Y £i(H)T X)). Similar to the
analysis in [24, 147], we introduce a reference classifier f,.; with expected loss L(f,.r) and evaluate
the generalization performance using the number of samples (B;) required at each node to achieve
L(fi(t)) < L(fref) +7 with high probability.

2.7.1 Non-Private MR-ADMM

As shown in Section 2.3.3, the sequence of outputs {f"*"(2k — 1)} from odd iterations in non-private
MR-ADMM converges to fl* = [ as k — oco. Therefore, there exists a constant A;(k) for each
node i at the (2k — 1)-th iteration such that L(f/"*"(2k — 1)) < L(f7") + Ai(k). Using the same method
as [24, 147], we have the following result.

Theorem 6. Consider a regularized ERM problem with regularizer R(f) = %II fI? and let f;, 1 be

a reference classifier for all nodes and {f!"”"(2k — 1)} be a sequence of outputs of non-private
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MR-ADMM in odd iterations (Eqn. (2.16)). If the number of samples at node i satisfies

2
B; > Wmax{”fref” log(1/5)}
L (= Ak

for some constant w, then f""(2k — 1) satisfies
Pr(L(f""(2k=1)) < L(frep)+T) 2 1-6

where T > Aj(k), Vi, ke Z,.

As expected, the number of required samples depends on the choice of the reference classifier via

its /> norm || frefllz, by imposing an upper bound b, on || f,. f||2. The result shows that if B; satisfies

brerlog(1/6)
(t=Ai(k))?

will have an additional error no more than 7 as compared to any classifier with || f;. f||2 < bref.

B; > wmax{ }, then the non-private intermediate classifier of each node at odd iterations

2.7.2  Private MR-ADMM

We next present the result on the sample complexity of the private MR-ADMM algorithm. Similar
to the analysis of non-private MR-ADMM, we bound the error of the intermediate classifier of each
node at odd iterations. Since the algorithm is perturbed with different random noise in different
iterations, to better analyze the effect of noise in a single iteration, we adopt a strategy similar
to that used in [147], by intentionally fixing the noise in iterations after the targeted iteration.
Specifically, Vi, to compare the private fl.p riv(2k — 1) at the (2k — 1)-th iteration with reference
classifier f..r, we slightly modify Algorithm 2 such that Yk’ > k, the added noise is fixed at
€2k’ — 1) = €(2k — 1), which allows us to solely study the effect of €;(2k — 1). This problem can
be formulated as a new MR-ADMM optimization problem where node i’s sub-objective function
becomes O"Y(f,,D;) = O(f,, D;) + €(2k — 1)T f; and the initialization given by £;(0) = fi(2k — 1),
4;(0) = 4;(2k — 1). Let {f""(2k — 1)} be a sequence of outputs from odd iterations of this new
algorithm; it converges to a fixed point fy,,, as k — oo. Therefore, there exists a constant A" (k) for
each node i at the (2k — 1)-th iteration such that £( S (2k-1)) < L(fr)+ A" (k). Using this, we
have the following result.

Theorem 7. Consider a regularized ERM problem with regularizer R(f) = %II f 1%, let Jrer be a
reference classifier for all nodes and { fip riv(Zk — 1)} be a sequence of outputs of private MR-ADMM
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in odd iterations. If the number of samples at node i satisfies

CNlog(1/5
B; > kaaX{NC(T e og(1/ )2
et Sy B S Nd' 2
D egmrlosd/o)

for some constants w and a > 0, then fip riv(2k — 1) satisfies
Pr(L(fP™ 2k = 1) < L(frep) +7) > 1-26

where T > ATV (k), Vi, k € Z..

Compared to Theorem 6, we see an additional term imposed by the privacy constraints, i.e.,

2
1+ a)%(log(d/é))Z. If @;(k) — oo, the result reduces to B; > wmaxk{%

as given in Theorem 6. The additional term shows that the higher dimension of features, the more

}, the same

injected noise, which would require more samples to achieve the same accuracy.

2.8 Discussion

Improving privacy-accuracy trade-off. We now provide some intuitive explanation as to why
the ideas presented in this chapter work. We explored two key ideas to improve the privacy-accuracy
tradeoff of a differentially private algorithm. The first is to accomplish the computational task by
repeatedly using the already released differentially private outputs. Utilizing differential privacy’s
immunity to post-processing, this information recycling incurs no additional privacy loss. Since less
information is revealed during computation, less perturbation is required to obtain the same privacy
guarantee, which then improves the privacy-accuracy tradeoff. The second idea is to improve the the
stability/robustness of the algorithm by directly controlling the penalty parameter. This allows the
algorithm to accommodate more noise to improve privacy without sacrificing too much accuracy,

which improves the privacy-accuracy tradeoff.

Other perturbation methods and privacy analysis tools. While we have primarily used ob-
jective perturbation to make an algorithm differentially private and to calculate the privacy loss,
it should be noted that this is done as an example to illustrate how MR-ADMM can outperform
both R-ADMM and ADMM in the privacy-accuracy tradeoff. Other perturbation methods such as
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output perturbation to achieve differential privacy (each node perturbs its primal variable before
broadcasting to its neighbors) can be used as well; our conclusion would still hold. This is because
our key ideas (revealing less information and making the algorithm more robust/stable to noise via
the penalty parameter) are orthogonal to the choice of the perturbation method.

Similarly, in our privacy analysis we have adopted the notion of pure e-differential privacy
to measure privacy. As a result, the bound on the total privacy loss can be fairly large. It is also
possible to adopt a weaker notion, the (g, 0)-differential privacy, to find a tighter bound on privacy
loss by allowing the algorithm to violate e-differential privacy with a small probability 6. In this
case, the total privacy loss can be calculated using more advanced composition theorems such as
moments accountant [4] and zero-concentrated differential privacy [22]. However, our key ideas
(revealing less information and making the algorithm more robust/stable to noise via the penalty
parameter) are orthogonal to the choice of the privacy definition and analysis tools used; thus the

algorithmic properties will not be affected by such choices and the conclusion remains valid.

Privacy analysis for a broader class of optimizations In Section 2.6, the privacy property of
the private algorithms is analyzed for the ERM binary classification problem. This privacy analysis
can be extended to more general forms of O(f;, D;), such as multi-class settings. There have been
extensive studies on the differentially private ERM with convex loss function [132], which can also

be adopted for our framework.

2.9 Numerical Experiments

We use the same dataset as [147], i.e., the Adult dataset from the UCI Machine Learning Repository
[99]. It consists of personal information of around 48,842 individuals, including age, sex, race,
education, occupation, income, etc. The goal is to predict whether the annual income of an individual
is above $50,000.

To preprocess the data, we (1) remove all individuals with missing values; (2) convert each
categorical attribute (with m categories) to a binary vector of length m; (3) normalize columns
(features) such that the maximum value of each column is 1; (4) normalize rows (individuals)
such that its /> norm is at most 1; and (5) convert labels {> 50k, < 50k} to {+1,—1}. After this
preprocessing, the final data includes 45,223 individuals, each represented as a 105-dimensional

vector of norm at most 1. We then randomly partition this sample set into a training set (40,000
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samples) and a testing set (5,223 samples). The training samples are then evenly distributed across
nodes in a network.
We use as loss function the logistic loss -Z(z) = log(1 +exp(—z)), with |.Z’|< 1 and .£"" <c¢| = }l.

The regularizer is R(f;) = %ll f,-ll%. We measure the accuracy of the algorithm by the average loss over

L= L3 L
().—N B

i=1 n=

the training set:
B;

T
LG} i) X)),
1
and the classification error rate over the testing set Sy

— Z(xj’yj)e‘slesz l(y] ?é j}])

E
Z(xjv)’j)estest 1

b

where $; is the prediction of sample (x;,y;) by using the averaged classifier f@) = %Zf\; | fi(0), and
each fj() is the local classifier(primal variable) of node i after ¢ iterations.
We measure the privacy of an algorithm by the upper bound P(¢) given in Theorems 4 and 5.

The smaller L(7) and P(¢), the higher accuracy and stronger privacy guarantee.

2.9.1 Convergence of Non-Private M-ADMM, R-ADMM & MR-ADMM

We consider a five-node network and assign each node the following private penalty parameters:
ni(t) = m(l)q;‘1 for node i, where [n1(1),---,n5(1)] = [0.55,0.65,0.6,0.55,0.6] and [q1,- - ,q5] =
[1.01,1.03,1.1,1.2,1.02].

Figure 2.1a shows the convergence of M-ADMM under these parameters while using a fixed
dual updating step size 8 = 0.5 across all nodes (blue curve). This is consistent with Theorem 1.
As mentioned earlier, this step size can also be non-fixed (black) and different (red) for different
nodes. In Figure 2.1b we let each node use the same penalty 7;(¢) = n(t) = O.Sq’l‘1 and compare the
results by increasing g1 > 1. We see that increasing penalty slows down the convergence, and larger
increase in g slows it down more, which is consistent with Theorem 2.

Figure 2.2a shows the convergence of R-ADMM with different y and fixed = 0.5 for a small
network (N =5) and a large network (N = 20), both are randomly generated. Due to the linear
approximation in even iterations, it’s possible to cause an increased average loss as shown in the
plot. However, the odd iterations will always compensate this increase; if we only look at the odd

iterations, R-ADMM achieves a similar convergence rate as conventional ADMM. y can also be
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Figure 2.1: Convergence properties of M-ADMM.

thought of as an extra penalty parameter for each node in even iterations to punish its update, i.e.,
the difference between f;(2k) and f;(2k —1). Larger vy can result in smaller oscillation between even
and odd iterations but will also lower the convergence rate.

Figures 2.2b and 2.2c show the convergence of MR-ADMM with penalty parameters 7;(2k — 1)
increasing at different speed. We see that increasing penalty slows down the convergence, and
larger increase in g1 (i) slows it down more. In 2.2b, each node adopts different penalty parameter
ni(2k — 1) in each iteration while in 2.2¢, the same penalty parameter is shared among all the nodes.

The convergence is attained in both cases.

2.9.2 Private M-ADMM, R-ADMM & MR-ADMM

The effect of p, v, n;(2k—1) in (M)R-ADMM.  We next inspect
the accuracy and privacy of the private M-ADMM, R-ADMM and =~ o
MR-ADMM, and compare it with the private (conventional) ADMM
using dual variable perturbation (DVP) [147].

To begin, we first examine the effect of p in controlling overfit-

ting. Figure 2.3 shows the classification error rate over the testing ..,
0 0.05 0.1 0.15 02 025 03 035 0.4
)

set under different p, where the classifiers are trained with original
ADMM and the algorithm runs for 50 iterations. Since the classi- Figure 2.3: The effect of p,

fication error rate is minimized at p = 0.22, we will use p = 0.22 in fixing € = 1750.
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Figure 2.2: Convergence properties of R-ADMM and MR-ADMM: Figure 2.2a illustrates the
average loss over iterations of R-ADMM for the network of different sizes under fixed n = 0.5 and
different y. Dashed (resp. solid) curves represent the performance over a randomly generated small
(resp. large) network with N =5 (resp. N = 20) nodes. Figures 2.2b and 2.2c¢ illustrate the average
loss over iterations of MR-ADMM for a randomly generated network with N = 5 nodes. Black
curve represents the R-ADMM where 7;(f) = =1 is fixed for all nodes and all iterations. Each
colored curve represents MR-ADMM with r;(2k — 1) increasing over iterations at different speed.
In Figure 2.2b, each node i adopts 77;(2k — 1) = 1,q1(i)* as penalty parameter in 2k — 1-th iteration,
where [n1,---,15] =[1,1.03,1.02,0.8,1.01], g1 = [q1(1),---,q1(5)] =1+ kq> (each k € {1,---,5}
corresponds to one curve in plot) and g2 = [g2(1),--- ,¢2(5)] = [0.01,0.005,0.003,0.015,0.01]. In
Figure 2.2c, each node adopts the same penalty parameter n;(2k—1) = qlf in odd iterations.
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the following experiments.

For simplicity of presentation, in the next set of experiments the penalty n;(f) = n(¢) in both
M-ADMM and MR-ADMM and noise a;j(k) = a, Vi,k. We observe similar results when «;(t), n;(t)
vary from node to node.

For each parameter setting, we perform 10 independent runs of the algorithm, and record both
the mean and the range of their accuracy. Specifically, L'(f) denotes the average loss over the
training dataset in the #-th iteration of the /-th experiment (1 </ < 10). The mean of average loss
is given by Lye0n(t) = % > 1131 L () and the range L,quge(t) = IISI}Q)I(OLZ(I) - 1rgrllirlloLl(t). The larger the
range Lyang.(?) the less stable the algorithm, i.e., under the same parameter setting, the difference
in performances (convergence curves) of two experiments is larger. In the next few plots, Lygge(1)
is shown as the size of a vertical bar centered at L., (¢). Similarly, let E! be the classification
error rate over the testing set in the /-th experiment, with an average error rate E;;oq, = 11—0 > 1131 E!
and range E,qpge = 1r£nleSv1(OEl - 1rsr11igr110E I shown as the size of a vertical bar centered at E,0qn. Each
parameter setting also has a corresponding upper bound on the privacy loss denoted by P(?).

In the non-private case, y controls the oscillation between even and odd iterations, as well as the
convergence rate. We now examine its effect when MR-ADMM is perturbed. Figure 2.5 shows
the average loss over the training set (Figure 2.5a2.5b) and the classification error rate over the
testing set (Figure 2.5¢) under different y > 0, noting that the corresponding privacy loss of these
cases are the same under the same «. It shows that varying y (within a certain range) does not effect
performance significantly. For the next set of experiments, we fix y =0.5.

The effect of 1;(2k — 1) on the performance of private MR-ADMM is illustrated in Figure
2.6, where the pair Figure 2.6a, 2.6c¢ is for the case when noise parameter is @ = 2 (low privacy
requirement) and the pair Figure 2.6b, 2.6d is for the case when @ = 1 (high privacy requirement).
Although increasing 7;(2k — 1) over time can decrease the convergence rate of non-private MR-
ADMM (Figures 2.2b and 2.2c¢), it helps to stabilize the algorithm when MR-ADMM is perturbed
and can improve the accuracy while maintain the privacy guarantee. Moreover, the improvement is
more significant when algorithm is under higher perturbation (high privacy requirement) and when

ni(2k — 1) increases faster (within a range).
Performance comparison among different algorithms. Our last set of experiments is conducted

to compare the performance of different algorithms with results illustrated in Figures 2.7 and 2.4.
The noise parameters of both MR-ADMM and R-ADMM are set as @ shown in the plots, and the
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noise parameters of conventional ADMM and M-ADMM are chosen respectively such that they

have approximately the same total privacy loss bounds. We set 7;(2k — 1) = 1.04% in MR-ADMM.
We see that both private R-ADMM (red) and private MR-ADMM (magenta) outperform private
ADMM (black) and M-ADMM (blue) with higher accuracy and lower privacy loss. In particular,

the private MR-ADMM (magenta) has the highest accuracy with the lowest privacy loss among all

algorithms; the improvement is more significant with smaller total privacy loss. This improvement

is also illustrated by the classification error rate over the testing set in Figure 2.4d.
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Figure 2.4: Performance comparison: Figures 2.4a, 2.4b and 2.4c illustrate the upper bound of their
privacy loss and the corresponding classification error rates are shown in Figure 2.4d.
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Figure 2.5: The effect of v on the performance of MR-ADMM, fixing 7;(2k — 1) = 1.01%: in Figures
2.5a and 2.5b, green curves represent the non-private conventional ADMM while other curves
represent the private MR-ADMM with different y and each of them illustrates the overall result
summarized from 10 independent runs of experiments under the same parameter. The corresponding
classification error rates are shown in Figure 2.5c. It shows that varying y within a certain range
doesn’t effect the performance significantly.
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and each of them illustrates the overall result summarized from 10 independent runs of experiments
under the same parameter. Figures 2.6c and 2.6d illustrate the upper bound of their privacy loss and
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the corresponding classification error rates are shown in Figure 2.6e.
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Figure 2.7: Performance comparison: in Figures 2.7a, 2.7b and 2.7c, green curves represent the
non-private conventional ADMM while other curves represent different private algorithms and each
of them illustrates the overall result summarized from 10 independent runs of experiments under the
same parameter. M-ADMM (blue) and MR-ADMM (magenta) adopt the varied penalty parameter
while ADMM (black) and R-ADMM (red) adopt the fixed n;(t) =n = 1.
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CHAPTER 3

Real-Time Release of Sequential Data with
Differential Privacy

3.1 Introduction

In Chapter 2, we explored two ideas that can be leveraged to improve an algorithm’s privacy-
accuracy tradeoff: (1) reuse intermediate computations to reduce information leakage; (2) improve
the robustness to accommodate more noise. These two ideas are not limited to distributed learning
but are applicable to many other applications. In this chapter, we consider sequential computation
and illustrate how can we leverage idea (1) when designing an algorithm for privately releasing the
sequential data in real-time.

The collection and analysis of sequential data are crucial for many applications, such as moni-
toring web browsing behavior, analyzing daily physical activities recorded by wearable sensors, and
so on. Privacy concerns arise when data is shared with third parties, a common occurrence. Toward
this end, differential privacy [35] has been widely used to provide a strong privacy guarantee; it is
generally achieved by disclosing a noisy version of the underlying data so that changes in the data
can be effectively obscured.

To achieve differential privacy in sharing sequential data, a simple approach is to add inde-
pendent noise to the data at each time instant (Figure 3.1a). This is problematic because of the
temporal correlation in the data (see Section 3.3). A number of studies have attempted to address
this issue. For example, [121] applies Discrete Fourier Transform (DFT) of the sequence and
release a private version generated using inverse DFT with the perturbed DFT coefficients; [133]
proposes a correlated perturbation mechanism where the correlated noise is generated based on

the autocorrelation of the original sequence; [80] decomposes the sequence into disjoint groups of
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similar data, and uses the noisy averages of these groups to reconstruct the original sequence; [138]
constructs a Hidden Markov Model (HMM) from the independent-noise-added data sequence,
and releases the sequence inferred from the HMM; method proposed in [44] first reconstructs the
non-sampled data from perturbed sampled points and then solves a convex optimization to improve
accuracy. However, all of the above studies rely on the availability of the entire sequence, so can
only be applied offline as post-processing methods. [41] are the closest to our work, where the
sequence is adaptively sampled first; Kalman/particle filters are then used to estimate non-sampled
data based on the perturbed sampled data. However, it requires a priori knowledge of the correlation
of the sequence.

In this chapter we start from sequential data that can be modeled by first-order autoregressive
(AR(1)) processes. We consider Gaussian AR(1) process and Binomial AR(1) process as examples
but the idea can be generalized to all (weakly) stationary processes. Leveraging time-invariant
statistical properties of stationary process, proposed approach in each time step estimates the
unreleased, future data from that already released, using correlation learned over time and not
required a priori. This estimate is then used, in conjunction with the actual data observed in the
next time step, to drive the generation of the noisy, released version of the data (Figure 3.1b). Both
theoretical analysis and empirical results show that our approach can release a sequence of high
accuracy with less privacy loss.

Our main findings and contributions are as follows.

1. We develop a method for releasing data sequence in real time with differential privacy

guarantee (Sections 3.4).

2. We conduct privacy and accuracy analyses to theoretically quantify the total privacy loss
(Section 3.5) and error (Section 3.6).
3. For sequences following Gaussian AR(1) processes, we show erotically that the proposed

method can strictly outperform the baseline method (Section 3.6).

4. We conduct experiments on real-world data to show the effectiveness of our method.

The rest of the chapter is organized as follows. Section 3.2 presents background and prelimi-
naries. Section 3.3 introduces the baseline approach and its issues. Our approach is presented and
analyzed in Sections 3.4, 3.5 and 3.6. Section 3.7 presents Discussion. Experiments are presented

in Section 3.8. All proofs are presented in Appendix B.
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3.2 Preliminaries

Consider a time-varying sequence {Z,}thl, where Z; € R corresponds to a query over a private dataset

D, attime t€ N, i.e., Z, = Q(Dy). Dataset D, = {dﬁ}ﬁ\; , consists of data from N individuals (N > 1)
where d; is the data of i individual at time step t. Then d’i:T = {d; }thl is the data of i individual
over T time steps and D = {d’LT}ﬁ , includes sequences of N individuals over T' time steps.

We assume {Zt}thl can be modeled as a first-order autoregressive (AR(1)) process [135], where
the value at each time depends linearly on the value at immediate preceding time step, but we will see
the approach can be generalized to any (weakly) stationary process. The goal is to disclose/release
this data in real time with privacy guarantees for each individual at all times. We denote by {Xt}zT:1
the released sequence. Notationally, we will use X to denote a random variable with probability
distribution .Zx(-), x its realization and X(y) the estimate of X given observation Y = y; finally,
X1 = {Xi}

t
i=1"

3.2.1 First-Order Autoregressive Process

AR(1) processes are commonly used for modeling a time-series, among which Gaussian AR(1)

process is one type that is widely used in various domains.

Definition 2 ((Gaussian AR(1) process)). Zi.7 is a Gaussian AR(1) process [135] if:
Z,:a’+pZ,_1+U,, tZl (3.1)

where U, iid N©,02), Zo ~ N(u,0?) and o2,a,p are constants. If |o| < 1, then {Z,}tT=1 is a

stationary Markov process with the following properties: (1) Z, ~ N (/1,(7?) with u = l%p and
2 _ o,
O-Z —_ l_pz,

(2) its autocorrelation function is given by Corr(Z;Z;—;) = Corr(t) = p'7.

In addition to Gaussian AR(1) process, we also consider Binomial AR(1) process defined as

follows.

Definition 3 (Binomial AR(1) process). Let 7 € (0,1) and p € [max(—-% —1%”), 1]. Define B =

1-m°

n(l—-p), @ =B+p, and fix n € N. Then Zy.7 is a binomial AR(1) process [109] if:

Zi=a@oZ 1 +Bo(n—Zmy), t> 1 (3.2)
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where Zy ~ Binomial(n,n) and “o” is called the thinning operator defined as aoZ;—| = ZZ-Z:]I Yir-1,
where Y;;1,i=1,---,Z;_1 are i.i.d Bernoulli random variables with Pr(Y;;—1 = 1) = a, and all
thinnings are independent of each other. Binomial AR(1) is also a stationary Markov process with the

following properties: (1) Z; ~ Binomial(n,n); (2) its autocorrelation is Corr(Z;Z;—) = Corr(t) = p|T|.

Binomial AR(1) is typically used for modeling integer-valued counts sequences. Consider n
independent entities, each of which can be either in state “1” or state “0”. Then Z; can be interpreted
as the number of entities in state “1” at time ¢. Eqn. (3.2) implies that this “1”-entity count (Z;) can
be given by the number of “1”-entities in the previous time instant that didn’t change state (¢ o0 Z;_1)
plus the number of “0”-entities in the previous time instant that changed to state “1” (8o (n —Z;_1));
here a, 8 can be interpreted as the respective transition probabilities. Binomial AR(1) has been used
to model many real-world scenarios such as counts of computer log-ins and log-outs [136], daily

counts of occupied rooms in a hotel, etc.

3.2.2 Differential Privacy

In this chapter, we adopt notion of (e, 6)- differential privacy. We consider the setting where each
individual’s data is of a sequential nature and a query Q over N individuals is released over T
time steps as it is generated. Within this context, x;.7 = A(z1.7) = A({Q(Dt)}thl) and a randomized
algorithm A(-) is (¢, 6)-differentially private if Fx, ,\z,.,(x1.7lz1.7) < exp(€) - Fx,.,1z,.; (x1.7[21:7) + 6
holds for any possible xj.7 and any pairs of z;.7, Zj.7 generated from D, 5, where D, D are datasets
differing in at most one individual’s sequence.! It suggests that the released sequence x;.7 should
be relatively insensitive to the change of one individual’s sequential data, thereby preventing the

meaningful inference about each individual from observing x;.7.

Definition 4 (Sensitivity of query O at time ¢). Consider a query Q : D — R taking a dataset as
input, the sensitivity of Q at t is defined as: AQ, = SUpyp, 5, |Q(D;) — Q(ﬁ,)I, where Dt,ﬁt €D are

two datasets at t different in at most one individual’s data.

Since Z; = Q(D;), AQ; quantifies the maximum impact of an individual on Z;. In the rest of
chapter, unless explicitly stated, we consider scenarios where AQ, does not change over time and
simplify notation AQ; = A. If dﬁ €{0,1}, YVt and Q(D;) = f\; | d; is count query (e.g., daily count of
patients), then A = 1.

If we express D in matrix form, i.e., D € RNXT with D;; = df , then D and D are different in at most one row.
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3.2.3 Minimum Mean Squared Error Estimate

The minimum mean squared error (MMSE) estimate of a random variable X given observation
Y=yis X(y) = argmin;, Ex((X - h(Y))?|Y = y) = E(X|Y = y). If h(:) is constrained to be linear, i.e.,
h(Y) = k1Y + ky, then the corresponding minimization leads to the linear MMSE (LMMSE) estimate
and is given by X(y) = pxyg—’;(y —E(Y)) + E(X) with the mean squared error (MSE) = (1 - pgﬂ,)o%(,
where pxy is the correlation coefficient of X and Y, o2, 0'%, the variance of X, Y respectively. Using

these properties, we have the following result.

Proposition 1. Consider a Gaussian AR(1) process Z,.1 defined by (3.1), the MMSE estimate
of Zi+1 given Z; = z; is Zi1(z) = u(l —p)+ pzs, with MSE 0'%(1 —pz). If we use a perturbed
X;=Z;+N;, i€{l,---,t} to estimate Z;,1, where N; ~ N(0,0'%) is the added noise, then the MMSE

estimate of Z;y1 given X; = x; is

o2 2
5 t+1-i Z t+1-i Z
Zini(x) =p(l =p" " —=——=) +p X
oI +0; oI +o;

Proposition 2. Consider a Binomial AR(1) process Z,.t defined by (3.2), the MMSE estimate of
Ziv1 8lven Z; = 74 1S Zi1(z0) = pz; +nn(1 —p).If we use a perturbed X; = Z; + N;, i € {1,--- ,t} with
Var(N;) = % to estimate Z;y1, then the LMMSE estimate of Z;+1 given X; = x; is

i m(=m) Ly na(l-n)

)+p o Xi

Zip1(x;) = 1-
re1 (i) nn(l=p nn(l-m)+% nn(l-m)+%

Note that for Gaussian AR(1) processes, both MMSE estimates Z1+1(z0), Zy+1(x;) are linear. For
Binomial AR(1), the MMSE estimate Z(z,) is also linear, which may not hold for other AR(1)
processes. However, due to the simple form of linear MMSE estimate and its applicability to more

general random processes, we will solely focus on LMMSE estimates in this study.

3.3 Baseline Approach

The baseline approach (Figure 3.1a) provides differential privacy for a sequence zj.7 by perturbing
each z; directly: x; = z; + perturbation. However, with this approach it is difficult to obtain a good

privacy-accuracy tradeoff for sequences spanning a long time horizon 7'.
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Figure 3.1: Comparison of two data release methods:{z,}tT=1 is the true sequence, {xt}lT=1 the released
private sequence, Z; the estimate of z; learned from x;_;, and {nt}tT=1 the added noise.

The upper bound of the total privacy loss, er, can be characterized as a log-likelihood ratio of

the released output under two sequences, which can be decomposed as follows:

log

T
Fxipizyr Xrrlzir) Z Fx)z,(Xlz1)
FIxirlzrurlirr) ST Fxz (xilé)’

ngZXAZ,(XAZt)
Fxnz, (%2
lated over T time steps, balancing the privacy-accuracy tradeoff becomes more and more difficult as

where the term log bounds the privacy loss at time ¢. As the total privacy loss is accumu-
T increases. As long as the variance of perturbation is finite, as T — oo, er inevitably approaches
infinity.

We therefore proposal a method that can (i) improve the privacy-accuracy tradeoff significantly,
and (i1) bound the total privacy loss over an infinite horizon when the variance of perturbation is

finite.

3.4 The Proposed Approach

In our proposed method, data point x; at time step ¢ is released based on the previous released data
X;—1 and its true value z; (shown in Figure 3.1b).
The idea behind our approach is based on two observations: (1) Since x;_; is correlated with z;

through z;_1, we can use x;_; to obtain an estimate? of z,, denoted by Z:(x;,~1), and release (perturbed

2This estimate can be obtained with or without the knowledge of the statistics of the AR(1) process; in the absence
of such knowledge one can employ a separate procedure to first estimate the statistics as detailed later in this section.

50



version of) Z;(x,_1) instead of z.. (2) Since differential privacy is immune to post-processing [37],
using x;_1 to estimate z; does not introduce additional privacy loss. Thus, technically we can release
an initial x| (perturbed version of z;), followed by the sequence x; = Z(xt_l),t > 1. However, doing
so will lead to a fairly inaccurate released sequence compared to the original, for while the privacy
loss does not accumulate over time, the estimation error does. To balance the competing needs of

accuracy (having the released sequence resemble the true sequence) and privacy, one must calibrate

the released version using the true values. — e
There are different ways to calibrate the
. w,
released sequence. In this study, we shall @ ' -
examine the use of the convex combination P
. , Xi—1 Z: Xt
(1 =wy)Zi(xs-1) +w;zs, and the perturbed version - W

of this as the released x;. Examples of other ap- Figure 3.2: A two-step illustration of the proposed

proaches to calibrating released sequences are method: adding noise ; to the convex combina-
tion of estimate Z;(x;—1) and true value z; gives the

discussed in Section 3.7. The weight parameter
released x;.

w; serves four purposes:

(1) In addition to the perturbation o2, w; can also be tuned to better balance the privacy-accuracy
tradeoff: larger w; results in a more accurate but less private sequence. In contrast, o2 is the only
means of controlling this tradeoff in the baseline method.

(2) If MSE is the measure of accuracy, then w; can also be used to balance the bias-variance
tradeoff. For a deterministic sequence zi.7 with estimator X; at ¢, Bias(X;) = E(X;) —z; and
MSE(X,) = E(X, —z)?). The bias and variance can be controlled jointly by adjusting w; and

0'%, which can result in smaller MS E as MS E = Variance + Bias*

. In contrast, x;.7 is always
unbiased in the baseline method and MS E = Variance always holds.

(3) If we keep w; private, then the method can prevent certain attackers from knowing the detail
of the perturbation mechanism, resulting in stronger protection (Section 3.7).

(4) By adjusting wy, it is possible to release the sequence spanning an infinite horizon with

bounded total privacy loss (Section 3.5).

3.4.1 Estimate of Z; with Learned Correlation

We can estimate the true value Z; from x;_; using the LMMSE estimate Zi(x—1) given in Section 3.2.

However, it requires the knowledge of mean y, variance o> and autocorrelation p of Z;.7-, which
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Algorithm 3: Est
Input :x;.,-1, Var(N;)
fi=A Y
6% = max{i Zﬁ;%(x,- —f)? = Var(N,), 0}
A ST =) | 1{p're > 03

S (xi—f)? =1
Output: p,[, o2

may be unknown in reality and should be estimated. To avoid revealing more information about
71.1, this estimate is obtained using only the released xi.7, as shown in Algorithm 3, where both {

and 6 are unbiased, and p is adopted from [69]*.

Release x; with Estimate Z;(x,_;) and True Value z;. Given the estimated parameters i, &2 and

0, using results presented in Section 3.2, the LMMSE estimate Z,(x,~1) can be approximated as

Zi(xi1) = fua(l=p IL)"'@ IL% 1
62 | + Var(N,) 62 | + Var(N,)

-1

Take the convex combination of estimate Z(xt_ 1) and true value z; with private weight w;, and
release:

x; = (1 = w)Zi(x,-1) + wyz; + perturbation .

3.4.2 Privacy Mechanism

The perturbation term in the released data adds privacy protection. Existing literature provides
methods on how to generate them. We shall adopt Gaussian mechanism [37] and bound the privacy

loss in terms of perturbation.

Lemma 3 (Gaussian Mechanism). Consider query Q : D — R with sensitivity AQ, and the Gaussian
mechanism G(d) = Q(d) + N which adds zero-mean Gaussian noise N with variance o> to the output.

AQ\/210g(1.25/5) L } . .
If o 2 ———— for €,6 €(0, 1), then it satisfies (€,6)-differential privacy.

Definition 5 (Binomial noise). We call random variable N the binomial noise if it is zero mean and

follows the shifted binomial distribution, i.e., N + m ~ Binomial (2m, %), whose probability mass

“Extra term 1%1 is used to correct the negative bias if there is prior knowledge of positive autocorrelation p™¢ > 0.
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Algorithm 4: Sequential Data Release Algorithm
Input :Sensitivity of query A, {Var(N;)};
forr=1,2,---,T do

Input :true state z;, weight w;

if 1 <2 then

w,=1;

Release : x; = z; + n;.

else

Pi-1. 1,07 | = Est(x1:-1, Var(N));

2

Tt :/3[_1—&:—1 ;

6}27 |+ Var(Ny) ’
Release Xy = (1 - Wl‘)mt—l (1 - rt) + rt.xt_l) + Wiz + 1y
Output : privacy parameter (er,d7)

function (PMF) is
2m \ 1
Pr(N: k) = (k+m)22_m’ ke {_m,“' s — lam},
with a variance 7.

Lemma 4 (Binomial Mechanism). Consider a query Q : D — 7 that takes data d € D as input and
outputs an integer. The Binomial mechanism B(d) = Q(d) + N adds binomial noise N with variance
5 to the output. If 1 < AQ+ % <m+1 for € > 0, then the following holds:

(i) Y € > 0, it satisfies (€,0)-differential privacy with:

1 2m+1
§=exp(——(m—AQ+1 - ——"—_y2),
m exp(E) +1
(ii) ¥ 6 € (0, 1), it satisfies (€,0)-differential privacy with:
2m+1
e = AQlog( m - 1.

m-AQ+1~Jmlogl

Note that Binomial mechanism above is a generalization (for arbitrary sensitivity AQ) to the
version (for the case AQ = 1) first proposed in [36]. This is an approximation of the Gaussian
mechanism; it has a much looser bound compared to the latter and more noise is needed to ensure
a same level of privacy, which is consistent with the conclusion in [36]. However, the Gaussian

mechanism only works when € < 1, while our Binomial mechanism does not have this restriction
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Figure 3.3: flowchart of the complete procedure

and is more suitable for a discrete setting.

The complete procedure of our method is illustrated in Figure 3.3 and given in Algorithm 4,
where n; is a realization of Gaussian noise N; (or Binomial noise) when adopting the Gaussian (or
Binomial) mechanism. Dy in Figure 3.3 represents the history data that can be used for estimating
parameters but won’t be revealed during this time horizon.

Note that the Gaussian/Binomial mechanism only specifies privacy parameters over one time

step. In the next section we specify (er,d07) over T steps.

3.5 Privacy Analysis

Next, we bound the total privacy loss when Xj.7 is released using Algorithm 4. Since the total
privacy loss is accumulated during 7 steps, various composition methods can be applied to calculate
(er,or). We use the moments accountant method from [4] when N, is Gaussian; the corresponding
result is given in Theorem 8. We use the composition theorem from [76] when N; is Binomial with

the corresponding result given in Theorem 9.

Theorem 8. Let Z;, = OQ(D;) and A be the sensitivity of Q, Yt. Consider Algorithm 4 using zero-
mean Gaussian noise with Var(N;) = 0'%, Vt, that takes sequence zy.7 as input and outputs xy.t. The
following holds.
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(i) Given any er > 2%7 Zszl wtz, the algorithm satisfies (er,0t)-differential privacy for

22

2 l € € 1
or = - Pz 5)
o =

(ii) Given any ot € (0, 1), the algorithm satisfies (er,01)-differential privacy for

T 1 Az T
2
er =2+4| — E log(—)+— E wi.
r= % — g(5T) 2(7‘,21 ) !

Theorem 8 says that if a sequence of noisy data is released following Algorithm 4 and the noise
has variance o2, then with probability 1 — 7, the total amount of privacy loss incurred to each
individual during T time steps is bounded by e7. Here %* represents the degree of perturbation and
wy is the weight on the true value. Smaller perturbatlon and larger weight result in higher privacy

loss. Because of the mapping between o2 and (er,57), we have the following result.

Corollary 1. Let {wt} be the weights used in generating xi.t in Algorithm 4. To satisfy (er,or)-

differential privacy, the variance of Gaussian noise should be:

AT y2
> =1"r

2
2er+4Ink —4\/(1n5)2 reringd

To guarantee (er, o7 )-differential privacy, the noise magnitude will depend on both w; and A.
Larger sensitivity means larger impact of each individual on the released information and thus
requires more perturbation for privacy protection; larger weights mean higher reliance on the true

value in the released information, thus more perturbation is needed.

Theorem 9. Let Z; = Q(D,) and A be the sensitivity of Q Vt. Consider Algorithm 4 using Binomial

noise with Var(N;) = 2, V't that takes sequence zi.7 as input and outputs xi.7, ¥ 6 € [0,1], if

1 <wA+ e}iﬂlﬁ S m+ 1, Vt, then the algorithm is (&,1 — (1 - d) thl(l — 0y))-differentially
wrA

private for: t

. € — ZT_ 3 0
= min{ 3, 57, e 7 2 ogte TR 7, 1t T )

eft+1 eft+1
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with any € > 0 and corresponding

1 2m+1 5
or =exp(——(m-wA+1 - ——F——)),
m exp(W’A) +1
or with any 6; € (0, 1) and corresponding
2m+1
& = wiAlog( m ~1).

m—w,A+1—,/mlog(%

Note that Algorithm 4 reduces to the baseline approach when w; = 1, V¢. Theorems 8, 9 and
Corollary 1 also hold for the baseline method if we set w; = 1, V¢. When the noise variance is finite,
using the baseline method we have Yo7, e — oo as T — oco. However, under the proposed method,
it is possible that lim7_,. €7 < oo by controlling wy, e.g., by taking w; as a decreasing geometric

sequence.

3.6 Accuracy Analysis

In this section, we compare the accuracy of our method and the baseline method using the Mean
Squared Error (MSE) measure, defined as Ex, . (||x1.7 — zi:71?).

For simplicity of exposition, the analysis in this section is based on the assumption that the true
values of parameters (o, u, o) of the underlying process are known. Additional error introduced by
estimating parameters in Algorithm 3 is examined numerically in Section 3.8. In addition, we will

only present the case of Gaussian AR(1) process and Var(N;) = 0',%, Vt.

Theorem 10. Let the sequence z1.7 be generated by the Gaussian AR(1) process Zy.7 with Z, ~
N (,U,O'%) and Corr(Z,Z,—;) = p'TI, Vt. Let x\.7 be the sequence released by Algorithm 4. Then

Ex,., (Ix1.7 = z1.711%) is given by

o2 4
2 2 Z 2 2
o;(1-p 3 2) E (1—wp)"+ To,
SR = M
perturbation error

estimation error

Theorem 10 suggests that the total error consists of two parts: (i) estimation error and (ii)

perturbation error. For the former, a sequence with stronger autocorrelation (larger p) enables more
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accurate estimate, resulting in lower estimation error. Further, higher weight on the true value z;
(larger wy), or less perturbation (smaller a’%), also lowers the estimation error.
Theorem 11 below further compares the privacy-accuracy tradeoff of the two methods, where

MSE is compared under the same privacy parameters (er,07).

Theorem 11. Let sequential data z1.7 be generated by the Gaussian AR(1) process Zi.T with

Z,~N (,U,O'g) and Corr(Z;Z;—;) = p|T|, Vt. Let xf:T, xﬁ r be the sequences released by Algorithm

4 and the baseline method, respectively. Let (0',21)A, (0’,%)3 be the corresponding noise variance.

Suppose both outputs satisfy (er,ot)-differential privacy, then

1 1 1
S 26T+41n$—4\/(1n5)2+67“1n$

(02)B (o2)A A2

Furthermore, 3 {wt}tT=1 w: €(0,1) and (o%)A, that satisfy Egn. (3.3) and with which x’l“:T is more
B

1.7

Moreover, if a constant weight w; = w,N't is used, then x‘{‘_T

accurate than x

. B .
is more accurate than x;.. if:

1- (0',2,)3/0'3

" T 0ol G

As mentioned earlier, when w; = 1, V¢, Algorithm 4 reduces to the baseline method, and x‘?:T
and xﬁ ; become equivalent. Theorem 11 shows that our method can strictly improve the privacy-
accuracy tradeoff by controlling w; € (0, 1). It also provides the guidance on how to select a constant

weight w, = w,¥t, to guarantee this improvement from Eqn. (A.51): (i) If (62)8 > o2,

1.e., the
privacy requirement is high and large perturbation is needed, then our method can always outperform
the baseline regardless of the choice of w € (0, 1). In particular, if choosing w — 0, our method will
have large estimation error, but privacy can be provided with insignificant perturbation; the overall
error is dominated by the estimation error, which is still smaller than the perturbation error in the

baseline. (i1) If (0'%)3 < 0'%, then w should be sufficiently large to maintain accuracy.
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3.7 Discussion

Generalization: The proposed method is not limited to AR(1) processes; it can be applied to
any (weakly) stationary random process. This is because the LMMSE estimate only depends on
the mean, variance and correlation of the random process. The methodologies used in Sections
3.5 and 3.6 are also not limited to AR(1) processes. In Section 3.8, the real-world datasets used
in the experiments do not necessarily follow AR(1), but our method is shown to achieve better
performance.

Robustness against certain attacks: Differential privacy is a strong privacy guarantee and
a worst-case measure, as it bounds privacy loss over all possible outputs and inputs. In practice,
how much information about z;.7 can really be inferred by an attacker depends on how strong it is
assumed to be. An attacker is able to infer more information with higher confidence if it knows
the exact perturbation mechanism used in generating xi.7, i.e., Pr(X;|Z;). If an attacker knows the
noise distribution N (0, 0'%), then it will know Pr(X;|Z;) automatically with the baseline method, i.e.,
X:\Z; ~ N(Z;,0%). However, with our method, X;|Z; ~ N(w:Z; + (1 —=w)Z(x,-1),02). If w, is private,
thus unknown to the attacker, then Pr(X;|Z;) is not readily inferable. Therefore, in practice our
method can prevent this class of attackers from knowing the details of the perturbation mechanism,
thus can be stronger.

Impact of estimating parameters from noisy sequence: The analysis in Section 3.6 shows
that when the true parameters of the underlying process are known, our algorithm can always
outperform the baseline method. However, these may be unknown in reality and need to be
estimated from the released sequence using Algorithm 3, which leads to additional estimation
error. Nevertheless, this can still outperform the baseline method. Consider the extreme case
where (o%)A — 400. The LMMSE estimate from the noisy data Zi(x,-1) = E(Z) ~ f;—1. Since
the added noise is zero-mean, with enough released data [i;— can attain sufficient accuracy. Then
x; determined by both fi;_; and true z; before adding noise becomes a filtered version of the true
sequence, and its accuracy after adding noise will still be higher than the baseline method under the
same privacy measure; this point is further validated by experiments in Section 3.8.

Other approaches to calibrating released sequence: We have used the convex combination
of estimate Z(x,_l) and true data z; to calibrate the released data. This method is effective and easy
to use and analyze. In particular, the weight in the convex combination provides an additional degree

of freedom and serves four purposes (Section 3.4). There are also other approaches to calibrating
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the released sequence. For example, we can leverage all released points to estimate new data, and

use a sequence of estimates to calibrate, i.e., Z;;% wiZ(x;) + w;z;. One could also use a non-linear
combination to calibrate, e.g., w;z; + (1 — w,)\/z,Z(x,_l).

3.8 Experiments

In this section, we compare the privacy-accuracy tradeoff of our method with other methods using
real-world datasets. Fixed weights, w; = w, V¢, are used in the proposed method.

Methods: For comparison, in addition to the baseline method, we also consider the following.

* Baseline-Laplace: Laplace noise n; ~ Lap(0, i—TA) is added to z; independently at each time
step.

* FAST without sampling [41] 3 Laplace noise n; ~ Lap(0, i—TA) is first added to z;, then a
posterior estimate of each z; using the Kalman filter is released. Since it assumes the time
series follows a random process Z;,1 = Z; + U, with U; ~ N(0, 0'5), to use the Kalman filter
it requires a’ﬁ to be known in advance. Moreover, it also needs to use a Gaussian noise

iy ~ N (O,agpp) to approximate the added Laplace noise n,. In our experiments, o'gpp is

chosen based on the guidelines provided in [41] and 05 that gives the best performance is

selected using exhaustive search.

* DFT [121]: Discrete Fourier Transform is applied to the entire sequence first, then among

2avV-1
T

. . VdTA : ) :
perturbs each of them using Laplace noise et Lastly, it pads 7 —d O’s to this perturbed

T Fourier coefficients DFT(zy.7); = iT=1 exp( Jjxi, j€[T], it selects the top d and
coefficients vector and applies Inverse Discrete Fourier Transform. In our experiments, d that
gives the best performance is selected from {1,---, T} using exhaustive search.

* BA and BD [81]: Two privacy budget allocation mechanisms, Budget Distribution (BD) &
Budget Absorption (BA), are used to dynamically allocate privacy budget over time based on
the dissimilarity between the previously released data and the new data. The new private data

is released at each time step only when the data is sufficiently different from the previously

SFAST samples k < T points and allocates privacy budget e to the sampled points. It adds Laplace noise Lap(0, E—TA)
to each sampled point and outputs the corresponding a posterior estimate, while for non-sampled points it outputs prior
estimates. A similar sampling procedure can be added to our proposed method where we set w; = 0 for non-sampled

points.
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released data; otherwise, the previous data is recycled and released again. The idea is to

improve accuracy by allocating more privacy budgets to the most important data points.

Real-World Dataset: We use the following datesets in our experiments.

* Ride-sharing counts [42]: this is generated using historical log from Capital Bikeshare system,
USA, in 2011. It includes the counts of rented bikes aggregated on both an hourly and daily
basis.

* NY traffic volume counts in 2011 [33]: this is collected by the Department of Transportation
(DOT). It contains the counts of traffic in various roadways from 12AM to 1PM on an hourly
basis each day. We aggregate the counts from all roadways and concatenate sequences from

different days in chronological order.

o Federal Test Procedure (FTP) drive cycle [40]: this dataset includes a speed profile for
vehicles, and it simulates urban driving patterns. It can be used for emission certification and

fuel economy testing of vehicles in the United States.

Accuracy Metric: We use relative error (RE) defined as the normalized MSE to measure the
accuracy of xp.7:
1 llzi.7 — x1:7ll2

RE(z1.7,x1.7) = = )
T maxi<<r |zl

The comparison results are shown in Figure 3.4, where we use 67 = 1077 in baseline-Normal
and the proposed method, and A =1 as each data point z; is a count over a dataset. The left plot
compares the relative error achieved by different methods under the same er.

However, the baseline-Laplace, FAST and DFT methods satisfy (er,0)-differential privacy while
the baseline-Normal and proposed methods satisfy (er, 10~7)-differential privacy. Even though
87 = 1077 appears small, the total privacy loss e under these methods are calculated using different
composition methods. Comparing different methods solely based on e may not be appropriate as
the improvement in e7 may come from the composition strategy but not the algorithm itself.

To address this issue, we add the right plot in Figure 3.4, where noises in baseline-Laplace and
baseline-Normal are chosen such that the error achieved by baseline-Normal is no less than baseline-
Laplace, i.e., the black curve is slightly over the green curve in the plot. This would guarantee
that baseline-Normal provide stronger privacy than baseline-Laplace. By further controlling the
proposed method to have the same privacy as baseline-Normal (noise variances in two methods

satisfy Eqn. (3.3)), and FAST and DFT to have the same privacy as baseline-Laplace, we can
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Figure 3.4: Comparison of different methods

guarantee the proposed method is at least as private as FAST and DFT. In the plot, the x-axis denotes
the variance of added noise in baseline-Laplace and the noise parameters of the other methods are
selected accordingly. It shows that the proposed method outperforms FAST; the improvement is
more significant when the privacy requirement is high. While generally DFT performs better than
the proposed method, it is an offline method which requires the entire sequence to be known a

priori. However, as perturbation increases (more private), the proposed method can achieve similar
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Figure 3.7: Sequences aggregated from 10 runs of experiments using different methods under the
same €7 (left plot). In the right plot, noise variance is selected in each method such that the proposed
method and baseline-Normal are at least as private as FAST and baseline-Laplace.
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dicates their variance whose upper

k

and lower bound at each ¢ are maxy x;

and miny xf , respectively. The similar results can be observed for other datasets.

We also compare our proposed method with BA and BD proposed in [81]. Unlike our model,
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where a single query is released at every time step, BA and BD are designed to release a vector of
length d each time. Moreover, BA and BD adopt (¢, 0)-differential privacy. In order to compare
with our method, we set d = 1 and use baseline-Laplace and baseline-Normal as two baselines.
Specifically, we choose noises for different methods such that: (1) our proposed method and
baseline-Normal have the same privacy guarantee; (2) BA, BD, and baseline-Laplace have the same
privacy guarantee; and (3) baseline-Normal is at least as private as baseline-Laplace. The results are
shown in Figure 3.6, where the y-axis indicates the averaged relative error of 10 independent runs
of experiment and x-axis is the privacy loss per time step under baseline-Laplace. As illustrated,
our method outperforms others. It is worth noting that BA and BD may not even outperform
baseline-Laplace. This is because in both BA and BD, half of the privacy budget is assigned to
measure the dissimilarity between previously released data and new data; thus only half of the
privacy budget is left for releasing the sequence. Moreover, as mentioned, BA and BD are meant
for releasing a vector, especially when d is large; the error of the released sequence can be large
when d is small (Theorem 6 and 7 in [81]). It further suggests that in settings where only a single
query is released (d = 1), BA and BD may not be suitable.
As mentioned earlier, the baseline =T er=2T

is a special case (w; = 1, V1) of our  ,, WE EE:E:Z 020 .\./'\_\’_\E Eﬁzgz

method, which can always outperform —- w=08 | So1s > w=08

—=— baseline

0.20

—=— baseline

0.18

relative error
relative error

the former with better tuned weights.

The achievable improvement depends 0.6

on the correlation of the sequence. We 014

0.2 0.4 0.6 0.8 0.2 0.4 0.6 0.8
.. . P p
show this in Figure 3.8, the error of

various synthetic sequences using dif- Figure 3.8: Impact of correlation on performance

ferent weights under the same privacy e7. Each sequence follows Gaussian AR(1) with Z; ~ N(0,1)
but the correlation p varies from 0.1 to 0.9. It shows that (i) in all cases, one can find weights for our
method to outperform the baseline; sequences with high p have the highest accuracy under the same
er; (i1) with weak (resp. strong) privacy as shown on the right (resp. left), the smallest weights that
can give improvement are close to 1 (resp. 0) and the achievable improvement is small (resp. large)
as compared to the baseline. As released data depends less (resp. more) on estimates when weights
are large (resp. small), the correlation within the sequence does not (resp. does) affect performance
significantly. In the right (resp. left) plot with weak (resp. strong) privacy, curves with lowest error

are similar under different p (resp. decreases in p).
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curves represent the case where we (0 = 0.1) or strong (o = 0.8) autocorrelation.

use true parameters u, 0'2, p to esti-

mate z; using x;—1. As expected, estimating parameters from a noisy sequence degrades the
performance. However, even with this impact the proposed method continues to outperform the

baseline significantly.
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Figure 3.10: Drive cycles under different levels of privacy: the privacy guarantee in the left plot is
stronger than that of the right plot.

The proposed method is not limited to count queries and is more broadly applicable. For example,
this method can be used in intelligent transportation systems to enable private vehicle-to-vehicle
communication. In our studies [67, 148], a predictive cruise controller is designed for a follower
vehicle using a private speed profile transmitted from its leader vehicle. Specifically, instead of
broadcasting the real speed profile (FTP drive cycle), the leader vehicle generates a differentially
private speed profile using the proposed method. A follower vehicle then designs an optimal speed
planner based on the received information. Within this application context, query Q(v) represents

the vehicle’s speed information, and sensitivity A is the range of the vehicle’s speed. Figure 3.10
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shows the private speed profiles generated using the proposed method and baseline-Normal. A
private optimal speed planner is designed in [67, 148] using these private profiles. The results show
that the controller performance deteriorates significantly under the baseline method. In contrast, the
controller designed with the proposed method can attain an accuracy that is sufficient for predictive
control purposes. We refer an interested reader to [67, 148] for more details and the performance of

the private controller.
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Part 11

Fair Machine Learning with Human in
Feedback Loops
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CHAPTER 4

Long-Term Impact of Fairness Interventions on

Group Representation

4.1 Introduction

From this chapter, we set out to understand the long-term impact of (fair) machine learning
algorithms on the well-being of different social groups. We will begin with the dynamics where
individuals interact with ML decisions by leaving/staying ML systems. Specifically, we consider
a discrete-time sequential decision process applied to a population consists of individuals from
multiple demographic groups, where individuals’ responses (stay or leave) to the decisions made at
each time step are manifested in changes in the population in the next time step.

To motivate our problem, consider an example in speech recognition. It has been documented
that speech recognition products such as Amazon’s Alexa and Google Home have accent bias
against non-native speakers [59], with native speakers experience much higher quality than non-
native speakers. If this difference leads to more native speakers using such products while driving
away non-native speakers, then over time the data used to train the model may become even more
skewed toward native speakers, with fewer and fewer non-native samples. Without intervention,
the resulting model becomes even more accurate for the former and less for the latter, which then
reinforces their respective user experience [60].

In this chapter, we are particularly interested in understanding what happens to group representa-
tion (demographic sizes) over time when models with fairness guarantee (e.g., EqOpt, DP) are used,
and how it is affected when the groups’ underlying feature distributions are also affected/reshaped
by decisions.

Our main contributions and findings are as follows.
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1. We introduce a user retention model to capture users’ reaction (stay or leave) to the decision
(Section 4.3).

2. We first consider the case where the decisions only affect individual’s participation and the
groups’ feature distributions are fixed over time.

* We identify conditions under which group representation disparity exacerbates over
time and eventually the disadvantaged groups may diminish entirely from the system
(Theorems 12 and 13).

* We show the conditions that lead to exacerbation of disparity unfortunately can be easily
satisfied when decisions are made based on a typical algorithm (e.g., taking objective
as minimizing the total loss) under commonly used fairness criteria (e.g., DP, EpOpt)
(Theorem 15).

3. We further consider the case where the decisions also affect groups’ feature distributions, and
examine its impact on group representations.

* We show that exacerbation of disparity continues to hold and can accelerate when
feature distributions are affected and change over time (Theorem 16).

4. Our results show that if the factors equalized by the fairness criterion do not match what drives
user retention, then the difference in (perceived) treatment will exacerbate representation
disparity over time. It suggests fairness has to be defined with a good understanding of how
users are affected by the decisions.

5. Given the knowledge of user dynamics, we propose a method for finding the proper fairness

criterion that mitigates representation disparity (Section 4.4.4).

The remainder of this chapter is organized as follows. Section 4.2 presents related work. Section
4.3 formulates the problem. The impact of various fairness criteria on group representation disparity
is analyzed and presented in Section 4.4, as well as potential mitigation. Experiments are presented

in Section 4.5. All proofs can be found in Appendix C.

4.2 Related Work

The impact of fairness interventions on both individuals and society, and the fairness in sequential
decision making have been studied extensively in the literature [60,63,65,79,103]. Specifically, [103]

constructs a one-step feedback model over two consecutive time steps and characterizes the impact
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of fairness criteria (statistical parity and equal of opportunity) on changing each individual’s feature
and reshaping the entire population. Similarly, [63] proposes an effort-based measure of unfairness
and constructs an individual-level model characterizing how an individual responds to the decisions
based on it. The impact on the entire group is then derived from it and the impacts of fairness
intervention are examined. While both highlight the importance of temporal modeling in evaluating
the fairness, their main focus is on the adverse impact on feature distribution, rather than on group
representation disparity. In contrast, our work focuses on the latter but also considers the impact of
reshaping feature distributions. Moreover, we formulate the long-term impact over infinite horizon
while [63, 103] only inspect the impact over two steps.

[60] also considers a sequential framework where the user departure is driven by model accuracy.
It adopts the objective of minimizing the loss of the group with the highest loss (instead of overall
or average loss), which can prevent the extinction of any group from the system. It requires multiple
demographic groups use the same model and does not adopt any fairness criterion. In contrast, we
are more interested in the impact of various fairness criteria on representation disparity and if it is
possible to sustain the group representation by imposing any fairness criterion. Other differences
include the fact we consider the case when feature distributions are reshaped by the decisions
(Section 4.4.3) and [60] does not.

[79] constructs a two-stage model in the context of college admission, it shows that increasing
admission rate of a group can increase the overall qualification for this group overtime. [65] describes
a model in the context of labor market. They show that imposing the demographic parity constraint
can incentivize under-represented groups to invest in education, which leads to a better long-term
equilibrium.

Another line of research is to study fairness problems in online learning [16,31,62,70, 131, 144].
Most of them focus on proposing appropriate fairness notions to improve the fairness-accuracy
trade-off. To the best of our knowledge, none of them considers the impact of fairness criteria on

group representation disparity.

4.3 Problem Formulation

Consider two demographic groups G,, G, distinguished based on some sensitive attribute S € {a, b}
(e.g., gender, race). An individual from either group has feature X; € R9 and label Y, € {0, 1} at time ¢,
both can be time varying. Denote by Gy C G the subgroup with label y, y € {0, 1}, s € {a. b}, f; (x) :=
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Px,y, s (xly, s) its feature distribution and n(t) the size of G as a fraction of the entire population at
time ¢. Then the difference between n,(¢) and n,(f) measures the representation disparity between
two groups at time step ¢. Denote by a;; = Py,s (1|s) the fraction of positive label in group s at time
t, then the distribution of X over Gy is given by f;,(x) = Px,s (x]s) = e, f;,(x) + (1 — @) fy,(x) and
fa,z # f b,t-

Consider a sequential setting where the decision maker at each time makes a decision D; € {0, 1}
about each individual based on group-dependent policies. Let 7y;(x) = Pp,x, s(1]x;,s) be the
decision rule for Gy at time ¢, which is parameterized by 6,(t) € R4, s € {a,b}. The goal of the
decision maker at time ¢ is to find the best parameters 6,(¢), 65(f) such that the corresponding
decisions about individuals from G,, G, maximize its utility (or minimize its loss) in the current
time. Within this context, the commonly studied fair machine learning problem is the one-shot

problem stated as follows, at time step ¢:

min - Oy(0a, Op; na(1),np(1)) = na(1) Oa,1(6a) + 1p(1) Op,1 ()

04,0

S.t. Fc,t(ea,eb) =0, 4.1)

where O;(6,,6p;n,(t),np(1)) is the overall objective of the decision maker at time ¢, which consists
of sub-objectives from two groups weighted by their group proportions.' T¢(6,,6,) = 0 charac-
terizes fairness constraint C, which requires the parity of certain statistical measure (e.g., positive
classification rate, false positive rate, etc.) across different demographic groups. Some commonly
used criteria will be elaborated in Section 4.4.1. Both O ;(65) and I'¢ /(6,,6) = 0 depend on f ,(x).
The resulting solution (6,(%), 65(¢)) will be referred to as the one-shot fair decision under fairness C,
where the optimality only holds for a single time step .

In this study, we seek to understand how the group representation evolves in a sequential setting
over the long run when different fairness criteria are imposed. To do so, the impact of the current
decision on the size of the underlying population is modeled by the following discrete-time retention

dynamics. Denote by N(7) € R, the expected number of users in group s at time ¢:

Ns(t+1) = Ns(t)'/ls,t(es(t)) +Bs,Vs € {a,b}, 4.2)

I'This is a typical formulation if the objective O, measures the average performance of decisions over all samples,
ie., O; = m(Ziegu O0;+Yieg, 0)) = Wllgblqgawa,t +1Gp|0p,+), where Of measures the performance of each sample

iand Oy, = @ Yieg; O! is the average performance of Gy.
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where A;(6,(2)) is the retention rate, i.e., the probability of a user from G; who was in the system
at time ¢ remaining in the system at time 7+ 1. This is assumed to be a function of the user
experience, which could be the actual accuracy of the algorithm or their perceived (mis)treatment.
This experience is determined by the application and is different under different contexts. For
instance, in domains of speaker verification and medical diagnosis, it can be considered as the
average loss, i.e., a user stays if he/she can be classified correctly; in loan/job application scenarios,
it can be the rejection rates, i.e., user stays if he/she gets approval. S, is the expected number of
exogenous arrivals to G, and is treated as a constant in our analysis, though our main conclusion
holds when this is modeled as a random variable. Accordingly, the relative group representation for

time step 7+ 1 is updated as

Ny(t+1)

Vselab).
Nt DNl s elab)

ny(t+1)=

ng(t)
np(1)

t. As ng(t) and f;,(x) change over time, the one-shot problem (4.1) is also time varying. In the next

ng(t)
np(t)

For the remainder of this chapter, is used to measure the group representation disparity at time

section, we examine what happens to when one-shot fair decisions are applied in each step.

4.4 Group Representation Disparity in the Sequential Setting

£ Mal0)

np(1)
each step. It shows that the group representation disparity can worsen over time and may lead to the

Below we present results on the monotonic change o when applying one-shot fair decisions in

extinction of one group under a monotonicity condition stated as follows.

Monotonicity Condition. Consider two one-shot problems defined in (4.1) with objectives
6(90,,9;7;7@,75;9) and 06,07, 11) over distributions ﬁ(x), ﬁ(x) respectively. Let (84,0p), 0a,0p)
be the corresponding fair decisions. We say that two problems O and O satisfy the monotonicity
condition given a dynamic model if for anyng, +np, = 1 and'ng +ny, = 1 such that % < %, the resulting
retention rates satisfy A,(6,) < 44(6,) and Ap(6p) > Ap(6p).

Note that this condition is defined over two one-shot problems and a given dynamic model.
It is not limited to specific families of objective or constraint functions; nor is it limited to one-
dimensional features. The only thing that matters is the group proportions within the system and the

retention rates determined by the decisions and the dynamics. It characterizes a situation where
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when one group’s representation increases, the decision becomes more in favor of this group and
less favorable to the other, so that the retention rate is higher for the favored group and lower for the

other.

Theorem 12. [Exacerbation of representation disparity] Consider a sequence of one-shot problems
(4.1) with objective O(0,,0p;n,(t),np(t)) at each time t. Let (0,(1),0,(t)) be the corresponding
solution and A 4(04(1)) be the resulting retention rate of Gy, s € {a,b} under a dynamic model (4.2).

If the initial states satisfy %ZEB = g—:, N,(2) > Ny(1), and one-shot problems in any two consecutive

time steps, i.e., O, Oy, satisfy monotonicity condition under the given dynamic model, then
the following holds. Let ¢ denote either “ <” or “ =" or “ > 7, if 145,1(04(1)) ¢ Ap,1(0p(1)), then
2D 0 2B and D11 (0a(t + 1)) © Ay (0a(1)) Ao (1)) © Ao 1 (Bt + 1), V1.

np(t+1) 7 np(t)

Theorem 12 says that once a group’s proportion starts to change (increase or decrease), it will
continue to change in the same direction. This is because under the monotonicity condition, there
is a feedback loop between representation disparity and the one-shot decisions: the former drives
the latter which results in different user retention rates in the two groups, which then drives future
representation.

The monotonicity condition can be satisfied under some commonly used objectives, dynamics

and fairness criteria. This is characterized in the following theorem.

Theorem 13. [A case satisfying monotonicity condition] Consider two one-shot problems defined
in (4.1) with objectives 6(9a,9b;ﬁa,ﬁb) =1404(0,) +1,,0p(0p) and 6(9a,0b;ﬁa,ﬁb) =1,040,) +
n,0p(0p) over the same distribution fy(x) withn,+n, = 1 and'n,+ny, = 1. Let (04,6p), (0,6p) be
the corresponding solutions. Under the condition that O s(’@\s) +£0 S(gs) for all possible ny # ny, if the
dynamics satisfy A5(6s) = hs(O4(0y)) for some decreasing function hy(-), then Oand O satisfy the

monotonicity condition.

The above theorem identifies a class of cases satisfying the monotonicity condition; these are
cases where whenever the group proportion changes, the decision will cause the sub-objective
function value to change as well, and the sub-objective function value drives user departure.

For the rest of the chapter we will focus on the one-dimensional setting. Some of the cases we
consider are special cases of Theorem 13 (Section 4.4.2). Others such as the time-varying feature
distribution f;;(x) considered in Section 4.4.3 also satisfy the monotonicity condition but are not

captured by Theorem 13.

2This condition will always be satisfied when the system starts from a near empty state.
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4.4.1 The One-Shot Problem

Consider a binary classification problem based on feature X € R. Let decision rule mg(x) = 1(x > 6y)
be a threshold policy parameterized by 65 € R and L(y,ms(x)) = 1(y # ms(x)) the O-1 loss incurred by
applying threshold 6 on individuals with data (x,y).

The goal of the decision maker at each time is to find a pair (6,(t), 65(¢)) subject to criterion C such
that the total expected loss is minimized, i.e., Oy(6,,0;n,(t),np(t)) = ny(t)La 1(04) + np(t) Ly 1(6p),
where L ;(6) = ag; f_ 9:0 fs{t(x)dx+ (1-ayy) fajo fgt(x)dx is the expected loss G, experiences at time
t. Some examples of I'¢ ;(6,,6)) are as follows.

1. Simple fair (Simple): I'simpie,s = 4 — 6p. Imposing this criterion simply means we ensure

the same decision parameter is used for both groups.

2. Equal opportunity (EqOpt): Teqopt.s = fgj’ £2 (x)dx - fHZ" /3 (X)dx. This requires the false
positive rate (FPR) be the same for different groups,3 ie., Pr(r,(X)=1Y =0, =a) =
Pr(mp(X) = 1Y =0,S =b).

3. Demographic parity (DP): I'pp; = fezo Jar(x)dx— fgzo Jp./(x)dx. This requires different groups
be given equal probability of being labelled 1, i.e., Pr(m,(X) = 1|S = a) = Pr(m(X) = 1|S = b).

4. Equalized loss (EqgLos): I'eqros,s = La,1(64) — Ly +(0p). This requires that the expected loss
across different groups be equal.

Notice that for Simple, EqOpt and DP criteria, the following holds: Yz, (6,,05), and (6;,6,) that
satisfy I'c 1(64,0p) = T'c 1(6,,0,) = 0, we have 6, > 6, if and only if 6, > 6.
Some technical assumptions on the feature distributions are in order.
1. For y €{0,1}, f;,(x), f; (x) have bounded support on [g;,] and [b; ,b, ] respectively.
2. fl(x)and f2,(x) overlap, ie., a’ <a! <@ <@, and b0 <b! < b <b,.

The main technical assumption is stated as follows.

Assumption 7. Let T ; = [g},@?] be the overlapping interval between fgt(x) and fsl’t(x). Distribution

Sl,,(x) is strictly increasing and fgt(x) is strictly decreasing over T, Vs € {a,b).

For bell-shaped feature distributions (e.g., Normal, Cauchy, etc.), Assumption 7 implies that
Sl,t(x) and fgt(x) are sufficiently separated. As we show later, this assumption helps us establish the

monotonic convergence of thresholds (6,(¢),0,(¢)) but is not necessary for the convergence of group

3Depending on the context, this criterion can also refer to equal false negative rate (FNR), true positive rate (TPR),
or true negative rate (TNR), but the analysis is essentially the same.
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representation. We next find the one-shot decision to this problem under Simple, EqOpt, and DP

fairness criteria.

Lemma 5. Under Assumption 7, ¥'s € {a, b}, the optimal threshold at time t for G, without constraint
Cis

st ifagfl(s) = (1 —as) fOs)
05(0) = argmin L 1(60,) = 18, if @5, (8) < (1= @s ) fO0(]) & @ fL57) > (1 - g )2 (50)

5 if s fL G < 1 —au) 2 6)

where 65, € T, is defined such that as,,fsl’t(ds,t) =(1- as’,)fs(ft(ds,t). Moreover, Lg (6k) is decreasing

in 6 over [g?,@ﬁ(t)] and increasing over [Qj(t),Etl].

Below we will focus on the case when 6,(1) = 6, and HZ(I) = 0p,s, while analysis for the other
cases are essentially the same. For Simple, DP and EqOpt fairness, 1 a strictly increasing
function ntc, such that rc,t(nf(eb),e,,) = (. Denote by (nf)_1 the inverse of n,c. Without loss of
generality, we will assign group labels a and b such that ntc(éb,,) <04 and (ntc)_l(éa,,) > Opy, VI 4

Lemma 6. Under Simple, EqOpt, DP fairness criteria, one-shot fair decision at time t
satisfies (6;(1),0;(t)) = argming, g, na(t)La,(0a) + np(OLp,(0p) € {0 0p)l0a € [1€ (1), 001,05 €
(66,1, 7)™ (0001, T (6, 05) = O} # O regardless of group proportions na(t), np().

Lemma 6 shows that given feature distributions f,;(x), fp;(x), although one-shot fair decisions
can be different under different group proportions n,(f),n,(t), these solutions are all bounded by the
same compact intervals (Figure 4.1). Theorem 14 below describes the more specific relationship

na(t)

between group representation o) and the corresponding one-shot decision (6,(¢), 05 (?)).

Theorem 14. [Impact of group representation disparity on the one-shot decision] Consider the one-
shot problem with group proportions n,(t),ny(t) at time step t, let (0,(t),0,(t)) be the corresponding
one-shot decision under either Simple, EQOpt or DP criterion. Under Assumption 7, (6,(t),0(t))

is unique and satisfies the following:
ny(1)
np(t)’

41f the change of f,;(x) and fj, ;(x) w.r.t. the decisions follows the same rule (e.g., examples given in Section 4.4.3),
then this relationship holds Vz.

W 1(04(2),05(2)) = 4.3)
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where Y ; is some function increasing in 6,(t) and 0y(t), with details illustrated in Table 4.1.

—0 —1
961 € [Q?ag}]’ eb € 7;],[ ga € 7;,1" 0[9 € 72,1 961 € 7;1,1" 91) € [bt 9bz]

aps Ty ) .,

qupt ( Qp ¢ fbl,,(eb) _ 1) 1—(117,; 1_0[}”[ fﬁt(ob) 1—(1’1,’,
T—ap; f) (6)) 1-aq, | Cas 71 6a) 1=aay
2

=aas 19 0a)

PP 2 (o2 )2 ) 2
p 1 fb,t(gb)+ @t fb,z(gb)_'_l _ _Qay Jaa) __ar Ja0a)
b 19 @) b 10 @) ) =aar 19 0a)

, @pify) Op)—(1=ap) [} (0)
l > 5
Simple \ (=) 19, Oar—asf, (O

Table 4.1: The form of W¢ 4(6,,6)) for C = EqOpt,DP,Simple.’

Lo,
Note that under Assumption 7, both %

increasing in 6, € Tg;, s € {a, b}, and 0,,(¢) = nf(@b(t)) for some strictly increasing function. According

na(0) @51 f3,(65) Ui
() s 0@) 19 @55 (0)

(1- as,t)fs(?t(es), thus the larger 6,(¢) and ,(¢).

The above theorem characterizes the impact of the underlying population on the one-shot

and o, f) (05) — (1 — as) f2,(6;) are strictly

to W (64,6p) given in Table 4.1, the larger results in the larger

decisions. Next we investigate how the one-shot decision impacts the underlying population.

4.4.2 Participation Dynamics

How a user reacts to the decision is captured by the retention dynamics (4.2) which is fully
characterized by the retention rate. Below we introduce two types of (perceived) mistreatment as
examples when the monotonicity condition is satisfied.

(1) User departure driven by model accuracy: Examples include discontinuing the use of
products viewed as error-prone, e.g., speech recognition software, or medical diagnostic tools. In

these cases, the determining factor is the classification error, i.e., users who experience low accuracy

SThe cases represented by blank cells cannot happen. When C = Simple, the table only illustrates the result when
0at:0b1 € TayNTpy £ 0.
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have a higher probability of leaving the system. The retention rate at time ¢ can be modeled as
As.1(05) = v(L 1(05)) for some strictly decreasing function v(-) : [0,1] — [0, 1].

(2) User departure driven by intra-group disparity: Participation can also be affected by
intra-group disparity, that between users from the same demographic group but with different
labels, i.e., gi for y € {0,1}. An example is in making financial assistance decisions where one
expects to see more awards given to those qualified than to those unqualified. Denote by D; ;(65) =
Pr(Y; = 1,7m5,(X) = 1|S = 5) = Pr(¥Y; = 0,75,,(X;) = 1S = 5) = Lio (as,,fsl’t(x) —(1- as,t)fs(ft(X))dx as
intra-group disparity of Gy at time ¢, then the retention rate can be modeled as A (65) = w(D; +(6;))

for some strictly increasing function w(-) mapping to [0, 1].

Theorem 15. Consider the one-shot problem (4.1) defined in Section 4.4.1 under either Simple,
EQOpt or DP criterion, and assume distributions f;(x) = fys(x) are fixed over time. Then the one-
shot problems in any two consecutive time steps, i.e., Oy, 041, satisfy the monotonicity condition
under dynamics (4.2) with A4(-) being either v(Lg(-)) or w(Dy(+)).® This implies that Theorem 12

holds and (0,(1),0,(t)) converges monotonically to a constant threshold (87,6,°). Furthermore,
na(t) _ Ba 1)

lim =22
t—00 nb(t) ﬂb l_ﬂu(ego)
When distributions are fixed, the discrep- — oosy— o] o ——
2 A w8 T Tl
. @ / —— aafi(x) K —= afi(x)
ancy between A,(6,(¢)) and A;(6(¢)) increases 5°|/ 509/ e
. 0.00L e 000l —

over time as (6,(f),0,(t)) changes. The o teite . 0.08 ol .
- -=== (L= ap)fR(x) > === (L= ap)fp(x)

process is illustrated in Figure 4.1, where Zooz| 7 o7 ®EW | Zoo oo @
° . v;x;\::eb_» N ° I ) ;«\\::‘9,,* '.\_\

A N
85(n°)"1(6a) 85(n°)"1(65)

0a(t) € [1°(5),841.05(0) € [0p, (01 (8)] are  °@-

constrained by the same interval Vz. Left Fjgure 4.1: Tllustration of Ly(6;) and D(6;) w.r.t.
and right plots illustrate cases when A4(6;) = 6,: Each black triangle represents the one-shot

V(Ly(6y)) and A4(85) = w(D,(6y)) respectively. decision 6g; size of the colored area represents the
value of Lg(8;) (left) or Dg(6;) (right). Note that

for the right plot, there are two gray regions and
the darker one is for compensating the lighter one
tributions f;(x) = fy(x) fixed, O4(05) = Lg(05) thus they are of the same size; the smaller gray

and both dynamics A,(-) = v(L(+)) and A,(-) = regions result in the larger D,(6,).

w(Dj(+)) some decreasing functions of L(-).” In this special case we obtain the additional result of

Note that the case considered in Theorem

15 is a special case of Theorem 13, with dis-

monotonic convergence of thresholds, which holds due to Assumption 7.

When Js.:(x) = f5(x), V¢, subscript ¢ is omitted in some notations (nf,és,t,/l&,, etc.) for simplicity.
"We have Dy(6) = as — Ly(6).
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nq(?)
np(t)
(Theorem 14), meaning that 6,(7) moves closer to 6, = 6, and 0p(r) moves further away from 6; = 6,

(solid arrows in Figure 4.1). Consequently, L,(6,(¢)) and Dy(6,(t)) decrease while L,(6,(¢)) and

Once starts to increase, the corresponding one-shot solution (6,(¢),0(t)) also increases

D,(6,(1)) increase. Under both dynamics, 1,(6,(%)) increases and A,(0,(%)) decreases, resulting in

na(t+1) .
np(i+1)*

the increase of the feedback loop becomes self-reinforcing and representation disparity

worsens.

4.4.3 Impact of Decisions on Reshaping Feature Distributions

Our results so far show the potential adverse

impact on group representation when imposing =~ i ngC-tfi]ct(X.) — Beafiea®)
certain fairness criterion, while their underly- ase (i) P

ing feature distributions are assumed fixed. Be- £ 005 /gﬁmf‘?(x\}\ - fﬁ(X)\I

low we examine what happens when decisions £ 003

also affect feature distributions over time, i.e., %90 %J i ”C = o
Jsu(x) = a’s,tfsl,t(x) +(1 —a/s’t)fso’t(x), which is not ase (ii)

captured by Theorem 13. We will focus on the g 0.05)  gff? (x) = gpfd; . 1(%) g%f! (x) =

dynamics Ay ,(65) = v(Ls,(65)). Since G0, g! 30 T

may react differently to the same 6, we con- %90 %0 i w0 =

sider two scenarios as illustrated in Figure 4.2, Figure 4.2: Visualization of decisions shaping
which shows the change in distribution from 7 to  fegture distributions. gllc,t = ay,, gg,t =1—ay,,
t+ 1 when g,l (resp. g,?) experiences the higher where k € {a, b}

(resp. lower) loss at ¢ than t—1: Vy € {0, 1},

Case (i): fi (x) = £7(x) remain fixed but st changes over time given GV’s retention determined
by its perceived loss Li,ts. In other words, for i € {0, 1} and ¢ > 2 such that Léyt(es(t)) < Li 1 (B5(t—1)),
we have @41 > a5 ifi=1and a 41 <y, ifi=0.

Case (ii): a;; = «, but for subgroup gé that is less favored by the decision over time, its members
make extra effort such that fs",t(x) skews toward the direction of lowering their losses’. In other words,

for i € {0,1} and 7 > 2 such that L{ (65() > L,,_,(65(t— 1)), we have f, _ (x) < fi,(x), Yx €T,

0 00
8Here L! ,(0,) = [ " f!,(x)dx and LY (6,) = fgs fo(x)dx.
9Suppose Assumption 7 holds for all fsy, ,(x) and their support does not change, then fsl’l(x) and fgt(x) overlap over
Ts = [s',5%), vt
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while f;l’H(x) = fs_,t’(x), Vx, where —i := {0, 1} \ {z}.
In both cases, under the condition that f; ,(x) is relatively insensitive to the change in one-shot
decisions, representation disparity can worsen and deterioration accelerates. The precise conditions

are formally given in Conditions 3 and 4 in Appendix C.7, which describes the case where the

nq(t) ng(t+1)
(D) PCERY and the

resulting decisions from 6,(¢) to 6,4(¢ + 1) are sufficiently large. These conditions hold in scenarios

change from f;;(x) to f;+1(x) is sufficiently small while the change from to

when the change in feature distributions induced by the one-shot decisions is a slow process.

Theorem 16. [Exacerbation in representation disparity can accelerate] Consider the one-shot
problem defined in (4.1) under either Simple, EQOpt or DP fairness criterion. Let the one-shot

decision, representation disparity and retention rate at time t be given by 6(t), Zg,—gg and A5 (67(1))

when distribution fy(x) is fixed Vt. Let the same be denoted by 64(t), %D - ond As1(04(1)) when f (x)

np(1)’
changes according to either case (i) or (ii) defined above. Assume we start from the same distribution

fs.1(x) = fs(x). Under Conditions 3 and 4 in Appendix C.7, l']‘/l’a”l (05(1) = A4,1(0(1)) 0 A7 [ (8(1)) =

na(t+1)  nS(r+1)
np(t+1) ng(t+1)

Ap,1(0p(1)), then Zzgii; o Zzgg (disparity worsens) and

represents either “ < ”or “>".

(accelerates), Nt, where ©

4.4.4 Potential Mitigation & Finding the Proper Fairness Criterion From

Participation Dynamics

The above results show that when the objective is to minimize the average loss over the entire
population, applying commonly used and seemingly fair decisions at each time can exacerbate
representation disparity over time under reasonable participation dynamics. It highlights the fact
that fairness has to be defined with a good understanding of how users are affected by the algorithm,
and how they may react to it. For instance, consider the dynamics with A;;(65) = v(L;(6;)), then
imposing EqLos fairness at each time step would sustain group representations, i.e., tlim na() _ fa

Soo(®) T By’
as monotonicity condition is violated under EgLos and we are essentially equalizing departure

when equalizing loss. In contrast, under other fairness criteria the factors that are equalized do
not match what drives departure, and different losses incurred to different groups cause significant
change in group representation over time.

In reality the true dynamics is likely a function of a mixture of factors given the application
context, and a proper fairness constraint C should be adopted accordingly. Below we illustrate

a method for finding the proper criterion from a general dynamics model defined below when
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Ssi(x) = fs(x), Ve
Nyt +1) = AN AL O0NM |, By), Vs € {a,b), (4.4)

where user retention in Gy is driven by M different factors {/l’S"(HS(t))}%=l (e.g. accuracy, true
positives, etc.) and each of them depends on decision #,(¢). Constant S is the intrinsic growth
rate while the actual arrivals may depend on A7'(65(¢)). The expected number of users at time
t+ 1 depends on users at ¢ and new users; both may be effected by A7'(64(¢)). This relationship is

characterized by a general function A. Let © be the set of all possible decisions.

Assumption 8. 3(6,,0)) € ©® X ©® such that ¥s € {a,b}, Ny = AWV, (ATONM | .By) and
|A’(]Vs,{/l’8”(9s)}n1‘f:],ﬁs)| < 1 hold for some N, ie. dynamics (4.4) under some decision pairs
(64,0p) have stable fixed points, where A’ denotes the derivative of A with respect to Nj.

To find the proper fairness constraint, let C be the set of decisions (6,,6) that can sustain group
representation. It can be found via the following optimization problem; the set of feasible solutions
is guaranteed to be non-empty under Assumption 8.

C _ . Na ﬁa
=arg min |—=— ——
©abp) 'Np  Bb

st. Ny = AWN (27O} .Bs) € R,.,0, €O, Vs € {a,b).

4.5)

The idea is to first select decision pairs whose corresponding dynamics can lead to stable fixed
points (N,, N,); then among them select those that are best in sustaining group representation, which
may or may not be unique. Next, we use two dynamics as examples to demonstrate how to find C

based on dynamics.

Example 1. [Linear first order model] is given by Ny(t+ 1) = Ns(t)/lg(es(t)) +,8s/l}(9s(t)). This
is a general form of dynamics (4.2) where the arrivals can also depend on the decision. When

~ 1
ﬂi(@s(t)) = 1, then dynamics model will be reduced to (4.2). N = % is the stable fixed
Ah(8a) 1-25(6)
A(0p) 1-25(60)

point if/lg(é's) < 1 holds. Since Ig—z - g—“l = 'B“I — 1|, solution pair (6,,0p) should satisfy

y' B
A0 AO)
1-2202) ~ 1-22(6p)°

The constraint set that can sustain the group representation is given by:

A0 A0

C ={(04,0p)|(04,6p) €cOXO, = )
{(a, 0p)1(0a, Op) 20 1-20)

22(82) < 1,22(6p) < 1.
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Consider the case where departure is driven by positive rate /13(95) =¥( fgjo [fs(x)dx) and arrival
is driven by error rate A}(8;) = v((1 — ay) fg‘s"’ FAxdx+a [ "; Fl(x)dx) = v(L(6y)) where v(-) is a
strictly decreasing function. This can be applied in lending scenario, where an applicant will stay as
long as he/she gets the loan (positive rate) regardless of his/her qualification. Since an unqualified
applicant who is issued the loan cannot repay, his/her credit score will be decreased which lowers
the chance to get a loan in the future [103]. Therefore, users may decide whether to apply for a loan

based on the error rate.

Example 2. [Quadratic first order model] is given by Ny(t+ 1) = (Ns(t))zﬂ;(é’s(t)) +Bs. Ny =
2/1}1(95) - \/4(/1}(105))2 _/1}%95) is the stable fixed point if /l}v(Qa) < ﬁ holds. Since %—Z - g—: =

1 /1 1
Ba| Pody () 1=V 1-4uadalC) _ 1|, then ,Ba/l}l(ea) = Bb/lll)(eb) should be satisfied. The constraint set that

P Badi(Oa) 1-\1-48,2}(05)

can sustain the group representation is given by

1 1
€ = (60, 0N 60) € ©X @ Bl (60) = By} 6. As60) < 3o, A}(E0) < 7).

61 ' :

< @

Sometimes guaranteeing the perfect fair-

ness can be unrealistic and a relaxed version

is preferred, in which case all pairs (6,,6p)
Na _ Ba _
A Bbl} + A con
stitute the A-fair set. An example under dy- .

_[L’v by by by
namics Ny(t + 1) = Ny(£)A2(04(0)) + B AL (05(1))

_ba i
g, < min{ .

satisfying |%—Z

q
b b by by
0 o

is illustrated in Figure 4.3, where f)(x) is

truncated normal distributed with parameters
0 I

[09.04.00,0}] = [5,6,6,5], [s",5'.5°5] =

Figure 4.3: Left plot: /l%(es) = ¥( fgjo fs(x)dx),

A5(65) = v(Ly(65)); right plot: A3(65) = v(Ls(6y)),
ﬁi (65) =1, and v(x) = 1 — x. Value of each pair

(64,0p) corresponds to I%—Z - g—:l measuring how

[5,11,20,35], [19,u!] = [10,25] for s € {a,b}.
well it can sustain the group representation. All

x-axis and y-axis represent 6, and 6, respec- b h lue of | M _ A
. . . ints (6 ,0 ith t =4 L4l —

tively. Each pair (6,,6)) has a corresponding 2 onts (6, 6p) wi © same value o le ﬁbl

value of |Xe — &l measuring how well it can sus- B, € forrp a curve of the same color with € € [0,1]

) Ny By ) shown in the color bar.

tain the group representation. The colored area

i i No _ Bay < Ba No _Bay_ PBa

illustrates all the pairs such that | 7, ﬂbl < B All (8,,0p) that have the same value of | A ﬁbl =5,€

form a curve of the same color, where the corresponding value of € € [0, 1] is shown in the color bar.

All curves with € < A% constitute A-fair set (perfect fairness set is given by the deepest red curve
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2000 4000 6000 8000 10000
By

(a) Simple fair

2000 4000 6000 8000 10000
By

(b) DP fair

2000 4000 6000 8000 10000 2000 4000 6000 8000 10000
Bo Bo

(c) EqOpt fair (d) EqLos fair

Figure 4.5: Each dot in Figures 4.5a-4.5d represents the final group proportion lim;_,c, 1,(f) of
one sample path under a pair of arriving rates (8,,8p). If the group representation is sustained,
then lim;_, o 14(1) = m for each pair of (8,,8p), as shown in Figure 4.5d under EqLos fairness.

BpA=v(La(0 )))).

However, under Simple, DP and EqOpt fairness, lim; o n,(f) = 1/(1 + BT Ly @)

with € = 0).

4.5 Experiments

We first performed a set of exper-
iments on synthetic data where
every fi(x) follows a truncated
normal distribution, the supports
of fl(x),s € {a,b},y € {0,1} are
[dd'aa'] = [-8,519,35],
0,551 = [-6,25,9,43],
with the means [,ug,,u},,ug,u;] =
[4,20,8,27] and standard deviations
[0, 04, 00,071 = [5,6,3,6].  The
label proportions are a, = 0.6,
ap = 0.4. A sequence of one-shot

fair decisions are used and group

Simple
StatPar

Simple
StatPar
EqOpt

o
o

o
o

o
IS

G, group proportion
Average total loss
=)
o
o

o
N

o

o
o
1<}
~

0 50 100 150 200 0 50 100 150 200
t

(a) Group proportion (b) Average total loss
Figure 4.4: Sample paths under different fairness criteria
when S, + B, = 20000. Group proportion n,(t) and average
total loss are shown in Figures 4.4a and 4.4b respectively:
solid lines are for the case 8, = 85, dashed lines for 8, = 385,
and dotted dashed lines for 8, = 5;/3.

representation changes over time according to dynamics (4.2) with A4(0) = v(Ls(65)) = 1 — Lg(6s).

Figure 4.4 shows sample paths of n,(f) and average total loss using one-shot fair decisions
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under dynamics with A,(-) = v(L,(-)). In all cases convergence is reached (we did not include the
decisions 6,(¢) but convergence holds there as well). In particular, under EqLos fairness, the group
representation is sustained throughout the horizon. By contrast, under other fairness constraints,
even a “major” group (one with a larger arrival ;) can be significantly marginalized over time
(blue/green dashed line in Figure 4.4a). This occurs when the loss of the minor group happens to be
smaller than that of the major group, which is determined by feature distributions of the two groups
(see Figure 4.6). Whenever this is the case, the one-shot fair decision will seek to increase the minor
group’s proportion in order to drive down the average loss.

Figure 4.5 illustrates the final

‘ 0.25 i 05
group proportion (the converged oo  Bwidie1
. . ’ — f(x):00=2 04
state) im0 11,4(f) as a function of z O -
the exogenous arrival sizes S, and 2 Biog=s | &
. . . . £0.10 — fA(x):0)=6 502
By under different fairness criteria. £ — 87 2
0.05
With the exception of EqLos fair- m 0l
0.00
ness, group representatlon 1S severely 0 10 20 30 40 0 50 180 150 200

X

skewed in the long run, with the sys-

(a) Feature distributions (b) Group proportion 8, = p

tem consisting mostly of Gy, even for

scenarios when G, has larger arrival, Figure 4.6: Change f;(x) by varying o) € {1,2,3,4,5,6,7}.

i.e., Bs > Bp». Moreover, decisions
under an inappropriate fairness cri-

terion (Simple, EqOpt or DP) can

As 0'2 increases, the overlap area with fbl (x) also increases
as shown in Figure 4.6a. Figure 4.6b shows the result under

DP fairness. Given 6,(¢), the larger 0'2 results in the larger

. ~ Lp(Bp(2)) and thus the smaller G;,’s retention rate.
result in poor robustness, where a mi-

nor change in 5, and 3, can result in very different representation in the long run (Figure 4.5b).

We also consider the dynamics presented in Figure 4.3 and show the effect of A = €ba _fair

decision found with method in Section 4.4.4 on n,(f). Each curve in Figure 4.7 represents a sﬁ;mple
path under different € where (6,(¢),0(t)) is from a small randomly selected subset of A-fair set, V¢
(to model the situation where perfect fairness is not feasible) and 5, = 8. We observe that fairness
is always violated at the beginning in lower plot even with small €. This is because the fairness set
is found based on stable fixed points, which only concerns fairness in the long run.

We also trained binary classifiers over Adult dataset [34] by minimizing empirical loss where fea-
tures are individual data points such as sex, race, and nationality, and labels are their annual income

(= 50k or < 50k). Since the dataset does not reflect dynamics, we employ (4.2) with A4(6) = v(Lg(6y))
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and 3, = B,. We examine the monotonic convergence of representation disparity under Simple,

EqOpt (equalized false positive/negative cost(FPC/FNC)) and EgLos, and consider cases where G,

Gy, are distinguished by the three features mentioned above. These results are shown in Figure 4.8.

To sustain the group representation, the key point is
that the fairness definition should match the factors that
drive user departure and arrival. If adopt different dynamic
models, different fairness criteria should be adopted. We
further consider other types of dynamics and examine
the performance of four fairness criteria. The results are
shown in Figure 4.9. Specifically, Figure 4.9a illustrates
the model where the user departure is driven by false
negative rate: N(t+ 1) = Ny(1)v(FN(64(1))) + B, with
FN,(8,(1)) = fg‘:‘(’t) fO(x)dx. Under this model EqOpt is

A2 (6:) = v(Ls(0:)), A (6:) = 1

e=0.02 7
e=01 |
€e=03
e=0.7
e=10 |

N (t)

0 10 2 30 40
x0) = [ fs(z)th), N(0.) = L.(6)

0.50 —— €=0.001 -
= 048 €e=01 |
S —_— = m
S e=0.3
0.45 — ¢=05
— =08 [
0.43

0 10 20 30 40
t

better at maintaining representation. Figure 4.9b illus- Figure 4.7: Effect of A-fair decisions

trates the model where the users from each sub-group
G> are driven by their own perceived loss: N3(t+ 1) =
N (OV(LL(05(1))) + B, with L(6y) being false positives for
y = 0 and false negatives for y = 1, arrivals 80 = (1 — ay)8;
and ,8} = a4f,. Under this model none of the four criteria
can maintain group representation.

If £7(x) is unknown to the decision maker and the
decision is learned from users in the system, then as users
leave the system the decision can be more inaccurate and
the exacerbation could potentially get more severe. In
order to illustrate this, we first modify the dynamic model
as Ng(t+ 1) = (Ng(t) + B5)v(Ls(64(1))) so that the users’

arrivals are also effected by the model accuracy.!?

found with proposed method.

—— Simple
0.62/ Sretesest — Equal FPC ’
—— Equal FNC ’
_E 0.60; —— Equal Loss
% 0.58/ race: White (G,) vs. Non-white (Gp)
s 0.551 e sex: Female (G,) vs. Male (Gp)
s nationality: US (G,) vs. Non-US (Gp)
o 0.53]
S
2 050
)
Q.f 0.48 ettty
0.45]

0.43
0 10 20 30 40

Figure 4.8: Illustration of group repre-
sentation disparity using Adult dataset.

10The size of one group can decrease under this dynamics, while the size of either group is always increasing under

dynamics (4.2).
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We compare the performance of

Simple
brP
EqOpt

two cases: (i) the Bayes optimal de-

o
©

4
o

cisions are applied in every round;

o
>

and (ii) decisions in (¢ + 1)-th round

G, group proportion

o
N

are learned from the remaining users

o
o

in ¢-th round. The empirical results

are shown in Figure 4.10 where each
(a) Users from G, are driven by  (b) Users from G are driven

solid curve (resp. dashed curve) is . ) :
false negative rate by their own perceived loss

a sample path of case (i) (resp. case

(ii)). Although B, = By, Gy suffers Rjgure 4.9: Sample paths under different dynamic models:
a smaller loss at the beginning and B, = B (solid curves); B, = 36;, (dashed curves); B, = B5/3
starts to dominate the overall objec- (dotted dash curves).

tive gradually. It results in the less and less users from G, than G, in the sample pool and the model
trained from minority group G, suffers an additional loss due to its insufficient samples. In contrast,
as G, becomes more dominant in the objective and its loss may be decreased compared with the
case (i) (See Figure 4.10c). Therefore, the exacerbation in group representation disparity gets more

severe (See Figure 4.10a).
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Figure 4.10: Impact of the classifier’s quality: dashed curves represent the results for decisions
learned from users (case (ii)), solid curves represent the results for Bayes optimal decisions (case
(i)). It shows the exacerbation of group disparity get more severe under case (ii) for Simple,
EgOpt and DP criteria.
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CHAPTER 5

Long-Term Impact of Fairness Interventions on

Group Qualification

5.1 Introduction

In Chapter 4, we focus on one type of interplay between individuals and ML system where
individuals respond to ML decisions by leaving/staying ML system, and we aim to understand
how group representation disparity evolves in the long run under different ML (fair) decisions. In
this chapter, we study the dynamics of group qualifications [83, 104,113, 137]. In particular, we
consider scenarios where a decision maker (e.g., bank) observes individuals’ features (e.g., credit
scores), and makes myopic decisions (e.g., issue loans) by assessing individuals’ qualifications
(e.g., ability to repay) which are unknown and unobservable to the decision maker when making
decisions. Individuals respond to the decisions by investing in effort to either improve or maintain
their qualifications in the next time step. These actions collectively change the qualification rate of
the population. Our goal is to evaluate the long-term impact of various fairness criteria and examine
whether these fairness criteria mitigate or worsen the qualification disparity in the long run.

Our main contributions and findings are as follows.

1. We use a Partially Observed Markov Decision Process (POMDP) framework to model the
sequential decision making and construct a qualification dynamics model to characterize the

interactions between individuals and ML system (Section 5.3).

2. We analyze the equilibrium of qualification rates in different groups under a general class of

fairness constraints (Section 5.4).
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* We prove the existence of the equilibrium under the qualification dynamics model
(Theorem 17)
* We identify the sufficient conditions under which the equilibrium of this dynamics
model is unique (Theorem 18).
3. We study the long-term impact of fairness constraints on the group qualification disparity
when the equilibrium is unique (Section 5.5).
* We consider scenarios where the equality can be attained without fairness intervention

(natural equality), and examine the impact of fairness constraints (Theorem 19).

* We consider scenarios where different groups have different qualification rate at the
equilibrium without fairness intervention (natural inequality), and examine the impact of
fairness constraints (Theorems 20 and 21). Our findings suggest that the same fairness
constraint can have opposite impacts on the equilibrium and we identify conditions
under which fairness constraint can mitigate/exacerbate the inequality in the long run.

4. We explore alternative interventions that can be effective in improving qualification rates at
the equilibrium and promoting equality across different groups (Section 5.6).

5. We examine our theory on synthetic Gaussian datasets and two real-world scenarios (Section
5.8). Our experiments show that our framework can help examine findings cross domains and

support real-life policy making.

The remainder of this chapter is organized as follows. Section 5.2 presents related work. Section
5.3 formulates the problem. Section 5.4 conducts the equilibrium analysis. The impact of various
fairness criteria on group qualification disparity is analyzed and presented in Section 5.5. The
effective interventions are introduced in Section 5.6. Experiments are presented in Section 4.5.

Section 5.8 concludes the chapter. All proofs can be found in Appendix D.

5.2 Related Work

Among existing works on fairness in sequential decision making problems [154], many assume
that the population’s feature distribution neither changes over time nor is it affected by decisions;
examples include studies on handling bias in online learning [12,31,38,39,51,62,77,95] and bandits
problems [8,26,73,74,97,105,117,129]. The goal of most of these work is to design algorithms that

can learn near-optimal policy quickly from the sequentially arrived data and the partially observed
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information, and understand the impact of imposing fairness intervention on the learned policy (e.g.,
total utility, learning rate, sample complexity, etc.)

However, recent studies [6,23,47] have shown that there exists a complex interplay between
algorithmic decisions and individuals, e.g., user participation dynamics [60, 152, 153], strategic
reasoning in a game [66, 83], etc., such that decision making directly leads to changes in the
underlying feature distribution, which then feeds back into the decision making process. Many
studies thus aim at understanding the impacts of imposing fairness constraints when decisions affect
underlying feature distribution. For example, [63,79, 83, 103] construct two-stage models where
only the one-step impacts of fairness intervention on the underlying population are examined but not
the long-term impacts in a sequential framework; [70, 114] focus on the fairness in reinforcement
learning, of which the goal is to learn a long-run optimal policy that maximizes the cumulative
rewards subject to certain fairness constraint; [60, 153] construct a user participation dynamics
model where individuals respond to perceived decisions by leaving the system uniformly at random.
The goal is to understand the impact of various fairness interventions on group representation.

Our work 1s most relevant to [66, 104, 113, 137], which study the long-term impacts of decisions
on the groups’ qualification states with different dynamics. In [66, 104], strategic individuals
are assumed to be able to observe the current policy, based on which they can manipulate the
qualification states strategically to receive better decisions. However, there is a lack of study on the
influence of the sensitive attribute on dynamics and impact of fairness constraints. Besides, in many
cases, the qualification states are affected by both the policy and the qualifications at the previous
time step, which is considered in [113, 137]. However, they assume that the decision maker have
access to qualification states and the dynamics of the qualification rates is the same in different
groups, i.e.,the equally qualified people from different groups after perceiving the same decision
will have the same future qualification state. In fact, the qualification states are unobservable in
most cases, and the dynamics can vary across different groups. If considering such difference, the
dynamics can be much more complicated such that the social equality can not be attained easily as
concluded in [113, 137].

5.3 Problem Formulation

Partially Observed Markov Decision Process (POMDP). Consider two groups G, and G, distin-
guished by a sensitive attribute S € {a,b} (e.g., gender), with fractions ny = Pr(S = s) of the popula-
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tion. At time ¢, an individual with attribute S = s has feature! X; = x € R determined by a hidden qual-
ification state Y; =y € {0, 1}, both are time-varying. We adopt a natural assumption that an individ-
ual’s attribute and current features constitute sufficient statistics, so that conditioned on these, the de-
cision is independent of past features and decisions. This allows a decision maker to adopt a Markov
policy: it makes decisions D; = d € {0, 1} (reject or accept) using a policy 2 ns(x) = Pp,x,,s(11x, 5)
to maximize an instantaneous utility R,(D;, Y;), possibly subject to certain constraints. An individual
is informed of the decision, and subsequently takes actions that may change the qualification Y|
and features X;.1. The latter is used to drive the institute’s decision at the next time step. This
process is shown in Figure 5.1. Note that this model can be viewed as capturing either a randomly
selected individual repeatedly going through the decision cycles, or population-wide average when
all individuals are subject to the decision cycles. Thus, a(r) = Py,s(1]s) is the probability of an
individual from G qualified at time ¢ at the individual level, while being the qualification rate at the

group level. One of our primary goals is to study how a;(#) evolves under different (fair) policies.

S
Feature generation process. In many real-world sce- \

/ \
narios, equally qualified individuals from different groups -/ Y —
Xo / X
¥ ¥
Dy D

can have different features, potentially due to the different X2
¥

culture backgrounds and physiological differences of differ- D>

ent demographic groups.Therefore, we consider that at time

Figure 5.1: The graphical representa-
tion of our model where gray shades
indicate latent variables.

step t, given Y, =y and § = s, features X; are generated by
fl(x) = Px,y, s (xly,s). This will be referred to as the fea-
ture distribution and assumed time-invariant. The convex
combination Py, s (x|s) = a(t) fs1 (x) + (1 —a(t)) fg(x) will be referred to as the composite feature
distribution of group G; at time .

Transition of qualification states. At time ¢, after receiving decision Dy, an individual takes

actions such as exerting effort/investment, imitating others, etc., which results in a new qualification

IFor simplicity of exposition, our analysis is based on one-dimensional feature space. However, the conclusions hold
for high-dimensional features. This can be done by first mapping the feature space to a one-dimensional qualification
profile space.

2We use group-dependent policies so that the optimal policies can achieve the perfect fairness, i.e., certain statistical
measures are equalized exactly, which allows us to study the impact of fairness constraint precisely. Although using
group-dependent policies might be prohibited in some scenarios (e.g., criminal justice), our qualitative conclusions are
applicable to cases when two groups share the same policy, under which the approximate fairness is typically attained
to maximize utility.
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Y;+1. This is modeled by a set of transitions T?d = Py,,,1v,,0,,s (1ly,d, s), which are time-invariant
and group-dependent. These transitions characterize individuals’ ability to maintain or improve its
qualification. Note that we don’t model individuals’ strategic responses as in [66, 83], but rather use
T, “to capture the overall effect; in other words, this single quantity may encapsulate the individual’s
willingness to exert effort, the cost of such effort, as well as the strength of community support, etc.
Specifically, 7% (resp. T14) represents the probability of individuals from G; who were previously
unqualified (resp. qualified) became (resp. remain) qualified after receiving decision d € {0, 1}. Note
that the case when feature distributions or transitions are group-independent is a special case of our
formulation, i.e., by setting f; = f; or 7= TZd.

Fair myopic policy of an institute. A myopic policy 7, at time ¢ aims at maximizing the
instantaneous expected utility/reward U(Dy, Y;) = E[R/(D;, Y;)], where the institute gains u, > 0 by
accepting a qualified individual and incurs a cost u_— > 0 by accepting an unqualified individual,

Uy, ifYy=1and D, =1
ie., R(DyY)=<—-u_, ifY,=0and D, =1. A fair myopic policy maximizes the above utility
0, if D;=0
subject to a fairness constraint C. We focus on a set of group fairness constraints that equalize
certain statistical measure between G, and G,. A commonly studied (one-shot) fair machine learning

problem is to find (7, s, 7 ) that solves the following constrained optimization,

maXz, UD:, YY) = ndE[R(Dy, YIS = al +npE[R{(Dy, Y1)IS = b]
st By pelma(X)] =By _pelm (X)), 5.1)

where Pg is some probability distribution over features X; and specifies the fairness metric C. Many
fairness metrics including EqOpt and DP can be written in this form, i.e.,

1. Equality of Opportunity (EqOpt) [57]: this requires the true positive rate (TPR) to be
equal, i.e., Pp,y,s(1/1,a) = Pp,y,s(1/1,b). This is equivalent to Ex,y,=1 5=q[7¢(X:)] =
Exv,-1.5=b[m5(X0)], i, PLPF5(0) = ().

2. Demographic Parity (DP) [11]: this requires the positive rate (PR) to be equal, i.e., Pp,s(1|a) =
Pp,s(1lb). This is equivalent to Ex,s-q[74 (X)) = Ex,is=p[m5(X)], i.e., PY¥(x) = (1 -
as(0) f2(x) + () f (x).

We focus on this class of myopic polices in this chapter, and refer to the solution to (5.1) as the
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optimal policy. We further define qualification profile®, vy, ,(x), the probability an individual with
features x from group G is qualified at ¢, i.e.,
1

Aw, 1
f;(x)(m ~D+1

¥s,:(x) = Py,x,s (1lx,5) = , x€R. (5.2)

Then the utility obtained from the group G at time step ¢ is given by E[R,(D;,Yy)IS = s] =
Ex, s =575 (X)) (ys.0(X) Uy +u_) —u-)]. .

5.4 Evolution and Equilibrium Analysis of Qualification Rates

In this section, we first solve the one-shot optimization problem (5.1) (Section 5.4.1). We then show
that under the optimal policy, there exists an equilibrium of qualification rates in the long run, and

that a sufficient condition for its uniqueness is also introduced (Section 5.4.2).

5.4.1 Threshold Policies are Optimal

If an individual’s qualification is observable, the optimal policy is straightforward absent of fairness
constraints: accepting all qualified ones and rejecting the rest. When qualification is not observable,
the institute needs to infer from observed features and accepts those most likely to be qualified.

Next we show that under mild assumptions, optimal policies are in the form of threshold policies.

Assumption 9. f)(x) and the CDEF, f_ xoo 1) (2)dz, are continuous in x € R, Yy, s; fs1 (x) and fso(x)

flw
)

satisfy strict monotone likelihood ratio property, i.e., is strictly increasing in x € R.

Pys (x]s)

Assumption 10. Vs € {a, b}, Pg(x) is continuous in x € R; 0

is non-decreasing in x € R.

Assumption 9 says that an individual is more likely to be qualified as his/her feature value
increases*. We show that under Assumption 9, the optimal unconstrained policy is a threshold
policy, i.e., Vx,t and s € {a,b}, ns,(x) = 1(x > 64(1)) for some O5(t) € R. Assumption 10 limits the
types of fairness constraints, but is satisfied by many commonly used ones, including EqOpt and

3We assume the institute has perfect knowledge of y,;(x). In practice, this is obtained via learning/estimating a;,
and f2(x) from data [71,118].
“When qualification increases as the feature value x decreases, one can simply use the opposite of x.
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DP. We show that for any fairness constraint C satisfying Assumption 10, the optimal fair policy is
a threshold policy, which is consistent with Theorem 3.2 in [29]. Moreover, under Assumptions
9 and 10, a threshold as a function of qualification rates, 6,(¢) = 6s(a,(¢), ap(?)), is continuous and
non-increasing in @,(t) and @;(¢). In the next Lemma 7, we further characterize these optimal (fair)

thresholds in the optimal (fair) policies.

Lemma 7 (Optimal (fair) threshold). Let (v,(x),y»(x)) be a pair of qualification profiles for groups
G, and Gy, at t. Let threshold pairs (05", GgN) and (95 ,Hg ) be the unconstrained and fair optimal

thresholds under constraint C, respectively. Then we have y,(67") = yb(HgN) = u+”+‘u7 and
C
u-  \Pxis(6la) u- Pxis(@;1b)
na(ya(66) - +np(yp(65) - =0. 53
)~ ) ey )~ =) PC) (53)

Here we have removed the subscript ¢ since the thresholds are not #-dependent; they only depend
on current qualification rates. The solution to Eqn. (5.3) is the threshold pair (92, Qg ) that satisfies
the fairness constraint fe‘; Pg (x)dx = fezfo Pg(x)dx in Eqn. (5.1) while maximizing the expected
utility (D, Y) at time ¢. Under DP and EqOpt fairness, Eqn. (5.3) can be reduced to

Op op u- Nay npp, Na@q  Npp
naYa(0,") +nyyp(0,") = et Eqopty | Eqopt. . _u—_ t Tu_
+ - Ya(0, ) 7[9(0]9 ) Uptu_  UpFu_

Lemma 7 also indicates the relation between the unconstrained and fair optimal polices, e.g., a
group’s qualification profile evaluated at the unconstrained threshold is the same as the weighted
combination of two groups’ qualification profiles evaluated at their corresponding fair thresholds
under DP.

5.4.2 Evolution and Equilibrium Analysis

We next examine what happens as the institute repeatedly makes decisions based on the optimal
(fair) policies derived in Section 5.4.1, while individuals react by taking actions to affect their future
qualifications. We say the qualification rate of G is at an equilibrium if ay(t+ 1) = ay(f),Vt > 1,
for some ¢,, or equivalently, if lim;,_,o as(f) = @ is well-defined for some a; € [0,1]. Analyzing

equilibrium helps us understand the property of the population in the long-run. We begin by
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characterizing the dynamics of qualification rates a(f) under policy 75, as follows:

ay(t+ 1) = g@a(®), ap(®)) - (1 - ag(0) + g5(@a(), ap(®) - as(0), s € {a,b}, (5.4

where gh(a, (1), ap(t)) = Ex,¥,=y.s 23[(1 - ns,,(X,))TfO + ns,,(Xt)Tfl] depends on qualification rates
@,4(t),ap(t) through policy 7y, When 7y ,(x) = 1(x > 64(¢)), this reduces to gi(a.(t),ap(t)) =
0 [77 fodx+ T3 [, R (0dx. Denote gi(ea(n, (1) = 1(65(@a(n),p(0)), y € (0,1},
Dynamics (5.4) says that the qualified people at each time consists of two parts: the qualified
people in the previous time step remain being qualified, and those who were unqualified in the
previous time step change to become qualified.
Theorem 17 below shows that for any transition and any threshold policy that are continuous in

qualification rates, the above dynamical system always has at least one equilibrium.

Theorem 17 (Existence of equilibrium). Consider a dynamics (5.4) with a threshold policy

O(ay, ap) that is continuous in a, and ap. Vde € (0,1), there exists at least one equilibrium

(’a\a’a\b)-

While an equilibrium exists under any set of transitions, its specific property (e.g., quantity,
value, etc.) highly depends on transition probabilities which specify different user dynamics.

We focus on two scenarios given in the condition below.
Condition 1. Vs € {a, b},
a) T < TP and TN < T19; b) T > T and T!' > T10,

As mentioned, transitions 7’ ¢ characterize the ability of individuals from G to maintain/improve
their future qualifications, this value summarizes individual’s behaviors. On one hand, an accepted
individual may feel less motivated to remain qualified (if it was) or become qualified (if it was not).
On the other hand, the accepted individual may have access to better resources or feel more inspired
to remain or become qualified. These competing factors (referred to later as the “lack of motivation”
effect and the “leg-up” effect, respectively) may work simultaneously, and the net effect can be
context dependent. Condition 1a) (resp. Condition 1b)) suggests that the first (resp. second) effect
is dominant for both qualified and unqualified individuals. There are two other combinations: c)
TN >T%and T <719, d) T < 7% and T!!' > T1°, under which the qualified and unqualified
are dominant by different effects. These cases incur more uncertainty; slight changes in feature

distributions or transitions may result in opposite conclusions. More discussions are in Section 5.7.
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Given the existence of an equilibrium, Theorem 18 further introduces sufficient conditions for it
to be unique. Based on the unique equilibrium, we can evaluate and compare policies (Section 5.5),
and design effective interventions to promote long-term equality and/or the overall qualifications
(Section 5.6).

Theorem 18 (Uniqueness of equilibrium). Consider a decision-making system with dynamics (5.4)

1-g1 (0 (@a,))
800s(@a,ap))

{a,b}. Under Assumptions 9 and 10, a sufficient condition for (5.4) to have a unique equilibrium is

and either unconstrained or fair optimal threshold policy. Let hy(0s(agq,ap)) = S E
as follows, Vs € {a,b}:
1. Under Condition la), |W| <1, VYa, €[0,1], where —s :={a,b}\ s,
- Ohy(6(arg.p)) Ohy(By(@a.p))
2. Under Condition 1b), |T| <1 and |T| < 1,Yagap €[0,1].

These sufficient conditions can further be satisfied if for the qualified (y = 1) and the unqualified
(y = 0), transitions T, ! and T§° are sufficiently close, i.e., policies have limited influence on the

qualification dynamics. This is stated formally as follows.

)
Corollary 2. For any feature distributions { f; (x)} s,y Suppose |%‘1“a”))| < M” holds for some
constant M’ € [0,0), Vy € {0, 1},Yu € {a,b}. Under either Condition l1a) or 1b), 36? > 0 such that
for any transitions that satisfy |T¥1 - Tzol <€, selab},ye 0,1}, the corresponding dynamics

system has a unique equilibrium.

It is worth noting that the conditions of Theorem 18 only guarantee uniqueness of equilibrium
but not stability, i.e., it is possible that the qualification rates oscillate and don’t converge under
this discrete-time dynamics (see examples on COMPAS data in Section 5.8). The uniqueness
can be guaranteed and further attained if the dynamics (5.4) satisfies L-Lipschitz condition with
L < 1. However, Lipschitz condition is relatively stronger than the condition in Theorem 18 (see the
comparison in Section 5.7).

Figure 5.2 illustrates trajectories of qualification rates (a,(f),@»(¢)) and the equilibrium for
a Gaussian case under Condition 1b). Let g, := g3(05(aq,@p)), the points (a4, a;) on the red,
and blue dashed curves satisfy a; = gg(l —ap) + géaxb and a, = g2(1 — a,) + gla,, respectively.
Their intersection (black star) is the equilibrium (ay, @p). The sufficient conditions in Theorem 18
guarantee these two curves have only one intersection. Moreover, observe that these two curves
split the plane {(a4,ap) : @4 € [0, 1],ap € [0, 1]} into four parts, which can be used for determining
how (a(1),ap(t)) will change at . For example, if (a,(f), a;(¢)) falls into the left side of the blue
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Figure 5.2: Illustration of {(a,(?), a»(t))}; for a Gaussian case under EqOpt, DP, UN optimal policies:
Uy =u_, ng = nyp, f3(x) is Gaussian distributed with mean 1 and variance o2, where [0, ., ug, u}?] =
[-5.5.-5.5], [0a.0p] = [5,5), [T0. TN, T,°0.T4'] = [0.4,0.5,0.5,0.9], [T)°, 1)1, T/°,T}'] =
[0.1,0.5,0.5,0.7]. Each plot shows 6 sample paths with each circle/diamond/star representing
one pair of (a,(1), ap(?)).

dashed curve, then a,(t+ 1) > a,(2); if (@4 (2), @p(1)) falls into the lower side of the red dashed curve,
then ap(r+ 1) > ().

5.5 The Long-Term Impact of Fairness Constraints

In this section, we analyze the long-term impact of imposing fairness constraints on the equality of
group qualification. We will do so in the presence of natural equality (and inequality) [113] where

equitable equilibria are attained naturally without imposing additional constraints (in our context,

N _—=U
_a/b

Although there may exist multiple equilibria, in this section we will assume the conditions in

this means attaining @ N using unconstrained polices).
Theorem 18 hold under Assumption 9 and 10 and limit ourselves to the unique equilibrium cases
under DP and EqOpt, thereby providing a theoretical foundation and an illustration of how their
long-term impact can be compared. As shown below, these short-term fairness interventions may
not necessarily promote long-term equity, and their impact can be sensitive to feature distributions
and transitions. A small change in either can lead to contrarian results, suggesting the importance
of understanding the underlying population.

Long-term impact on natural equality. When there is natural equality, an unconstrained

optimal policy will result in two groups converging to the same qualification rate, thus rendering
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fairness constraints is unnecessary. The interesting question here is whether applying a fairness
constraint can disrupt the equality. The theorem below shows that the DP and EqOpt fairness will

do harm if the feature distributions are different.

Theorem 19. For any feature distribution f; (x) and Va'" € (0,1), there exist transitions {de}y,d, s
satisfying either Condition 1a) or Condition 1b) such that )" = @)N = a"™. In this case, if
f(x) # fby (x) (resp. f)(x) = fg (x)), then imposing either C = DP or EqOpt fair optimal policies
will violate (resp. maintain) equality, i.e., Eg + b?g (resp. b?g = &f).

Theorem 19 shows that Ya'™ € (0, 1), there exists model parameters under which "V is the
equilibrium and natural equality is attained. Also, natural equality is not disrupted by imposing
either fairness constraint when feature distributions are the same across different groups (referred
to as demographic-invariant below). However, imposing either constraint will lead to unequal
outcomes if feature distributions are diverse across groups (referred to as demographic-variant
below), which is more likely to happen in reality. Thus, in these natural equality cases, imposing
fairness will often do harm.

Long-term impact on natural inequality. Natural inequality, i.e., @

N+ b?gN, is more common
than natural equality which only occurs under specific model parameters. This difference in
qualification rates at equilibrium typically stems from the fact that either feature distributions
or transitions or both are different across different groups. Thus, below we study the impact of
imposing fairness by considering these two sources of inequality separately, and we aim to examine
whether fairness constraints can address the inequality caused by each. Let disadvantaged group be
the group with a lower qualification rate at equilibrium.

Demographic-invariant feature distribution with demographic-variant transition. In this case,
we have the same feature distributions but different transitions in different groups, i.e., f; = fg ,
Tzd # TZd. A real-world example is college admission based on ACT/SAT scores: given the same
qualification state, score distributions may be the same regardless of the applicant’s socio-economic
status, but the economically advantaged may be able to afford more investments and effort to

improve their score after a rejection.

Theorem 20. Under Condition la), DP and EqQOpt fairness exacerbate inequality, i.e., Iag -
agl > [, =", under Condition 1b), DP and EqOpt fairness mitigate inequality, i.e., € —
Egl < |6§{N —agN |. Moreover, the disadvantaged group remains disadvantaged in both cases, i.e.,

@ -aM@S -af) = 0.
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This theorem shows that imposing fairness only helps when the “leg-up” effect is more prominent
than the “lack of motivation” effect; alternatively, this suggests that when the “lack of motivation”
effect is dominant, imposing fairness should be accompanied by other support structure to dampen

this effect (e.g., by helping those accepted to become or remain qualified).

Theorem 20 is illustrated in the plot to the (B) (A)
right, where transitions satisfy Condition 1a)- :: : Ezgqofg;bqop) :: ¥
b) and f;(x) = f)(x) is Gaussian distributed. o] * @t 05
Each plot includes 3 pairs of red/blue dashed Tos P "o ] J'
curves corresponding to 3 policies (EqOpt, | i - — |
DP, UN). Points (a,,a}) on these curves satisfy "o ez oe es 10 %o ar ax s 0 1o

@p = gN@a,ap) - (1 - p) + g (@ar p) - @p and g = g, @p) - (1 — ) + g4(@a» @) - g, TESPECtiVEY.
Each intersection (colored star) is an equilibrium @g ,Zig); the length of colored segments represents
|62§ —?igl. The black circle is the intersection of all three blue/red curves.

Demographic-variant feature distribution with demographic-invariant transition. In this case,
we have the same transitions and different feature distributions in different groups, i.e., f, # f; ,
Tzd = TZd. In the same example of college admission this is a case where the ACT/SAT scores are
biased against a certain group but there is no difference in how different groups react to the decision.
Here, we will focus on a class of feature distributions where those qualified have the same feature
distribution regardless of group membership, while those unqualified from G, are more likely to

have lower features than those unqualified from G,. This is given in the condition below.

Condition 2. £ (x) is continuous in x € R; fa1 (x) = fb1 (x),¥x e R; fao(x) and f}?(x) satisfy strict
f2

monotone likelihood ratio property, i.e., e is strict increasing in x € R.
b

Condition 2 also implies that f_ xoo f,?(z)dz > f_ xoo fc? (z)dz,¥x € R. Let
X be defined such that f)(x) = f?(%) holds, which is unique. An example

satisfying Condition 2 is shown on the right.

iy . e o [0 1-T10
Theorem 21. Under Condition 1b) and Condition 2, if *+ > félGD o0 we have

o @V >N @ aopt —b?qup © >0 hold, i.e., EqOpt fairness always mitigates

S and ot =@,V > @,
inequality and the disadvantaged group Gj, remains disadvantaged.

* DP fairness may either (1) mitigate inequality, i.e., @," —a,)" > ;" — ;)" > 0; or (2) flip the
disadvantaged group from Gy, t0 G, i.e., @," 2@,

96



Because G, and G, only differ in f? (x), the condition in Theorem 21 ensures at least one group
has enough unqualified people to be accepted and can be satisfied if benefit .. is sufficiently larger
than cost u_. We see that in this case the comparison is much more complex depending on the

model parameters.

5.6 Effective Interventions

As discussed, imposing static fairness constraints is not always a valid intervention in terms of its
long-term impact. In some cases it reinforces existing disparity; even when it could work, doing
it right can be very hard due to its sensitivity to problem parameters. In this section, we present
several alternative interventions that can be more effective in inducing more equitable outcomes or
improving overall qualification rates in the long run. We shall assume that the sufficient conditions
of Theorem 18 hold under Assumptions 9 and 10 so that the equilibrium is unique.

Policy intervention. In many instances, preserving static fairness at each time ¢ is important,
for short-term violations may result in costly lawsuits [1]. Proposition 3 below shows that using
sub-optimal fair policies instead of the optimal ones can improve overall qualification in the long

run.

Proposition 3. Let (Qac, Qg), (02’ , 92/) be thresholds satisfying fairness constraint C under the optimal
and an alternative policy, respectively. Let @S ,Eg), @’,ag’) be the corresponding equilibrium.

. If@g(aa,ab) > H(S:(oza,a/b), Ya, € [0, 1] under Condition 1a), then Eg > a‘;, Vs €{a,b};

o If6C (g, ap) < (g, ap), Yay € [0,1] under Condition 1b), then @S >a<, Vs € {a,b).

N

Note that the sacrifice is in instantaneous utility, not necessarily in total utility in the long run
(see an example in proof of Proposition 3, Appendix D). If static fairness need not be maintained at
all times, then we can employ separate policies for each group, and Proposition 4 below shows that
under certain conditions on transitions, threshold policies leading to equitable equilibrium always

exist.

.o 1-max{T!!,71% 1-min{T!!, 710} .. .
Proposition 4. Let 7, = | (70 7007 "m0 7] |, s €{a,b}. Under Condition 1a) or 1b), if

Z,NTy # 0, then Va € T, N1y, there exist threshold policies O4(ay), Yay € [0,1], under which
as(t) = a,Vs €{a,b}, i.e., equitable equilibrium is attained; if T, NI, = 0, then there is no threshold

policy that can result in equitable equilibrium.
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Proposition 4 also indicates that when two groups’ transitions are significantly different, manip-
ulating policies cannot achieve equality. In this case, the following intervention can be considered.

Transition Intervention. Another intervention is to alter the value of transitions, e.g., by
establishing support for both the accepted and rejected. Proposition 5 shows that the qualification
rate @, at equilibrium can be improved by enhancing individuals’ ability to maintain/improve
qualification, which is consistent with the empirical findings in loan repayment [52,64,119] and
labor markets [43].

Proposition 5. Vs € {a,b}, increasing any transition probability Tzd, d €{0,1}, y € {0, 1} always

increases the value of equilibrium qualification rates ;.

5.7 Discussion

Transitions under Condition 1c¢) or 1d). This chapter mainly focus on transitions satisfying
Condition 1a) and 1b). As mentioned in Section 5.4.2, there are the other two combinations: ¢)
TN > TP and T < 710 d) TO' < 7% and T!! > T1°, in which there is more uncertainty when
conducting equilibrium analysis. The slight changes in the feature distributions or the values of
transitions may change conclusions significantly.

Because the system has equilibrium if a(f) = a4(z + 1) holds, i.e., there is solution to ag =
g, ap) - (1 - ay) + gl(@a, ap) - a5, Vs € {a,b). Re-organize, it requires a% -1= %,

Vs € {a,b}. Let cumulative density function of £} (x) be denoted as F(x) = f_ xoo f)(z)dz. Since

1-glOs(@a,ap)) 1= (TIOFLOs(ea @) + TH (1 - Fl(Os(aq ap))))
Q0smap)  TOFYOs(qap) + T (1 - FOO(aar ap)))

l_g.i(es(a'aﬂb))
. : . : R ) . .
decreasing or increasing in a;. This monotonicity is critical to determine the properties (e.g.,

Under optimal (fair) policies and Condition 1a) or 1b), is guaranteed to be either

uniqueness, quantity, value, etc.) of the consequent equilibrium @2,52) so that impacts of different

1-gi(Bs(@a.0p))
8205(aa,ap)) is no longer

monotonic, and its intersection with function ai —1, i.e., equilibrium, is thus hard to characterize.
N

fairness can be compared. In contrast, under Condition 1c) or 1d),

As a consequence, the impacts of different fairness constraints cannot be compared in general.
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Comparison between sufficient conditions in Theorem 18 and Lipschitz condition. Let a
pair of qualification rats of G,, Gy, be noted as a; = (a,(1),ap(t)) € [0,1] X [0, 1], and let mapping
@ :[0,1]x[0,1] = [0,1] %[0, 1] be defined such that dynamical system (5.4) can be written as
a;;1 = O(;). Then this dynamical system has an equilibrium @ if ®(@) = @. According to Banach
Fixed Point Theorem, such equilibrium exists and is unique if the mapping ® satisfies L-Lipschitz
condition with L < 1, i.e., @ is a contraction mapping. Specifically, d(®(ay), P(a;)) < Ld(ap,a1)
for some distance function d and Lipschitz constant L < 1.

While Lipschitz condition also ensures the uniqueness of equilibrium, the sufficient conditions
given in Theorem 18 are weaker. Use unconstrained optimal policies as an example, in this case
dynamics of two groups can be decoupled because threshold 6(a,, @) used in G is independent

M| =0 < 1 under

of qualification of the other group a_;. Therefore, sufficient condition |
Condition 1a) always holds. In contrast, for dynamics of G after decoupling a4(f+ 1) = @ (1)) =
g?(@s(as(t)))(l —as(t)+ gi(@s(as(t)))as(t), @, is not necessarily a contraction mapping.

Although sufficient conditions in Theorem 18 are weaker, they do not guarantee the stability of
the equilibrium. In contrast, Lipschitz condition with L < 1 ensures the unique equilibrium is also

stable, i.e., we have (a, (1), ap(t)) — (ay, @p) given an arbitrary initial state (a,(0), @p(0)).

5.8 Experiments

We conducted experiments on both Gaussian synthetic datasets and real-world datasets (FICO credit
scores and COMPAS data). These are static, one-shot datasets, which we use to create a simulated

dynamic setting as detailed below.

Gaussian synthetic data. We first verify the conclusions in Sections 5.4 and 5.5 using the
synthetic data, where f, (x) is Gaussian distributed with mean ), and variance 0'?.

Table 5.1 and 5.2 illustrate the impacts of EqOpt and DP fairness on the equilibrium, where each
column shows the value of @ g — ab when C = UN,EqOpt,DP under different sets of parameters.
Specifically, in Table 5.1, n, = np, uy = u_, [,us,,uS,O's] =1[-5,5,5], ¥s € {a,b} and transitions
satisfying either Condition 1a) or 1b) are randomly generated; in Table 5.2, transitions satisfying
Condition 1b) and f}(x) that satisfy Condition 2 are randomly generated, Z—j also satisfies the

condition in Theorem 21. These results are consistent with Theorem 20 and 21.
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Table 5.1: @ —'&g when C = UN,EqOpt,DP: f) = fg and ng # TZd.

Condition la)

UN (x1072) -18.45 16.89 19.82 -721 -16.34 -26.56 16.66 -6.03 -38.63

Eqopt (x1072) -21.11 19.13 21.78 -7.62 -18.56 -29.21 18.14 -6.28 -41.52

DP (x1072) -27.98 23.11 2565 -890 -23.11 -33.22 21.09 -6.66 -43.35
Condition 1b)

UN (x1072) -19.05 18.18 -0.70 -58.80 -40.91 61.30 12.82 -44.67 2.66

EqOopt (x1072) -18.40 1798 -0.64 -57.62 -34.50 48.66 12.35 -41.43 261

DP (x1072) -17.52 17.73 -0.57 -55.62 -28.97 36.10 11.69 -37.97 2.57

Table 5.2: @ —a§ when C = UN,EqOpt,DP: f; # f, and 4 = TZd under Condition 1b).

UN (x1072) 1.88 2635 2.12 038 564 1235 11.70 0.20 4.12
EqOpt (x1072) 0.57 17.43 175 032 505 7.81 721 0.18 1.68
DP (x107%) 16.26 1829 -594 -093 -225 147 092 -1.68 -0.80

FICO scores data. We use the FICO score dataset [122] =

—— Caucasian repaied
—— Caucasian defaulted

to study the long-term impact of fairness constraints EqOpt ] Afican-American repaid

—— African-American defaulted

and DP and other interventions on loan repayment rates in

the Caucasian group G¢ and the African American group Gaq.

FICO scores are widely used in the US to assess an individual’s

creditworthiness. With the pre-processed data in [57], we
simulate a dataset with loan repayment records and credits : " s h B
scores. We first compute group proportions nc = 0.88,n44 = Figure 5.3: The feature distribu-
0.12, the initial qualification (loan repayment) rates a¢c(0) = tions: the scores are rescaled so
0.76,44(0) = 0.34 and estimate the feature distributions f; (x) that they are between 0 and 1.
with beta distributions based on the simulated data, as shown in Figure 5.3. Then, we compute the
optimal UN, EqOpt, DP threshold according to Eqn. (5.3). Consequently, with the dynamics (5.4),
we update the qualification rates in both groups. This process proceeds and qualification rates in

both groups change over time.
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Our results show consistent find- ¢ 0.9

ings with studies in loan repayment 0.8 W
literature [52, 119]. Specifically, 0.7
. £06
[119] studied the loan repayment z
205
. . . <
in group lending and pointed out S
that in practice effective training 03 ® Unconstrained
: ® Equal of opportunity
and leadership among the groups 0.2 Demographic Parity
who were issued loans can increase 02 04 06 03 02 04 ~ 06 08
African American African American
their willingness to pay and improve o .. . ..
g pay p (a) D-invariant transitions (b) D-variant transitions

the group repayment rate. Similar

conclusion is also suggested by [52]. Figure 5.4: Results on the FICO dataset: Points are the equi-
In our model, these interventions libria of repayment rates in G44,Gc¢ under Condition 1b) with
different transitions. Arrows indicate the direction of increas-
ing T9'; a more transparent point represents the smaller value

of T!°. In panel a, Tf‘j = Téd, while in panel b, Tf‘i < Téd.

can be regarded as stimulating tran-
sitions (i.e., T 1) to improve the fu-
ture repayment rates. And the sce-
narios under such intervention would satisfy Condition 1b). Figure 6.10 illustrates the equilibria
(aaa,ac) under different sets of transitions (including demographic-invariant (D-invariant) and
demographic-variant (D-variant) transitions). Their specific values are listed below, where the

system has an equilibrium in all cases.

D-invariant: 7% =0.1,71' =0.9, T!°7% €{0.1,0.5,0.9}, 5 € {4A,C}
D-variant: 79 =0.1,T}} =0.9, T,3,7%) €{0.20,0.53, 0.85}
T =04,71 =09, T, T2 €{0.45,0.65,0.85)

It shows that under Condition 1b), increasing the transition 79! always increases qualification
rates, and DP in general can result in a more equitable equilibrium than EqOpt. Figure 5.4a shows
that in Demographic-invariant (D-invariant) transition cases (Tﬁ = Téd): (1) G4 always remains as
disadvantaged group; (2) when TS10 is small, the inequality under UN optimal policies is small and
the intervention on 7! only has minor effects on equality; when T!° is large (darker blue points),
varying T9! can affect disparity significantly; (3) imposing DP attains equitable equilibria in general,
which is robust to transitions and consistent with the conclusion in [113]; (4) when Ts10 is small,

imposing EqOpt exacerbates inequality as T?l increases; while TS10 is sufficient large, equality

101



¥ o e

5 X 0. 5
0.1 0.1 0.3 0.5 0.7 0.9 % 0101 0.3 0.5 0.7 0.9 0.1 0.1 0.3 0.5 0.7 0.9

0.9 .
0.5 .
/% 0.10.1 0.3 0.5 0.7 0.9 /% 0.1 0.1 0.3 0.5 0.7 0.9
Too Too
(d) 7' =0.7x T, (e) T%' =0.9x 1%,

Figure 5.5: The oscillation level of recidivism rates under different transitions. In each panel, scalar
k denotes the ratio, of which T!! = kx 719,

can be attained and robust to transitions. In Figure 5.4b, it shows that in D-variant transition cases,
by setting T/ﬁ‘i < Téd, the inequality between Ga4 and Gc further gets reinforced. In summary, the
effectiveness of such intervention (increasing Tgl) on promoting equality highly depends on the

value of T'!° and policies.

The COMPAS data. Our second set of experiments is conducted on a multivariate recidivism
prediction dataset from Correctional Offender Management Profiling for Alternative Sanctions
(COMPAS) [7]. We again use this static and high-dimensional dataset to create a simulated
decision-making process as the FICO experiments.

Specifically, from the raw data we calculate the initial qualification (recidivism) rate and train
optimal classifier using a logistic regression model, based on which recidivism rate is updated
according to Eqn. (5.4) under a given set of transitions. In the context of recidivism prediction, we

consider all the possible types of transitions under an unconstrained policy, i.e., transitions satisfying
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conditions 1a)-d). The classifier decision here corresponds to incarceration based on predicted

likelihood of recidivism: the higher the predicted recidivism, the more likely an incarceration

decision. In subsequent time steps, the data is re-sampled from the raw data proportional to the

updated recidivism rates. This process repeats and the group recidivism rates change over time.

Table 5.3: osi/osig/osiy is the percentage that oscillation occurs among 125 set of different transitions
under policy UN/UNg,,/UNy, . Among transitions that lead to stable equilibrium, Column 2/Column
3 shows the percentage that UNg,/ UNy, results in lower recidivism compared with UN.

59H<b? 59L<5 0si

lay O 1 0.29
1b) 0.99 0.01 0
Ic) 0.37 0.28 0
1d) 0.79 0.63 0.06

Our results here primarily serve to highlight the com-
plexity in such a decision making system. In particular,
we see that an equilibrium may not exist and under some
transitions the qualification rate may oscillate. Specif-
ically, Table 5.3 shows that Proposition 1 holds under
Condition 1a)-b); there is no oscillation under Condition
1b)- ¢); under Condition 1¢)-d), there is more uncertainty.

To further explore when the system is in an equi-
librium state under unconstrained optimal policy, we
consider a set of transitions with 7% and 7' taking
the values 0.1, 0.3, 0.5, 0.7 and 0.9. Figure 5.6 shows
the results when 79" = kx 7% and T!!' = kxT10, k €
{0,1,0.3,0.5,0.7,0.9}. We find that when Corollary 2 is

satisfied, e.g., when k > 0.5, most of the systems have a

osiy osiy,

0.12 0.36

0 0

0 0

0 0.13
0.9 Tr*ss, Poee,  NEee, TScel. Mt
0.7 %, T%o.. [®0a, ["e., 'f—.—r,e

Ko — -
05 T, ... T e, m
| \

0.3 Trs,

.0 .l
0'1—..0 ..0 % | %
0.
%% 0.1 0.1 0.3 0.5 0.7 0.9

Figure 5.6: T°! = kxT*°, y =0, 1. The
oscillation level of recidivism rates in
the long run is represented by the size
of red circles, the bigger size means the
severer oscillation. The blue dots indi-
cate the cases with a unique equilibrium.

unique equilibrium (blue dot). Moreover, when T% < 0.5, the system is also mostly in the unique

equilibrium state. For other transitions, the system oscillates between two states (red circle). We

also show the results under other combinations of 79! and 7'!! in Figure 5.5.
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Next, we study the impact of policy interventions in  Taple 5.4: Recidivism rates in the long
cases with equilibrium. We randomly choose the transi- run under different policies of 5 inde-
tions under which the system has an equilibrium and then pendent runs of experiments.

apply the unconstrained policy with optimal threshold

(classifier threshold 0.5), a higher and a lower threshold

UN*  UNg, UNg,

(classifier thresholds 0.8 and 0.2 respectively) compared a; 0.164 0.166  0.147
to the optimum respectively. The results are show in Table a 0343 0356  0.307
5.4, where UN indicates the unconstrained policy with the az 0230 0246 0.162
optimal threshold, UNy, means the policy with a higher as 0306 03415 0.156
threshold, and UNg, the policy with a lower threshold. as 0.162 0.166  0.140
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CHAPTER 6

Impact of Fairness Interventions on Strategic
Manipulation

6.1 Introduction

In Chapters 4 and 5, we studied two types of interactions between individuals and ML system,
where ML decisions have downstream impacts, i.e., impact on participation (Chapter 4) or impact
on qualification (Chapter 5), on individuals’ behaviors. Such impacts are then captured in the
dataset used for building the future ML systems. In practice, when ML systems are deployed to
make decisions about people, there is a requirement for transparency in terms of how decisions are
reached given input. As a result, given (partial) information about an algorithm, individuals subject
to its decisions can and will adapt their behavior by strategically manipulating their data in order to
obtain favorable decisions [19,21,25,32,53,56,66,96,110, 111]. This strategic behavior in turn hurts
the performance of ML models and diminishes their utility. Such a phenomenon has been widely
observed in real-world applications, and is known as Goodhart’s law, which states “once a measure
becomes a target, it ceases to be a good measure” [127]. For instance, a hiring or admissions
practice that heavily depends on GPA might motivate students to cheat on exams; not accounting for
such manipulation may result in disproportionate hiring of under-qualified individuals. A strategic
decision maker is one who anticipates such behavior and thus aims to make its ML models robust to
such strategic manipulation.

In this chapter, we focus on the design of (fair) machine learning models in the presence of
strategic manipulation. Same as Chapters 4 and 5, we consider a decision maker whose goal is to
select qualified individuals based on a given set of features. Given knowledge of the selection policy,

individuals can tailor their behavior and manipulate their features to receive favorable decisions.
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We shall assume that this feature manipulation does not affect an individual’s true qualification
state. We say the decision maker (and its policy) is strategic if it anticipates such manipulation; it is
non-strategic if it does not take into account individuals’ manipulation in its policies.

We adopt a typical two-stage (Stackelberg) game setting where the decision maker commits to
its policies, following which individuals best-respond. Under this model, we study the impact of
fairness intervention on different social groups in the presence of strategic manipulative behavior,
and explore the role of fairness intervention in (dis)incentivizing such manipulation. We aim to
answer the following questions: how does the anticipation of individuals’ strategic behavior impact
a decision maker’s utility, and the resulting policies’ fairness properties? How is the Stackelberg
equilibrium affected when fairness constraints are imposed? Can fairness intervention serve as
incentives/disincentives for individuals’ strategic manipulation?

Our main contributions and findings are as follows.

1. We formulate a Stackelberg game to model the interaction between a decision maker and
strategic individuals (Section 6.3). We characterize both strategic (fair) optimal policies and
non-strategic (fair) optimal policies of the decision maker, and individuals’ best response
(Section 6.4, Lemmas 8-11).

2. We study the impact of the decision maker’s anticipation of individuals’ strategic manipulation
by comparing non-strategic with strategic policies (Section 6.5):

* We show that compared to the non-strategic policy, the strategic policy always disincen-
tivizes manipulative behavior, but that it over (resp. under) selects when a population is
majority-qualified (resp. majority-unqualified)! (Theorem 22).

* We show that the anticipation of manipulation can adversely affect the fairness of a strate-
gic policy: when one group is majority-qualified while the other is majority-unqualified,
we identify conditions under which strategic policy always worsens unfairness (Theorem
23); on the other hand, when both groups are majority-unqualified, we show that it is
possible to use the strategic policy to mitigate unfairness and even flip the disadvantaged
group (Theorem 24).

3. We study the impact of fairness interventions on policies and individuals’ manipulation
(Section 6.6).

* If a decision maker lacks information or awareness to anticipate strategic behavior (but

which in fact exists), we identify conditions under which such non-strategic decision

A group is majority-(un)qualified if the majority of that population is (un)qualified.
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maker benefits from using fairness constrained policies rather than unconstrained policies
(Theorem 25).

* By comparing individuals’ responses to a strategic policy with and without fairness
intervention, we show that fairness interventions can serve as (dis)incentives for manip-
ulation, and identify scenarios under which a strategic fair policy can (dis)incentivize

manipulation compared to a strategic policy (Theorems 26 and 27).

4. We examine our theoretical findings using both synthetic and real-world data (Section 6.7).

The remainder of this chapter is organized as follows. Section 6.2 presents related work. Section
6.3 formulates the problem. Section 6.4 presents four types of (non-)strategic (fair) policies. The
impact of decision maker’s anticipation of manipulative behavior is analyzed and presented in
Section 6.5. The impact of fairness interventions on policies and individuals’ manipulation is
studied in Section 6.6. Experiments are presented in Section 6.7. All proofs can be found in

Appendix E.

6.2 Related Work

Our work closely connects to the literature in classification problems in the presence of strategic
manipulation. [56] formulates such problem as a Stackelberg competition between the decision
maker and individuals, where the decision maker publishes the classifier first, and individuals
after observing the classifier can manipulate their features at costs to maximize their utilities.
Different from the Stackelberg formulation in our work, manipulation cost in [56] is modeled as a
deterministic function of change in features before and after manipulation. The decision maker aims
to find an optimal classifier such that the classification accuracy is maximized when individuals best
respond, and the learning algorithms are developed in [56]. [32] extends this strategic classification
to an online setting, where data arrives sequentially and only the manipulated data is revealed. An
online convex classification learning algorithm is designed such that the averaged regret diminishes
in the long run. [66, 111] extend [56] by assuming individuals from the different social groups
have different costs in manipulation, and the disparate impacts on different groups are studied. [19]
explores the role of randomness in strategic classification and focuses on randomized classifiers.
It shows that randomness can improve classification accuracy and mitigate the disparate effects

incurred by manipulation costs across different groups in strategic settings.

107



Note that the manipulation does not affect an individual’s underlying label in the works men-
tioned above, i.e., strategic manipulation is viewed as gaming. In contrast, another line of re-
search [27,53,96] considers a setting where the individual’s label (qualification) changes in accor-
dance with the strategic behavior. Specifically, the goal of the decision maker is to design a classifier
such that individuals are incentivized to behave toward directions that improve the underlying
qualifications [53,96]. [25, 110] consider both types of strategic behavior: gaming without changing
labels and improvement. Specifically, [25] trains classifiers that disincentivize the manipulation
while incentivizing improvement. [110] proposes a causal framework for distinguishing between
gaming and improvement.

In Stackelberg game formulations, the decision maker always moves first and individuals respond
after decision maker’s action has been disclosed. Instead, [20, 27, 104] consider scenarios where
both individuals and the decision maker act simultaneously. They formulate the strategic interaction
between individuals and decision maker as a game and study the Nash equilibria of the game. [27]
considers a setting where individuals are from two social groups which are identical in nature but
one group suffers from the negative stereotype. It shows that such stereotype results in different
equilibria of two groups. The impact of demographic parity fairness is also examined in [27]. [104]
studies a similar game, but it assumes two groups can be different in feature distributions and

manipulation costs.

6.3 Problem Formulation

Consider two demographic groups G,, G, distinguished by a sensitive attribute S € {a,b} (e.g.,
gender), with fractions ny; = Pr(S = s) of the population. An individual from either group has
observable features X € R? and a hidden qualification state Y € {0,1}. Let ay = Pys(1]s) be the
qualification rate of Gy, and fl(x) = Px|ys(xly,s). A decision maker makes a decision D € {0, 1}
( “0” being negative/reject and “1” positive/accept) for an individual using a group-dependent
policy ms(x) = Ppix.s(1]x,s). An individual’s action is denoted by M € {0, 1}, with M = 1 indicating
manipulation and M = 0 otherwise. Note that in our context manipulation does not change the true
qualification state Y.

Best response. An individual in G incurs a random cost Cy > 0 when manipulating its features,
with probability density function (PDF) Pc (c) and cumulative density function (CDF) F¢ (c) =

foc Pc,(z)dz. The realization of this random cost is known to an individual when determining its
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action M; the decision maker on the other hand only knows the overall cost distribution of each
group. Thus the response that the decision maker anticipates (from the group as a whole or from a
randomly selected individual) is expressed as follows, whereby given policy 7y, an individual in Gj

will manipulate its features if doing so increases its utility:

wPpiyms(1ly,1,8)—Cs > wPpyyms(1ly,0,s).

Here w > 0 is a fixed benefit to the individual associated with a positive decision D = 1 (the benefit
is 0 otherwise); without loss of generality we will let w = 1. In other words, the best response
the decision maker expects from the individuals of G with qualification y is their probability of

manipulation, denoted by p} and written as:

py(rs) = Pr(Cs < Ppyyms(1ly, 1,5) = Ppiyas (11,0, ).

We will assume that only those unqualified may choose to manipulate, and they do so by im-
itating the features of the qualified, i.e., Pyys(1]1,5) = 0, Pxjym,s(x]0,0,5) = Pxys(x]0,s) and
Pxiym.s(x10,1,5) = Pxjys(x|1,s). This would mean, for instance, that those qualified have no in-
centive to cheat on an exam, whereas those unqualified may choose to cheat by copying answers
from the qualified. This assumption is inspired by the imitative learning behavior observed in social
learning, whereby new behaviors are acquired by copying social models’ actions [49, 50].

Importantly, the feature distributions of unqualified individuals are different before and after
manipulation. To avoid confusion, we will always use fl(x) = Pxys (xly, s) to denote the condi-
tional probability distributions of features before manipulation. The feature distribution of those
unqualified after manipulation becomes (1 — p(s)(ﬂs)) fso(x) + p(s)(ﬂs) fs1 (%).

Optimal (fair) policy. The decision maker receives a true-positive (resp. false-positive) benefit
(resp. penalty) u, (resp. u—) when accepting a qualified (resp. unqualified) individual. Its utility,
denoted by R(D,Y), is R(1,1) = u4, R(1,0) = u_, R(0,0) = R(0, 1) = 0. The decision maker aims to
find optimal policies for the two groups such that its expected total utility E[R(D, Y)] is maximized.

As mentioned earlier, there are two types of decision makers, strategic and non-strategic:
A strategic decision maker anticipates strategic manipulation, has perfect information on the
manipulation cost distribution, and accounts for this in determining policies, while a non-strategic

decision maker ignores manipulative behavior in determining its policies. Either type may further
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impose a fairness constraint C, to ensure that 7, and r, satisfy the following:

Ex.pelna(X)] =By pclmO], (6.1)

where PE is some probability distribution over X in accordance with the fairness constraint C. Many
common fairness notions can be written in this form, e.g., equal opportunity (EqOpt) [57] where
Py (x) = Pxyys (21, ), or demographic parity (DP) [11] where PPP(x) = Pyjs (x]s).

The above leads to four types of optimal policies a decision maker can use, which we consider
in this chapter: (1) a non-strategic policy; (2) a non-strategic fair policy; (3) a strategic policy; (4) a
strategic fair policy. These are detailed in Section 6.4.

The Stackelberg game. The interaction between the decision maker and the individuals consists
of the following two stages in sequence: (i) The former publishes its policies (4, 715), which may
be strategic or non-strategic, and may or may not satisfy a fairness constraint, and (ii) the latter,
while observing the published policies and their realized costs, decide whether to manipulate their

features.

6.4 The Four Types of (Non-)Strategic (Fair) Policies

Non-strategic policy. A decision maker who does not account for individuals’ strategic manipu-

lation optimizes the following expected utility over G

Us(ry) = f e f] () —u_(1 = @) £ () (o).
X

Define G,’s qualification profile as ys(x) = Py|xs(1]x, s). Based on Chapter 5, we can show that

the non-strategic policy 77y" = argmax, U,(ry) is in the form of a threshold policy, i.e., 79N (x) =

1(y(x) = M+"+‘ —). Throughout the chapter, we will present results in the one dimensional feature

space. The same can be generalized to high dimensional spaces (Appendix E.1).

Assumption 11. f!(x), fO(x) are continuous and satisfy the strict monotone likelihood ratio

. flw flop)
property, i.e., e P = 1

is increasing in x € R. Let unique x5 be s.t.

Assumption 11 is relatively mild and can be satisfied by distributions such as exponential and
Gaussian, and has been widely used [10,27,75,88, 155]. It implies that an individual is more likely
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to be qualified as their feature value increases. Under Assumption 11, the threshold policy can be
written as 74(x) = 1(x > 6,) for some 65 € R. Throughout the chapter, we assume Assumption 11
holds and focus on threshold policies. We will frequently use 6 to denote policy 7.

Under Assumption 11, the thresholds for non-strategic policies are characterized as follows.

£E _ u(-ay)
SO s

Lemma 8. Let (BEJN ,/H\bUN) be non-strategic optimal thresholds. Then

Non-strategic fair policy. Denoted as ﬁg,ﬁg), this is found by maximizing the total utility
subject to fairness constraint C, i.e., @S,ﬁg) = argmax ;. .\la ﬁa(ﬂa) +ny, ﬁb(ﬂb) such that Eqn (6.1)
holds. Based on Chapter 5, It can be shown that for EqOpt and DP fairness, the optimal fair policies

are also threshold policies and can be characterized by the following.

Lemma 9 (Lemma 7, Chapter 5). Let (@E,@E) be thresholds in non-strategic optimal fair policies.

These satisfy
S uras [} (05) —u-(1-a) 06

0.
PEE)

s=a,b

Strategic policy. Let p¥ := Puys (1]0, 5), the probability that unqualified individuals in G manip-

ulate. The decision maker’s expected utility over G under 7(x) = 1(x > 6) is as follows:

U®) = wpa(1-F@)—u(1-an)(1-FAO)1 - p) - Fy(6)p))

Us(0) —u_(1—a,)(F(0) - F}(0))p)

where F(x) = f_ xoo f7(z)dz denotes the CDF.

Define the manipulation benefit as A4(60) := IF(S)(Q) - ]F}(H); this represents the additional benefit
an individual gains from manipulation. The unqualified individuals’ best-response to a policy with
threshold 6 will be p’(9) = IFCS(PDMM,S(HO, 1,s) = Ppyym,s (1]0,0, s)) = Fc,(Ag(6)). This manip-
ulation probability p?(6) is single-peaked with maximum occurring at x*, and limg_,_o, p2(6) =
limg_, 4o p?(@) = 0, meaning that when the threshold is sufficiently low or high, unqualified individ-
uals are less likely to manipulate their features. Plugging this in the decision maker’s utility, we

have

Us(0) = Us(0) —u_(1 - a)A(O)F ¢, (A(0)) . (6.2)

term 2:=W¥(A;(0))
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Define a function W(z) := u—(1 — a4)Fc,(2)z, then term 2 in Eqn. (6.2) can be written as W (A(6)),
and can be interpreted as the additional loss incurred by the decision maker due to manipulation
(equivalently, the average manipulation gain by group Gy). Further, consider its first order derivative
W) = u_(1 - ) ZGEE = u_(1 - a)(Fe,(2) + 2Pc,(2). This Wi(A,(6)) indicates the decision

maker’s marginal loss caused by strategic manipulation (equivalently, the marginal manipulation

gain of Gy). The thresholds for strategic policies are characterized as follows.

L0 u(1—ay)-PiA6™)

Lemma 10. For (QgN, GgN), the strategic optimal thresholds, A = waA,@T)

Strategic fair policy. The strategic fair thresholds (02,92) are found by maximizing the total
expected utility subject to fairness constraint C, i.e., (95 ,Qg ) = argmax g, g \Ma U,(6,) +n,Up(6p)
such that Eqn. (6.1) holds. They can be characterized by the following.

Lemma 11. Let (95 ,Hg ) be thresholds in strategic optimal fair policies. These satisfy

W(AS69)) +

Z . (f?(Hf)—fsl(Gf)

s fH09) —u_(1-ay) fA69) 0
PEE) o

CnC
s=a,b Ps (gs )
Note that in addition to (6;",6;") and (92,92), the equations in Lemmas 10 and 11 may be

satisfied by other threshold pairs that are not optimal. We discuss this further in the next section.

6.5 Impact of the Decision Maker’s Anticipation of Manipula-

tive Behavior

Impact on the optimal policy & utility function. We first compare strategic policy 67" to non-

strategic policy /G\EN, and examine how the policy and the decision maker’s expected utility differ.

Assumption 12. ¥ (z) < oo is non-decreasing over [0, maxgAy(60)].

For any threshold 6, A (6) represents the manipulation benefit of Gg; those in G choose to
manipulate if Cy < Ag(0). Therefore, maxgAg(0) indicates the maximum additional benefit an
individual in Gy may gain from manipulation. As ¥ (A(#)) represents the marginal manipulation

gain of G, on average, Assumption 12 means that a group’s marginal manipulation gain does
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not decrease as manipulation benefit increases. Examples (e.g., beta/uniformly distributed cost)

satisfying this assumption can be found in the following.?

Remark 1. For simplicity, we drop subscript s in the following.
Example 1: cost C ~ U[0,c]. In this case, ¥'(z) = u_(1— a/)%z is non-decreasing.
Example 2: cost C ~ Beta(a,b) with a € [1,10], b € [1,10].

1.0
0.9

0.84
0.8 071

s
0.6 £=0.51

0.4
0.34

0.2

u 2u 3u 4y 5u
1 0 0 . 2 g

_ _ (b) maxygA(6) for Gaussian distributed feature
(a) A that ensures ¥’ (z) to be non-decreasing over [0, A] where X|Y = 1 ~ N(u,0%), X|Y =0 ~ N (=1, 02),
when C ~ Beta(a,b), a € [1,10],b € [1,10] and u > 0.

For Beta distributed cost and Gaussian distributed features, above figures show that Assumption
12 is relatively mild. For example, when C ~ Beta(8,3), the left plot shows that Y'(2) is non-
decreasing over [0,0.82). For features that follow Gaussian distributions X|Y = 1 ~ N'(u,0?) and
X|Y =0~ N (—p, %), the condition is satisfied as long as o > 0.72y.

Other examples: There are many other probability density distributions with support [0,1] or
[0, 00) that could satisfy this condition, such as beta prime distribution, gamma distribution, chi

distribution, chi-squared distribution, etc.

Note that under Assumption 12, ¥/(0) = 0 and W/ (A(0)) is single-peaked with maximum

occurring at x;. We assume it holds in Sections 6.5 and 6.6.

Theorem 22. Let ¥V, = maxy P(As(0)), and 6, = —=

U_+us”
1. If ag =6y, then 0% = VN = x* when ¥, < u_(1 — ay), and 9" € {xs, %5} otherwise.

2In economics, a choice of generalized beta distribution is common to model costs (e.g., healthcare costs [72]). In
addition to uniformly distributed C (same as [104]), we consider beta distributed C; in our experiments.
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2. If ay < 6y, then O >/§§JN > xi. Moreover, if W, > u_(1—ay), then YN > X and U(0) may have

additional extreme points in (xg,x%); otherwise 0" is the unique extreme point of U(6).

3. If ag > 6, then 87V <T9;UN < x*. Moreover, if ¥, > u,ay, then 67 < 75 and Ug(6) may have
additional extreme points in (x§,Zs); otherwise ’H\EN is the unique extreme point of U ().

Here x5 < X5,25 < Zs are defined such that Wi(As(x)) = Wi(As(xy) = u—(1 — ay), Yi(As(zy)) =

Vi(As(z5)) = usas.

We note that even though 53(9) (non-strategic utility) and W (A(6)) are single-peaked and have
unique extreme points, their difference Ug(6) ( Eqn.(6.2)) may have multiple extreme points. As we
will see later, this results in strategic and non-strategic policies having different properties in many
aspects.

An example of Uy(#) is shown to the right, where 04 l

fs1 (x), f? (x) are Gaussian distributed with the same variance

4.7% and means 5,-5 respectively. C ~ Beta(10,4), a; = 0.6 S " i i i
and u_ = u,. The red star is the optimal threshold 63" < z;; = 0o E i E
two magenta dots are other extreme points of Ug(6), which are i i i
in (x§,z5). Theorem 22 states that U(6) has multiple extreme —02 ZIS xlf z%

points if W, is sufficiently large, and it also specifies the range of those extreme_poiﬂts.

Note that the maximum marginal manipulation gain ‘IT§ depends on f (x), ay, and Cy. Given
fixed cost Cg, ‘P_g increases as the maximum manipulation benefit As(x;) increases and/or o
decreases (i.e., when there are more unqualified individuals who can manipulate). Given fixed
Ag(x5) and ay, ?’S increases as cost decreases (i.e., Pc,(c) is shifted/skewed toward the direction of
o

lower cost). Theorem 22 shows that as compared to non-strategic policy 87", strategic policy 6"

over(under) selects when a group is majority-(un)qualified.® In either case, as shown by Theorem
22, this means V" is always closer to x* (the single peak of p%(6)) compared to 8VN. Therefore,
the strategic policy always disincentivizes manipulative behavior, i.e., manipulation probability

PO < PO,

Impact on fairness. The characterization of strategic policy (6;",6,") and non-strategic policy

(@N,/O\gN) allows us to further compare them against a given fairness criterion C. Suppose we define

3We say G, is majority-unqualified (resp. majority-qualified) if a; < 8, (resp. a; > 6,). When u_ = u,, 5, =0.5,a
group is majority-(un)qualified if more than a half of its members are (un)qualified.
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the unfairness of threshold policy (6,,6,) as EC(H,,0p) = ]EX~795 [1(x>6,)] - EX~P,§ [1(x > 6p)] =

FC (65) — FE(0,.), where we denote the CDE FE(9) = [*_PC(x)dx. Define the disadvantaged group
under policy (6,,65) as the group with the larger Ff (0y), 1.e., the group with the smaller selection
rate (DP) or the smaller true positive rate (EqOpt). Define group index —s := {a,b}\ 5. Note that we
measure unfairness & C(ea,eb) over the original feature distributions £2(x) before manipulation. We

first identify distributional conditions under which the strategic optimal policy worsens unfairness.

Theorem 23. If as > 6, > a_g and Fg(xﬁ) <F¢ J(x*)), then strategic policy (07", GgN) has worse un-
fairness compared to non-strategic (@N,E}?N), ie. |5C(95N, HgN)| > |€C(’9\gN,’HZJN)|, C € {EqOpt,DP).

Moreover, the disadvantaged group under (9]",6,") and (/GEJN,@[?]N) is the same.

Given the conditions in Theorem 23, G_; is disadvantaged under non-strategic policy. Because
the majority-(un)qualified group G(G—;) is over(under) selected under strategic policy (Theorem
22), G_s becomes more disadvantaged while G; becomes more advantaged, i.e., the unfairness gap
is wider under strategic policy. Note that condition Fg(xj) < ¢ (X% ) holds if f(x) = fg (x). For
the DP fairness measure, it holds for any distribution when a is sufficiently large or @_; sufficiently
small. As shown in Section 6.7, it is also seen in the real world (e.g., FICO data).

We next identify conditions on the manipulation cost, under which strategic policy (6;",6,™)
can lead to a more equitable outcome or flip the (dis)advantaged group compared to non-strategic
6.6,

Theorem 24. If o,,ap < 6, and F¢ s(’e\HISV) > IFE(EEN), i.e., G_g is disadvantaged under non-strategic
policy, then given any G_;, there always exists cost Cs for G s.t. Y, is sufficiently large and
1. (07",6,") mitigates the unfairness, i.e., |SC(05N,9[§’N)| < |SC(@E]N,55N)|.

2. (65",6,™) flips the disadvantaged group, i.e., FC (07Y) < FC(97M).

Because e < 6, we have 6N > 97N > x* (by Theorem 22). Moreover, 67N increases as ¥/,(A(6))
increases (Pc,(c) is skewed toward the direction of lower cost). Intuitively, as G;’s manipulation cost
decreases, more individuals can afford manipulation; thus a strategic decision maker disincentivizes
manipulation by increasing the threshold VN, For any G_;, as FS(#7V) increases, either the unfairness
gets mitigated or FS(6YY) becomes larger than F€ (6"Y). Proposition 6 in the following considers a
special case when f; (x) = f; (x), and gives conditions on W}(-) under which (67", 6™) mitigates the

unfairness or flips the disadvantaged group when C € {EqOpt,DP}.
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Proposition 6. Suppose f3(x) = £2(x), a_y < a; < &,, then FC (B7Y) > FS@), i.e., G-, is disad-
vantaged under non-strategic policy. Denote A(-) = Ay(-) = Ap(+). Given any G_g, always there

exists manipulation cost Cy for G s.t. Y'(-) satisfies the followings:

PUAOZ) s u(l—ap)-usaq UN _ gUN UN pUNY ,ici -
1. R G R e v , then 6, =0, and (6, .0, ") mitigates unfairness.

2. WLAGEO™)) = u_(1 - ay), then (OUN,HUN) flips the disadvantaged group.

where (7°(6%Y),07Y) satisfies fairness C, i.e., n?9°Pt(99Y) = U, nPP(OYY) = (FDP)~1FDE (M),

Note that above conditions are sufficient. In particular, case I corresponds to the case where
the perfect EqOpt fairness is attained (i.e., 59 (6", 6/™) = 0) and DP fairness is improved (i.e.,
|5DP (HgN,QZL?JN)| |5DP(9UN,9}7JN)|)_

6.6 Impact of Fairness Interventions

In this section, we study how non-strategic and strategic policies are affected by fairness interven-

tions.

Impact of fairness intervention on the non-strategic policy. First, we consider the non-strategic
decision maker and compare (62", QEN) with (/9\2,’0%), both ignoring strategic manipulation but the
latter imposing a fairness criterion. Theorem 25 identifies conditions under which a fairness
constrained (€€ AC) yields higher utility from both groups compared to unconstrained (62, G}JJN).
This is worth noting because had strategic manipulation been absent, policy (HUN,QEN) by definition

would attain the optimal/highest utility for the decision maker.

Theorem 25. When ]Ff@w) < F¢ (9 M), i.e., G_s is disadvantaged under non-strategic optimal
policy, then U, (6°) > U,(67Y) and Ub(@b) > Ub(HgN) hold under any of the following cases:
1. @y <8y <a_g and Y (AL(6F)) > u_(1—ay), ¥_(A_(6°,)) > ura_y.

2. agap > 8, and a; — 6, and Vy(A69)) > tyaq, Pl (Ap(6)) > uray,.
3. g, <8y and a—s — &, and Wi(Au(69)) > u_(1 - ay), ¥y (Ap(€)) > u_(1 - ay).

Condition a4, a_y — 6, means that the qualification rates a,, @_; are sufficiently close to d,.

Theorem 25 says that when the marginal manipulation gains of the groups under non-strategic fair

HUN

policy (@a,@b) are sufficiently large, (ﬁj 5:) may outperform ( HgN) in terms of both fairness
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and utility due to the misalignment of U(#) and U\s(@) caused by manipulation. This means that if
the decision maker lacks information or awareness to anticipate manipulative behavior (but which
in fact exists), then it would benefit from using a fairness constrained policy @;,@;) rather than

unconstrained policy (/GEN,@JN).

Impact of fairness intervention on the strategic policy. = We now compare (6;",6;") and
(eg,eg). We also explore their respective subsequent impact on individuals’ manipulative behavior
by comparing manipulation probabilities (p2(6°Y), pg(HgN)) and (p2(6°), pg(Gg)). The goal here is
to understand whether fairness intervention can serve as incentives or disincentives for strategic
manipulation. According to Theorem 22, Uy(6) may have multiple extreme points under strate-
gic manipulation if the group’s marginal manipulation gain is sufficiently large. Depending on
whether U (6) has multiple extreme points, different conclusions result as outlined in Theorem 26
below, which identifies conditions under which fairness intervention may increase the manipulation
incentive for one group while disincentivizing the other, or it may serve as incentives for both

groups.

Theorem 26. Denote p< := p%(65) and pP" := p%(6N). For C € {DP, EqOpt}, we have:
1. When both U(6) and Uy(6) have unique extreme points, then 7 > 65 and 8% < 6 . must hold.

Moreover,

(i) If ag > 8, > a—g, then Va_g, there exist k € (0y,1) and T € (0, 1) such that Vas > k and Vng > T,

we have pP < p¢, pP¥ > p€ .

(ii) If ag,ap > 0, (resp. ag,ap < 9,), then Ya_y, there exists k € (0,,1) (resp. k € (0,6,)) such that

YV ay > K (resp. ag < k), we have p?¥ < pC, p" > pg or p)i' < pg, po > pC.

2. When at least one of U,(6), Up(0) has multiple extreme points, then it is possible that Vs € {a, b},
0N > ¢€ or OV < 6, i.e., both groups are over/under selected under fair policies. In this case,

_ pW > pC, po < pC when 09V > Hg,HgN > 6.
(i) If ag > 0, > a—g we have e oo e e o
pdV < p5.pYy > pi when 6N < 65,60 < 6.

U.

(ii) If ag,ap > 6, (or ag,ap < 6y), we have pIN < pg,pgN < pg or pY

N UN
< pS,po > pC..

When not accounting for strategic manipulation, ﬁs (6) has a unique extreme point, and imposing
a fairness constraint results in one group getting under-selected and the other over-selected. In

contrast, when the decision maker anticipates strategic manipulation, Ug(#) may have multiple
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extreme points. One consequence of this difference is that both G, and G;, may be over- or under-
selected when fairness is imposed, resulting in more complex incentive relationships. Specifically,
if one group is majority-qualified while the other is majority-unqualified, then under-selecting (resp.
over-selecting) both groups under fair policies will increase (resp. decrease) the incentives of the
former to manipulate, while disincentivizing (resp. incentivizing) the latter (by 2.(i)); if both groups
are majority-(un)qualified, then the fair policy may incentivize both to manipulate (by 2.(ii)).

If the marginal manipulation gain of both groups are not sufficiently large, i.e., Usx(6) has a
unique extreme point, then fairness intervention always results in one group getting over-selected
and the other under-selected. However, its subsequent impact on incentives may vary depending on
f7(x), ns. Theorem 26 identifies two scenarios under which fair policies incentivize one group (say
Gs) while disincentivizing the other (G_y): when G, is majority-qualified, G_; majority-unqualified,
and G, sufficiently qualified (a5 > «) and represented in the entire population (ngy > 7) (by 1.(i)); or,
when both are majority-(un)qualified and G sufficiently (un)qualified (by 1.(ii)).

An example when both U,(0) and U,(0) have multiple extreme points is shown below where

u_ = u,, fairness constraint C = EqOpt.

—— YN, pUN =0.0714 — Uy(0) —— 6N, pUN =0.1262 — U,(6)
—— 6YN, pgN =0.0829 — Un(6) —— 6N, pgN =0.1051 — Up(0)
—— 65=65,pS=0.1634,pS =0.0444 — UO) —— 8S=6¢,pS=0.3016,p5 =0.1364 — VO
T 4 T
1.00 i 0 !
i i
0.751 | | |
i 0.2 | t !
> 0.501 ! > ! ! .
£ 1 [ £ I i i
= i 5 =] | |
5 0.254 i i 2 001 i : i
i i i i i
0.001 i i ! ! !
ii i aol i i i
-0.251 i i 0.2 i i i
T T ” T T T I T T T I T I T I T
-75 -50 -25 00 25 50 7.5 -15 -10 -5 0 5

X X

@) fl(x) ~ N(5.4), fox) ~ N(=5.4).¥s € {a.b}, () f1(x) ~ N(5,9), f)x0) ~ N(=5,9), fo(x) ~
n, =0.3, a, =0.4,q, = 0.6, C, ~ Beta(10,2),Cp, ~ N(=10,9), n, = 0.5, a, = 0.65,a;, = 0.6, C, ~
Beta(10,1). It shows that 6€ < 6", Vs € {a,b} and  Beta(10,3),C), ~ Beta(10,2). It shows that 65 > 7N
PS> pon, pg <pt. and p¢ > pUN, Vs € {a, b}.

Because fa1 (x)= fb1 (x), under EqOpt fairness, HS = Hg and the total utility n, Ua(Og) +ny Ub(Hg)
can be expressed as a function of 6 = HS = Hg. The above two examples show that when U,(6)

and Uj(0) have multiple extreme points, it’s possible that both groups are over (left)/under (right)
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selected under strategic fair policies. When «;, > 6, > a, (left), fairness intervention incentivizes G,
while disincentivizing Gp; when a4, ap > d, (right), fairness intervention incentivizes both groups to
manipulate. These results are consistent with Theorem 26.

Next, we identify conditions under which fairness intervention can disincentivize both groups.
Let xN be defined s.t. Ag(xY™) = Ag(8YY) and XY™ # 6VN when 69N # x%. Note that xUN is the point at
which p?(xU) = p%(#YN). Because manipulation probability is single-peaked, fairness intervention

incentivizes manipulative behavior of Gj if 6¢ falls between xV™ and 67V,

Theorem 27 (Disincentivize both groups). When both U,(0) and Uy(0) have unique extreme

poins If ag,ap > 6, and ng(xgzsv) < Ff(x:), then Ak > 6, and T € (0,1) such that Vo, € (5,,K)
If ag,ap < 0, and ng(xﬂ’) > Fg(xﬁ), then Ik < 6, and T € (0,1) such that Yoy € (k,6,)

and \'ng > 7, we have pZ~ > pC and p" > pg.

Note that x} depends on f;(x) and x"Y is determined by u_,u,, f>(x) and a—;. Theorem
27 says that when both groups are majority-(un)qualified, for certain population distributions
and G_g, fair policies disincentivize both groups if Gy is sufficiently unqualified(qualified) and
sufficiently represented in the population. For a special Gaussian case, conditions for satisfying

FC (x"Y) < F¢(x*) in Theorem 27 are given in Proposition 7 below.

Proposition 7. Suppose f.(x) follows Gaussian distribution with mean (£ and variance o>. If

0< u§ - u(s) <ul s u o l-e., qualified and unqualified individuals from G are less distinguishable

than those from G_g, then

* C = EqOpt: Yag> 0, (resp. as < d,), there exists w > 6, (resp. w < d,) such that Va_g € [0, w]
(resp. a_g € [w,6,]), conditions F€ (U < Fg(x:) in Theorem 27 hold.

* C=DP: ifuy <u_ (resp. uy > u_ ), then there exist wi,wy > 6, (resp. wi,wr < 38,) such
that Vay, € [0,,w1] (resp. Yap € [w1,0,]) and Ya, € [0,,w?] (resp. Ya, € [wy,d,]), conditions
FC (x") S FS(x*) in Theorem 27 hold.

Theorems 26 and 27 suggest that the impact of fairness intervention on the individuals’ manipu-
lative behavior highly depends on manipulation costs, feature distributions, group qualification and
representation. This complexity stems from the misalignment in manipulation probability p%(6),
utility U4(6), and fairness C. In particular, the manipulation probability of G, is single-peaked with

maximum at x, which does not depend on group qualification and representation, but on which
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Figure 6.3: Examples validating Proposition 7: black region indicates (a,,ap) satisfying condi-
tion T (x™) < F¢(x%) ir} Theorem 27: ag,ap > 04, Cy, Cp ~ Beta(10, 1), £2(x) follows Gaussian
distribution with mean ,ui and variance o2, and [ug,y}l,ug,,ué] =[-2,2,-5,5], 0 =4.5.

the decision maker’s total utility depends, as varying a and ng will affect the policies. As a result,
depending on which region QEN falls into, i.e., smaller or larger than x%, and how it may change
under constraint C, fairness intervention will have different impacts on incentives.

Although Theorems 26 and 27 hold for both EqOpt and DP fairness, there are scenarios under
which they have different impact on incentives. Proposition 8 below further considers a special
case when f; (x) = f; (x) and one group is majority-qualified while the other majority-unqualified,

in which EqOpt never disincentivize both groups while DP can disincentivize both.

Proposition 8. Suppose f;(x) = f, (x), if ay > 6, > a_y, then

« VI (x), pia%Pt < pU, pqupt < pJ" is unattainable, i.e., EQOpt never disincentivize both.

« Af; (%), (@a, ), and ng under which pi* < pJ™, pP? < pI , i.e., DP may disincentivize both
groups.
6.7 Experiments

We conduct experiments on both a Gaussian synthetic dataset, and the FICO scores dataset [122]. We
assume manipulation costs follow either a uniform distribution (Cs ~ U[0, ¢]) or a beta distribution

(Cs ~ Beta(a,b), smaller b and larger a lead to larger manipulation costs, Figure 6.4 below illustrates
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Figure 6.4: Illustration of Pc (z) and Fc (z) +zPc,(z): Cs ~ Beta(a, b).

Gaussian data. Suppose X|Y,S is Gaus- e Eop £ e D £ g0

sian distributed. Figure 6.6 shows an example —+— EqOpt: £@YN.89N)  —~— DP: £(8VV, 50N
2\ o 1 1

where £ (x) ~ N (uy,0%) with [,ug,,ua,,ug,,ub] =

[-2,2,-5,5], o = 4.5, and fairness intervention

=
]
ot

can serve as disincentive for manipulation for & "]

Unfairness
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o
&

both groups. It shows that Ya,, > 9, satisfying

e C(..UN C (% .
ndition [ < F here exi ffi- 0.001— : : : : : : : :
conditio b(xh ) a(xg), there exist su 0 5 0 15 20 2 30 35 40

ciently small ¢, and sufficiently large n, under Round of experiment

which pe;™) > p(65) and ppE)™) > pp(é5). Figure 6.5: Verification of Theorem 23: Cy ~
i.e., both groups are disincentivized under strate- Beta(10,1), Cp ~ Beta(10,3), u_ = uy, fsl (x) ~
gic fair policies. This verifies Theorem 27. N(5,5%), {0 ~ N (=5,5%), s = a,b.

We verify Theorem 23 by conducting 40 rounds of experiment independently. In each round
of experiment, (@, ap) is randomly generated with o, > §,, > ;. We consider EqOpt (red) or DP
(blue) as fairness measure. In Figure 6.5, circles and stars represent the unfairness 50(931“,9;;1“) and
¢ (/HEN,%IN) respectively. It shows that the strategic policy (circles) always worsens the unfairness
(both EqOpt and DP) compared to non-strategic policy (stars), and G, is disadvantaged in all
scenarios. Varying costs Cy, distributions fsy (x), and u,,u_, we observe the similar results.

Similarly, we verify Theorem 24 by running 40 rounds of experiments independently. In each
round, (a4, ap) 1s randomly generated with 6, > @, > ap. In Figure 6.7, circles that fall below
the black dashed line indicate the disadvantaged group being flipped under strategic policy. It

shows as G,’s manipulation cost decreases, unfairness can be mitigated (circles fall below stars) and
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Figure 6.6: a4, > 6,, Cq = Cp ~ Beta(10, 1), =+ = % (left), == = ﬁ (right). Grey region indicates

(g, ap,n,) satisfying Fg(ng) < IFS(xZ) in Theorem 27; meanwhile both groups are disincentivized

under (Hg , Hg).
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Figure 6.7: C, ~ Beta(10,1), £1(x) ~ N(5,5%), f2(x) ~ N'(=5,5%), s = a,b.
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disadvantaged group can be flipped (circles fall below black dashed line).

Figures 6.8 and 6.9 illustrate the manipulation probabilities of two groups under strategic policy
(UN) and strategic fair policy (EqOpt, DP), where u; = u_, Cy ~ Beta(10, 1), fb1 (x) ~ N(5,5%),
fl?(x) ~ N(=5,5%), fL(x) ~ N(5,4%), fO(x) ~ N (=5,4%). Black, blue, red surfaces correspond to
POOT) := pUN, pO6PP) = pPF, pO(B59OPT) 1= piaPT respectively. Figure 6.8 shows that when
n, and , are sufficiently large, po" < p¢ and P> pg hold, C € {EqOpt,DP}. Figure 6.9 shows
when two groups are majority-(un)qualified, p?™ < pC, pp > pg or poN > pC, ppt < pg holds as

a
long as one of ,, @, is sufficiently large (small).

G, Gy

® EqOpt e DP

0.08
0.06
0.04
0.02

0.9 0.5

Figure 6.8: Verification of /(i) in Theorem 26: a;, = 0.4. Varying G,’s qualification a, € [0.5,1] and
representation n, € [0.5, 1], the resulting manipulation probabilities are shown in plots.

®  EqOpt

(a) @, €[0.5,1] and @} € [0.5,1] (b) @, €[0,0.5] and a; € [0,0.5]

Figure 6.9: Verification of /(ii) in Theorem 26: n, = 0.5. In the left (resp. right), varying two

groups’ qualification a,,ap > 0, (resp. a4, ap < J,) , the resulting manipulation probabilities of two
groups are shown in the plots.
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FICO scores [122]. FICO scores are widely used in the US to assess an individual’s creditwor-
thiness. The is a dataset pre-processed by [57] to generate CDF of scores Fys (x|s) and qualification
profile Pyxs(1|x, s) for different social groups (Caucasian, African-American, Hispanic, Asian).
We use these to estimate the conditional feature distribution f3(x) by fitting the simulated data
to a Beta distribution. We can see from Figure 6.10 that % is strictly increasing, it implies
that Assumption 11 holds for FICO scores data. This allows us to derive the various equilibrium
strategies studied in this chapter. We further calculate repayment rates «y and proportions ng. These

are summarized in Figures 6.10 & 6.11 and Table 6.1.

Table 6.1: Qualification rate a, = Pys(1]s), conditional feature distributions £ (x), group propor-
tions n, of four social groups. x* satisfies f!(x*) = f0(x¥).

Gs oy ) fi ng X
Caucasian 0.758 Beta(1.23,12.34) Beta(2.57,1.24) 0.7651 0.277
African-American 0.338 Beta(1.18,15.99) Beta(1.84,2.32) 0.1050 0.174
Hispanic 0.570 Beta(1.23,9.02) Beta(2.03,1.90) 0.0845 0.262
Asian 0.804 Beta(0.89,4.94) Beta(2.31,1.38) 0.0454 0.342
PDF of scores CDF of scores Pyix,s(1]x, S) Pxv,s(x|1, 5)/Pxy,s(x|0, s)
0.04 1 —— Caucasian 1.0 1.01 10% 4 Caucasian
African-American 0.8 0.84 AfricanjAmerican
0.03 —— Hispanic ' : :'s?s:”'c
— Asian 0.6 0.6
0.02 1
0.4 0.4 1 —— Caucasian
W#MM nf Y = tmineen |
0.00 ' ' : | 0.0 ' ' ' 1 oo0d’ g — ASiavn : :
0.00 025 050 0.75 1.00 0.0 0.25 050 0.75 1.00 00 02 04 06 08 1.0 00 02 04 06 08 1.0
Score Score Score Score

Figure 6.10: Illustration of score PDF/CDF, qualification profiles, and validation of Assumption 11.

We first compare strategic policy (6;",6,") and non-strategic policy (@EN,’H\EN) in terms of their
fairness. Let G, denote Caucasian, Hispanic or Asian, and G denote African-American. As shown
in Table 6.2, G, is always disadvantaged compared to other groups, and strategic policy worsens
unfairness. When C, # Cj, the manipulation cost of Gy, is shifted lower. It further shows that this
gets worse when it is less costly for those in Gj, to manipulate their features. Since a, > 0, > ap,

this is consistent with Theorem 23.
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8 8 - 8 8
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4 4 44 4
2 2 2 2

00 02 04 06 08 10 00 02 04 06 08 10 00 02 04 06 08 1.0 00 02 04 06 08 1.0
Score Score Score Score

Figure 6.11: Fit Beta distributions to the simulated data to get f. (x).

Table 6.2: Unfairness SC(HSN,Q})JN) and SC(@N,EEN) for C € {EqOpt,DP}: G, = African-American,
uy =u_,C, ~Beta(10,2) (or C, ~ U[0, 1]). When cost C, # Cp, Cp ~ Beta(10,6) (or Cp, ~ U[0,0.5]).

EgOpt DP
g strategic non-strategic strategic non-strategic
@ Cu=Cp Cu#C 8¢ c.=c, C.#GCy g
; Caucasian  0.355 0.556 0.136 0.611 0.680 0.449
g Hispanic 0.292 0.493 0.034 0.421 0.490 0.242
Asian 0.333 0.533 0.123 0.634 0.703 0.522
g Caucasian  0.743 0.871 0.136 0.794 0.838 0.449
< Hispanic 0.722 0.850 0.034 0.684 0.727 0.242
5 Asian 0.738 0.866 0.123 0.825 0.868 0.522

Figure 6.12 illustrates how unfairness can be mitigated and how the disadvantaged group can
gain advantage under strategic policies. Specifically, let G,, G, be Hispanic and African-American
respectively. We fix G and vary G,’s manipulation cost. It shows while G, is disadvantaged under
non-strategic policies (£ C(/H\SN,@N) > 0), unfairness can be mitigated under strategic policies as G,’s
manipulation cost decreases, and the disadvantaged group may gain an advantage in the process
(EC(OY, 6;") <0). This is an example of Theorem 24.

According to Theorem 25, under strategic manipulation, non-strategic fair policy (@a,@b) may
yield higher utilities from both groups compared to (6", HEN). We verify this in Table 6.3, in which

Ga, Gp denote Caucasian and Asian groups, respectively, with EqOpt as the fairness constraint.
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Figure 6.12: Unfairness EC(HEN,GEN) and SC(@N,@N), o= %, ag,ap < 6,. Perfect equity is

indicated by the black dashed line. C;, ~ Beta(10,5) and C, ~ Beta(10,b) (left), where larger b
indicates smaller costs; C, ~ U[0, 1], C, ~ U[O0,c] (right).

Table 6.3: G, = Caucasian(a, = 0.758), G, = Asian(ap = 0.804), C = EqOpt. The first (resp.
second) row corresponds to case 1 (resp. case 2) in Theorem 25.

uptu- Gy Ca Cp Ua @) U85 Up@™  UpE)

1:4 0.8 Beta(10,10) Beta(10,10) -0.190 -0.189  0.024  0.034
1:3.1 0.756 Beta(10,1) Beta(10,10) 0.396  0.397  0.181 0.201

It illustrates two cases corresponding to cases 1 and 2 in Theorem 25, and Ua(@\ac) > Ua(ggN),
Ub(’HE) > Ub@jN) hold in both cases, i.e., (@E,@E) satisfies fairness and attains higher utility than
(0N, HEN).

Lastly, we examine how fairness intervention acts as incentives for manipulation. Manipulation
probabilities p2(8YY), pO(g; “°P%), and p2(#°%) are compared under different manipulation costs in
Figures 6.13 and 6.14. In Figure 6.13, groups have the same manipulation costs C, = C;, ~ Beta(a, b)
while in Figure 6.14, C, ~ U[0,c,] and Cp ~ U[0, ¢cp] are different; u_ = u, in both cases. Black, red
and blue surfaces indicate the manipulation probabilities p)(6y) under (65" ,67™), (HﬁqOPt,ngopt) and
(27, 67) policies as manipulation costs change. It shows that fairness intervention can incentivize
both groups to manipulate (Figure 6.13a), and that EqOpt and DP may have contrarian impact
(Figure 6.13b). Moreover, when there is a significant gap in the two groups’ manipulation costs,
fairness intervention incentivizes the group with a low manipulation cost while disincentivizing the

group with a high manipulation cost (Figure 6.14).
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Figure 6.13: Manipulation probabilities under strategic (fair) policy: C, = Cp ~ Beta(a,b), a € [1,15],

be[l,15].
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Figure 6.14: Manipulation probabilities under strategic (fair) policy: Cs ~ U[0,c4], s = a,b, ¢, €
[0.2,2], cp €[0.2,2].
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CHAPTER 7

Conclusion

7.1 Thesis Summary

As machine learning techniques are increasingly used in domains involving human. It is critical to
understand the societal implications of ML systems, and build and use ML systems responsibly.
Toward this end, we studied two important issues, privacy and fairness, in this thesis and investigated

the following questions.

(1) When individuals’ data are used for building the computational system, how to accomplish
the computational goals without violating individual privacy.

(2) When ML systems are used to make decisions about individuals from multiple demographic
groups, how do they interact with each other? What are the (long-term) impacts of fairness

interventions?

Specifically, we studied (1) in the first part of the thesis. We adopted differential privacy as notion
of privacy and developed a number of randomized algorithms for two types of computations:
distributed learning and sequential computations. Because the same/correlated data is repeatedly
used during these computations, balancing the trade-off between outcome accuracy and individual
privacy is challenging. It was shown that our algorithms can achieve a higher accuracy than the
existing algorithms under the same privacy guarantee. These algorithms are developed based on
two ideas to improve this privacy-accuracy tradeoff: (a) reuse intermediate computations to reduce
the total information leakage so that less noise is needed to guarantee a certain level of privacy, and
(b) improve algorithmic robustness so that more noise can be accommodated to enhance privacy

without jeopardizing too much accuracy.
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In the second part of the thesis, we investigated problem (2) by studying fairness problems with
human in feedback loops. We constructed three types of dynamics to capture the interplay between
individuals and ML systems: (a) participation dynamics: ML decisions affect individuals’ retention
in the system which further affects the group representations in future dataset. (b) qualification
dynamics: ML decisions affect individuals’ qualifications in the system which further affects the
rate of positive class in future dataset. (c) strategic dynamics: individuals by knowing how decisions
are made given input can manipulate their features strategically which affects ML system given
decision maker being aware of such manipulative behavior. Under each dynamics, we conducted
equilibrium analysis to understand the impacts ML system and individuals each have on the other,
and explored the role of fairness interventions by studying how these equilibria are affected when a
certain fairness constraint is imposed in ML systems.

Specifically, when studying participation and qualification dynamics, we show that fairness
intervention that intends to protect the disadvantaged group may actually cause harm to the disad-
vantaged group by exacerbating the group disparity, i.e., the disparity in group qualifications (under
qualification dynamics) and disparity in group representations (under participation dynamics), in
the long run. We identified conditions under which such worsening of fairness may happen and
proposed potential mitigating solutions: for participation dynamics, we formulated an optimization
problem for finding a proper fairness notion that can sustain group representations over time; for
qualification dynamics, we suggested policy/transition interventions that can either lead to a more
equitable equilibrium or improve qualifications of both groups in the long run.

For strategic dynamics where individuals strategically manipulate features, we examined the
impacts of decision maker’s awareness of strategic manipulation and impacts of fairness interven-
tions. We identified conditions under which being aware of strategic manipulation can improve
or worsen the fairness, and conditions under which fairness interventions can serve as incentives
or disincentives for strategic manipulation. When decision maker lacks awareness to anticipate
manipulative behavior, we identified conditions under which decision maker also benefits from the
fairness interventions.

The societal implications of these quantitative results are as follows. Firstly, our results may
help policymakers (e.g., companies, banks, governments, etc.) in their decision making process by
highlighting the potential pitfalls of commonly used static fairness criteria and providing guidance
on how to design effective interventions (e.g., based on Chapter 5, giving community support

to social groups to increase their transitions and long-term qualifications) that can avoid such
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unintended consequences and result in positive long-term societal impacts. Secondly, our results
may be useful to research in fields outside of the computer science community. For example, the
experiments in Chapter 5 have shown consistent findings with literature in social sciences [52,119].
Although these empirical results are obtained using simulated dynamics due to a lack of real datasets,
they may provide insights and theoretical supports for research in other fields. Lastly, while this
work is limited to binary decisions, the main take-away can be applied in other applications such
as computer vision, natural language processing, etc., using more complicated classifiers such as
DNN. We hope that our work will encourage researchers in these domains to similarly consider
discrimination risks when developing techniques, and raise awareness that static fairness constraint
may not suffice and long-term fairness cannot be designed in a vacuum without considering the
human element. We thus emphasize the importance of performing real-time measurements and

developing proper fair classifiers from dynamic datasets.

7.2 Limitations & Future Directions

We also want to point out the limitations and the potential extensions.

For the studies on private distributed learning, we proposed R-ADMM to improve tradeoff
between individual privacy and accuracy. Note that R-ADMM violates monotonicity property of
ADMM because of the linearized approximation introduced in even iterations. It is worthwhile
to study the impact of linearization and analyse the convergence rate of R-ADMM. Although
experiments on real-world data showed that the fluctuation (non-monotonicity) of R-ADMM
induced by linearization decreases over time, and the convergence rates between R-ADMM and
original ADMM were compared empirically, a theoretical explanation is needed to better understand
R-ADMM. As such, one potential future direction is to conduct robust analysis and theoretically
prove the fluctuation converges to 0.

For the studies on fairness with human in feedback loops, some limitations and extensions
are as follows. Firstly, we partitioned the entire population based on a single binary demographic
attribute and considered two demographic groups in our work. This cannot adequately capture
the heterogeneity of the population, and there can be multiple non-binary demographic attributes.
Secondly, the dynamics we formulated are simplified models. The individual behaviors in real-world
are much more complicated and can vary across individuals from the same demographic group.

For instance, in qualification dynamics, we use a set of transitions to capture individuals’ abilities
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to improve/maintain future qualifications, and our analysis and conclusions rely on this set of
values; in strategic dynamics, we assumed individuals are fully rational who always take actions
that maximize its own utility and there is a constraint on manipulation cost. The experiments are
also conducted on uniform/beta distributed cost. However, in practice, quantities of transitions and
manipulation costs can be extremely hard to measure due to the complexity of human behaviors
and environmental factors. Thirdly, we considered the case where individuals’ labels/qualification
states are binary while in many applications qualification is continuous on a spectrum. As a result,
transitions in qualification dynamics can not be captured by four quantifies and all individuals
(not only the unqualified ones) may have an incentive to manipulate under strategic dynamics.
Fourthly, our results indeed are sensitive to the models and depends on certain assumptions. For
example, as discussed in Section 5.7, the change in transition types or feature distributions could
lead to significant change in consequences. Moreover, Chapter 5 separately studies two scenarios
that causes natural inequality, i.e., either transitions or feature distributions are demographic-
variant. However, in practice it’s likely that both are demographic-variant. This can complicates the
dynamical model significantly and adds more uncertainty. It is not clear how our results are robust
to the perturbation in dynamics. Lastly, due to the lack of dynamic datasets, our experiments are
performed over static real-world datasets with simulated dynamics.

Some extensions to tackle the aforementioned limitations are as follows. One potential direction
is to extend models from binary qualifications/demographic groups to non-binary cases. For
strategic dynamics, it is worthwhile to study a more generalized scenario where all individuals have
incentives to manipulate, and consider partially rational individuals who instead of taking actions
that maximize their utilities take sub-optimal actions. Another extension is to conduct sensitivity
analysis to understand the robustness of our results.

In addition to the extensions of current studies, there are several long-term future directions.

The Intersection Between Privacy and Fairness in ML. In this thesis, we studied privacy and
fairness issues separately. Indeed, there is a strong connection between them. It is interesting to
study the impact of one on the other (e.g., whether achieving privacy helps improve fairness and
vice versa) [88]. On the other hand, sometimes achieving one societal constraint may add difficulties
to satisfy another. For instance, it becomes more difficult to develop fair ML models when protected
attributes (e.g., race, gender) are private and unobservable. Building upon the relations between

privacy and fairness, we will also develop ML systems that simultaneously satisfy both.
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Learning Human Behavioral Models. The second part of this thesis has highlighted the im-
portance of understanding human behaviors in building ML systems. As mentioned, three types
of dynamics studied in the thesis are simplified models, it is critical to learn interpretable human
behavioral models using ML techniques via empirical studies. One potential future direction is
to develop online crowdsourcing platforms or survey sites to collect dynamic data from people
and then use ML algorithms to train a human behavioral model. Such a model is essential for
building ML systems with long-term social benefits. It may help advance ML research towards a
more interpretable domain and open up the possibility of understanding the causal relationships of

human-generated data.

Ethical Issues From Multiple Disciplinary Perspectives. Ethical issue such as fairness or pri-
vacy itself is complicated and controversial. It is critical to consider them from multiple disciplinary
perspectives such as economics, social sciences, law, etc. For example, there is no universal notion
of fairness and the proper notions are context dependent. Finding the proper notions that best
capture human perception, especially in dynamic environment, and notions that aligned with law

and policies is critical for building ML system with social benefits.
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APPENDIX A

Private ADMM-Based Distributed Algorithms

A.1 Proof of Simplifying ADMM [45]
By KKT condition of (2.5), there is:
0= /lf’j(t) - /l?j(t) +nQw;j(t+ 1) = fi(t+ 1) = fi(t+ 1))

Implies:

1 1
wij(t+1) = z_n(/lfj(t)—afj(z))+ SUe+ D+ fie+1) (A.1)

Plug (A.1) into (2.6)(2.7):

1

Ai+1) = 5ul.“j(z) + 0,0+ g( fit+1) = fi(t+1)) (A.2)
1

Aﬁ’j(H )= 5uﬁ?j(z) + A1) + g( fit+ 1) = fi(t+ 1)) (A.3)

If initialize /1?].(0) = /lfj(O) to be zero vectors for all node pairs (i, j), (A.2)(A.3) imply that
A0 = A2(1) and A5(1) = =45 (1),k € {a, b} will hold for all £. (A.1) becomes:

1
wij(t+1) = E(fi(H_ D+ fi(z+1)) (A4)

Let 4;;(r) = /l?j(t) = /lf?j(t), (2.6)(2.7) can be simplified as:

Aij(t+1) :/lij(t)+g(f,-(t+1)—fj(t+1)) (A.S)
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Plug (A.4) into the augmented Lagrangian (2.3) to simplify it:

N N
Ly fib twij 45D = Y 0 D+ > > (o) (fi— £)
N i=1 N i=1 je¥; (A.6)
1 1
430 20 A= 5O+ OB+ Y, > SO + f(0) - F1B)

i=1 je¥; i=1 je¥;

Since Zﬁl 2jer Aij(Of;= fil 2 jey; 4i(0) fi and 4;(r) = —A;(1), the second term in (A.6) can

be simplified:
N N
DA fi= ) =2) > ) f;

i=1 je¥; i=1 je¥;

The last term can be expressed as:
S 5 Lk +sor-5r = 3 3 2k 5o - i
i=1 je¥; i=1 je¥;
Therefore, (A.6) is simplified as:
N N N
Ly({fi}. twijo A5 = Zl O(fi, D) + 221 ;%m-j(tﬂf,- + Zl jez%mnfi - %(fi(r) +HOMB) (A7)
Define 4;(t) = X jey; 4ij(1). Based on (A.5)(A.7), the original ADMM updates (2.4)-(2.7) are
simplified as:
fitt+ 1) = argmin O(f;. Di) + 200" fi+ n;%nﬁ - %(fi(t) + i)l

A+ 1) = 40+ 2 3" (filt+ D= fit+1)

j€vi
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A.2 Proof of Theorem 1
Subtract (2.20) from (2.27) and (2.21) from (2.28):

VO(f(t+1),Da)) = VO(f*, D) + VD — A(Y (t + 1) - Y*)

A8
+(W(t+ 1) —6(D—-A) f(t+ 1)+ W+ DD +A)(ft+ 1) — F(1) = Oyxa (A8

Y(t+1) =Y()+OVD-A(f(t+ 1) - f*) (A.9)
By convexity of O(f;, D;), for any fl.1 and fl.z, there is:
(! = DT VO(f! . D) - VO(f?. D) 2 0
Let (-,-)r be frobenius inner product of two matrices, there is:
(fa+1)= f*VO(f(t+1),Dai) = VO(f*, Dan))F 2 0
Substitute VO(f(t + 1), Do) — VO(f*, D) from (A.8):

0 < (fat+1D)—F,—VD-AY(t+1)-Y"))r
+H(f(t+ D)= f*,=(W(t+1)=01)(D - A) f(t+ D))
+H(f(t+ D= f*, =W+ 1)(D+A @+ 1) - f())r (A.10)

Consider the right hand side of (A.10). Since D —A is symmetric and PSD, VD —A is also a

symmetric matrix and by (A.9),

(fat+ D)= f*,~VD-A¥Y (@t +1)-Y*)F
(~VD=A(f(t+ 1)~ f),(Y(t+ 1)~ Y*))p
—(é(Y(t+1)—Y(t)),Y(t+1)—Y*>F (A.11)

Rearrange (A.10) and use (D —A) f* = Oyxq

0 > (Zt+1)-Z",J@t+D)Zt+1)-Z@1))r
+Hft+ D=5, (W(t+ 1) =0D(D - Aft+1) = ) (A.12)
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Suppose n;(t) > 6 for all ¢,i, i.e., the diagonal matrix W(z) —6I > O for all . Since D—-A > 0,
whose eigenvalues are all non-negative, the eigenvalues of (W(t+ 1) —6I)(D — A) are thus also
non-negative, i.e., (W(t+1)—6I)(D—A) > 0. Then for the second term of the RHS of (A.12), there
is:

(fa+ D)= Wi+ 1) =DD - A)(ft+1) = f)r =0

Therefore,
Zt+D)-Z",Jt+DZt+1)-Z®)r <0 (A.13)

To simplify the notation, for a matrix X, let || X ||3 =(X,JX)F, then (A.13) can be represented as:

1 . 1 1 .
SN2+ 1) =Z7 1y + 1200+ D= ZOW 1) = 5120 = Z7 1) < O
implies

1Z@+ D)= ZWDN5 0y < —1ZE+ 1) = Z G000, +1Z@) = Z715,
H1Z(t) = Z* Gy~ 112(1) = Z7115, (A.14)

Suppose n;(t+ 1) > n;(¢) for all ¢ and i, i.e., the diagonal matrix W(¢+ 1) — W(z) > O for all .
Since D+ A > 0, implies (W(t+1)-W(@)(D+A) >0. Let U = sup|(ﬁ(t) — k| € R be the finite
upper bound of all nodes i, all iterations ¢ and all components «, tﬁ[é:];

1Z(t) = Z* 5y — 12D = Z713,
= Tr(Z(1)-Z) (J@+1) = JO)NZ(1) - Z"))
= Ti(fO)~ [ W+ D)= WD)D+Af (@O~ )
< U*(llones(N. )l 111 p ) — oSN D3y 1y Do) (A.15)

where ones(N,d) is all one’s matrix of size N Xd. By (A.14)(A.15):

2 w112 112
1Z(t+1) = ZOW5 1) < WZ@ = Z 15 = 112G+ 1) = Z7 5141 (A.16)

+U(lones(N, D)l3y;41)p+4) — 100€SN, DIy 1))
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Sum up (A.16) over ¢ from 0 to +oo leads to:

+00

D NZG+ 1) = ZOIF 1) < IWZ00) = Z715 ) = 12(+00) = Z°I3 o)
=0 (A.17)

+U(llones(N, I3y oo+ ~ l00€SN, D)3y 0 D1 )

Since 1;(t) < +oo, the RHS of (A.17) is finite, implies that lim;, ;. ||[Z( + 1) —Z(t)ll%ml) =0
must hold.
By the definition of Z(¢), J(¢) and ||X ||3 = (X,JX)F, the following must hold
. 2 £r a2
tll)inoo”f(t*' 1) _f(t)”W(t+1)(D+A) =0 (A.18)
tligrn ||Y(t+1)—Y(t)||% =0 (A.19)

(A.19) shows that Y(r) converges to a stationary point Y*, along with (2.28) imply
limy_ 00 VD —Af(t+ 1) = 0. Since Null(VD—-A) =1, f(H— 1) must lie in the subspace spanned by
1 as t — oo. To satisfy (A.18), either of the following two statements must hold:

o limy oo (fE+1) = £(1)) = Onxa
o iMoo W(t+ DD +A) = limyy 00 Wt + DAL +1imy s X it + DV; = Oy

Since n;(¢) > 6 > 0 for all ¢, implies lim;_, ;oo Zf\; it +1)V; > 0. The second statement can never
be true because all elements of A and W(z+ 1) are non-negative. Hence, f (#) should also converge
to a stationary point f*.

Now show that the stationary point (¥, Fyis (Y*, ).

Take limit of both sides of (2.27) (2.28), substitute f 5,Y? yields

VO(f*, D)) + VD —AY* + (W(t+ 1) —01)(D - A) f* = Onxa (A.20)
VD -AFS = Onyg (A.21)

By (A.21), (A.20) turns into:

VO(f*,Day) + VD= AY* = Oyxa (A.22)
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Compare (A.21)(A.22) with (2.20)(2.21) in Lemma 1 and observe that (Y?, fs) satisfies the

optimality condition (2.20)(2.21) and is thus the optimal point. Therefore, f() converges to f* and
Y(#) converges to Y*.

A.3 Proof of Theorem 2

According to the Assumption 3 that O(f;, D;) is strongly convex and has Lipschitz continues
gradients for all i € .4/, define diagonal matrices D,, = diag([m;ma;--- ;my]) € RN*N and Dy, =
diag([M3; M3;--- ;M%) € RNV (2.30) yield:

(' = F2VOF , D) = VOS2, Da))r = (f* = 2, Dn(f* = ) (A.23)
IVO(F', Dan) = VO, Dudllz < (f' = 72, Du(F' = ) r (A.24)

Since for any ¢ > 1 and any matrices C1, C; with the same dimensions, there is:
7
ICy + Callg < plIC1ll7- + ﬁnczn%

From (A.8), there is:

IA

IND=A(Y(t+ 1))=Y} < plIVO(f(t+1),Da) — VO(F*, Dan)
+W(t+ DD +A)F(t+1) - fFO)IF
+/%||<W<r+ 1) =6I(D-A)f(t+ DI
ﬂz
u—1

+HP|W(t+ DD +A)F+ 1) = Fe)llz

+l%”(W(H 1) —91)(D—A)f(t+ 1)||12p (A.25)

IA

IVO(f(t+ 1), Dait) = VO(F*, Dap)|I>

Let o min(+), 0'max(+) denote the smallest nonzero singular value and the largest singular value of
a matrix respectively.
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For any matrices C1, Co, let Cy = UZVT be SVD of Cj, there is:

ICICallE < Tmax(COICIIg

Tmin(CDAC2I% < IC1C2l1% < Tmax(C1)ICall%

Denote
Omax(t+ 1) = omax(W(t + 1) —01)(D — A))

Omin(t+1) = omin(W(t+ 1) - 01)(D - A))
Omax(f+1) = Omax(W( + 1)(D + A))
Using (A.24) and (D —A)f* =0, (A.25) is turned into:

2

2 2
e D=7,
MO max(f + 1)2
00 min(D —A)(u—1)

1 .
5||Y(t+1)—Y 1% <

ﬂz&max(t +1)
00 min(D —A)

17+ 1) = F Oy yen) + I+ 1) = I

Adding [|f(t+ 1) = f*I3y41)(psa) 2t both sides leads to:

ﬂz&max(t +1)

Zt+1) =273 <—
126+ 1) =250y < o200 =55

£+ 1) = FOWy ety en)

) o (A.26)
HIf @+ D=7 5
S f ﬁw—jsggi‘f\uwum(nm)

Since B

O+ Duomax(t+ 1) (A.27)

00 min(D —A) B

and
5+ 1y ETma DN WDM g 1y Dy A)) < 2W(t+ 1) =01(D-A) 42D, (A28)

00 min(D —A)(u—1)
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It implies from (A.26) that:

8t + DIZ(+ 1) = Z 501

7 IONIY) A P12
W@+ = FOly 1y pray TIFE+D = Fl5was1y-onm-a)+2D,,
1Z(t+ 1) = ZOWG 1) + 17+ D = P15 wisv-ono-are20,, (A.29)

IA

IA

Substituting ! with f(z+1) and f* with f* and the gradient difference from (A.8) in (A.23)

leads to:

(ft+ D)= fFFAND-AXYE+1) =Y N+ (ft+ 1) = f* W+ 1)(D+A)f(t+ 1) = f())F
+Hf(t+ D=, (W(t+ 1) —0D(D - A) ft+ 1))p < ~(f(t+ 1) = F*, Dp(Ft+ 1) = )

Similar to the proof of Theorem 1, using the definition of Z(¢+ 1), Z*, J(t+ 1) and (D — A) f =0,

there is:

1Z(t+ 1) = Z*15 oy < =12+ 1) = ZOI 1
+|Z(1) - Z*||3(z+1) ~lIfe+1)- f*”%Dm+2(W(z+1)—91)(D—A) (A.30)

Sum up (A.29) and (A.30) gives:
(A +06+ DZE+ 1) = Z 541y S NZO = Z 11

Let m, = min;c 4 {m;}, Mp = max,c_»{M;}. One 6(¢ + 1) that satisfies (B.5) and (A.28) could be:

. O min(D—A) 2my + 20 min( + 1)

min{ ,
PO max (t+ 1) 12 MY +ud max (14+1)?
00 min(D—A)(u—1)

}

+0max(t+1)

A.4 Proof of Theorem 3

By convexity of O(fi,Dy), (f — AT (VO(f!,D;) = VO(f?,Dy)) > 0 holds ¥ f, f7. Let (-,-)r be

frobenius inner product of two matrices, there is:

(ft+1)= f*,VO(f(t+1),Dar) = VO(f*, Da))F = 0

141



According to (2.42)(2.22) and (2.43), substitute VO( f(t +1),Da) — VO( f *,Dyy) and add an extra
term W(t+ 1)(D +A)D(t) " (VO(f*, D) + 2A*) = Onxq, implies Eqn. (A.31).

(fa+1)=F*, =W+ 1)(D+A)D@) (VO (1), Da) = VO(f*, Dar))
+ I+ W@+ D)(D+A)D0O) H2A* -2A(1+1))
+ Wi+ D(D+AD®O)'QAGE+1)-2A0) - W(t+ 1)(D+A)(f(r+ 1) - f(1)
— W@+ 1)(D+A)D "Wt (D-A)Ff@))>0. (A.31)

To simplify the notation, for a matrix X, let || X ||3 =(X,JX)r and (X)* be the pseudo inverse of
X. Define:

Gi(t+1) = W+ 1)(D+A)D@) 'Wi(D-A):
Gyt+1) = (Wit+1)(D-A) -I+W(t+1)(D+A)DD™) .

Use (2.43)(2.23) and the fact that (A, JB)r = (JT A, B)F, we have

(Fa+1)= f*,W@t+1)(D+A)DE) QA +1) - 2A@)) (A.32)
—W(t+1)(D+A)D@E) ' WH(D - A)f 1))y
= (fat+ )= f* W+ (D +A)DO' WD -A(ft+ 1) - FO))p
+{(f(t+ D)= F* W+ 1)(D+A)D@) " (Wt +1) = WD -AFE+1)— )
= IR D= I oy + 51 D= FOI gy~ 51O~ IR, o
+(ft+ D= 5, W+ 1D +A)DE) ™ (W(t+1) - WOND - A)(ft+ 1) = f)p ;

and

(fe+ D)=, (I+ W+ 1)(D+AD0) QA = 2A(¢ + 1))
= ((W(t+1)(D-A)T QA+ 1) -2A()),
(I+W(t+1)(D+A)D@E) QA" = 2A@+ 1))
1 1 1
= Fl2A"- 2ANG 41~ FIRAT=2A(+ Dlig et FI2AG+ D - NG
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and

(f+1)=f*, =W+ DD +Aft+ 1D - f@)r

1 A A 2 1 A A 2
= Ellf(t)_f ||W(t+1)(D+A)_§”f(t+1)_f ”W(t+1)(D+A)

1 4 A
=IO = 7+ Dl 1) - (A.33)

Let VX denote the square root of a symmetric positive semi-definite (PSD) matrix X that is also
symmetric PSD. Eqn. (A.34) holds,

(Ft+1)=f*, =W+ DD+ DO (VOF (1), Dait) = VOf*, D)) ¢ (A.34)
e+ D)= f@o + fo) - f*,-W(t+ DD+ AD® ™ (VO (), D) = VOF*, Dan)))

(F() = Ft+ 1), W(t+ 1)(D+A)D@) " (VOF(©), Dan) = VO(F*, Dan)))

(W(t+1)(D+ A)x/@ (f(@) = fa+ 1)),/ D@ (YOS (1), Datr) = VOF*, Dat)))F -

IA

where the inequality uses the facts that O(f;, D;) is convex for all i and that the matrix W(¢ +
1)(D+A)D(#)~! is positive definite.
According to (2.34) in Assumption 4, define the matrix Dy, = diag([M%; Mg; .. ;M12v]) e RVXN,
it implies
INO(F", Dar) = VO, Dan)7: < (F' = 2. Dua(f* = F))r

Since (A, B)r < 1l|Al1% + £||BI|2 holds for any L > 0, there is:

1 _ o o
(A34) < Z||W(t+ (D +A)DO () - ft+ D)l
L - A A A A
+Z” Dty "\ (VO(f(t), Dan) - VO(F*, Dan)II7 (A.35)
PP N
< Z||(f(t)_f(t+ 1))||%}V(l‘+l)(D+A)D(l‘)_1W(l+1)(D+A)+m”‘f _f(t)HZDM

where o max(+), omin(-) denote the largest and smallest singular value of a matrix respectively.

Since for any ¢ > 1 and any matrices Cy, C», J with the same dimensions, there is ||C] + CHll3 <
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pIC1IE + £ ICo3. which implies:

If* = foll,, =If* - fa+ D+ fe+ D)= fOlp,
<ullf* = fae+ VIR, + ﬁufm D=0l

Plug into (A.35) and use (2.43)(2.23) gives Eqn. (A.36).

(A.34)

IA

| A 2 2
IO =+ Iy 1y patyboy w1 D)

PV fr— f 2 Ko P2
+40'min(b(t))(lu”f f(t+1)||DM+’u_1||f(t+1) fon,)

| 7 2
= SIGF@O-f+ D) -
2 %W(I+l)(D+A)D([)_l W(I+1)(D+A)+ mDM

1 A
+=|2A@t+ 1) - 2A0)| 36
2|| ( ) ( )”%m;fzm)) (W@+1)(D-A)*)2Dy ( :

Combine (A.32)(A.33)(A.33)(A.36), (A.31) becomes Eqn. (A.37).

1 A A
SIF@ = F+ Dlliyssar-cra1y (A.37)

L 4 A
=3I @ = e+ DS L

2 (1)1 R 7 S
FW(t+1)(D+A)D(6)~ W(t+1)(D+A)+ o DOGD) Dy

1 1
+§||2A(t+ 1)- 2A(t)||é2([+1) - §||2A(t +1)=2A®0)| L

2D_min(D(l‘)) (W(r+ 1)(D_A))+)2DM

IA

1, 4 o~ | 1,
S+ D = FU a1y = SO = UG 1y + 1287 = 280G 011

1 1 4 o 1 . A
=5IRA" = 2AG+ DG,y + SO = F s visay = M+ D= P lyyen
+Hft+ 1) = 5 W+ 1)(D+A)DO ™ (Wt +1) - WD - A)(f(t+1) - f))p
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Suppose the following two conditions hold for all # under some constants L > 0 and p > 1:

. -1 L:u _ + .
@ I+W@E+1)(D+A)D(2) > —ZJmin(D(t))(W(H 1)YD—-A))"Dy ;

@) We+1)(D+A) > W(t+1)(D+A)E(t)_l(W(t)(D—A)
Lu D
20 min(D(@)) (1~ 1)

Substitute G{(¢+ 1) and G(¢ + 1), define R{(#+ 1) and R>(¢+ 1) as (A.38)(A.39). By conditions
(i)(ii), both R1(#+ 1) and Ry(z + 1) are positive definite.

2
+ZWU+1XD+A»+ M-

Rit+1) = WiE+DH(D+A)-Gi(t+1)- %W(t+ 1)(D+A)D(t)‘1W(t+ D(D+A)
Ly
- — Dy > Oyxn ; A.38
20 minDOYu—1) (A-39)
_ _L—:u _ +\2
Ry(t+1) = 2Umin(D(I))((W(t+l)(D AN Dy +Go(t+1) > Oy - (A.39)
Eqgn. (A.37) becomes Eqn. (A.40).
1 4 o 1
SIf@O - f+ DI, 1)+ SIRAC+ 1) - 2Az, 1) (A.40)
1 4 A 1 4 A 1
< S+ D= FUG 0oy = SO = PG ) + 5 12A" = 2801G 011

1 1 . N 1 4 ~
=5 I2A" = 2AG+ DGy + SO = F iy vieny = M+ D= F lyyoen
H @+ 1) = X, W+ 1)(D+A)D@0) " (W(t+ 1) - WOND - A)(f(t+ 1) = )

Since W(t+ 1), W(¢) and D(¢) are all diagonal matrices of the same size, define new diagonal

matrix D[ (¢ + 1) with D" (1 + 1); = %, then G (¢ + 1) can be rewritten as:

Gi(t+1) = D' (t+ 1)(D + A)(D - A).
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Consider

1 A /\* 1 A A* 1 A /\* 1 A /\*
S+ D= F 1 0y = WO = F U gary = I+ D= F1G 1) = IO = FG,

1, 4 ) LA /)2
O =1 lG, 0 = WO = FNG ey

If 7:(z + 1) > ni(9), ¥1,i, then DY"(¢+ 1); > D1"(0);;. Therefore, G1(1+ 1) —G1(r) = 0. Let
U1 = sup|(fi(t) = £kl € R be the finite upper bound over all components k, all nodes i and all

itk
iterations ¢, then

| A A 1 4 A 1 A A A A

SO =716, = O =G,y = 3O =G0 =Gre+ )0 - )
1

5 UTUMxallg, 1) = Mvsallg, )

IA

where 1yyy is the matrix of size N by d with 1 on all the entries. Therefore,
1 2 P2 1 2 /12 | P P2 | P Px2
E”f(l+1)_f ||G1(t+1)_§”f(l)_f ||G1(t+1) < 5||f(t+1)_f ”GI(H—I)_E”f(t)_f ”Gl(l)

1
+§Uf(||1Nxd||é, oty ~ IMnxallg, )

Similarly, (W(t+1)—W())(D+A) > 0 holds if n;(t+ 1) > n;(¢), Vt,i, and the following holds.

L A P02 l 2 P2

E”f(t) _f ”W(t+1)(D+A) - EHf(t"‘ 1) _f ”W(t+1)(D+A)
£ i l - Fx

< SO = Wvpea = 1+ D= Bynpra

| =

1 2 2 2
+§U1 (||1N><d||W(z+1)(D+A) - ||1N><d”W(t)(D+A))

Similarly, if 5;(z + 1) > 1;(2), V1,1, Go(1) = Ga(t + 1) = 0. Let Uy = sup|(4;(2) — A7)¢| € R be the
itk
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finite upper bound over all components k, all nodes i and all iterations ¢, there is:

1 * 2 1 * 2
5||2A —2A(t)||G2(,+1)—§||2A —2A0+ DG, 41y

| . |
< 3l2A —2A(t)||é2(,)—§||2A —2A(t+ DIIG, 41

+ 3 U§(||1Nxd||%;2(;) - ||1N><d||%;2(z+1))

If ni(t+ 1) = ni(t), Vt,i, let Omax = m[aXO'maX(W(t + 1)(D+A)D(1)"1(D - A)), then there is:

(fe+1)=f* W(t+1)(D+ADO - (W(t+1) - WOND - AFE+1) = F)p

< Tmax U7 (Mvsallfye ) = Mvxalliyy)

Sum up (A.40) over ¢ from 0 to +oo leads to:

(o]

D FO = £+ DIF oy +IRAGCH+D) = 2A0F 1)
t=0

1O = F iy oy = 100 = F ooy + 11 (+00) = FIG, (o)
~I£©0) = F¥IIg;, o) + 2" =200y — 124" = 2A(+00)|[E o0

IA

+U LM xallg, (o0 = MnxdllEs o) + U Nl s ooy pe ) = Mvallfyoypea))

+U3 (1 nxdllGs 0) = IMNxdlGyooy) + 2T max UT (Ml ooy = Mnxalliy) (A4

The RHS of (A.41) is finite, implies that lim,_m{llf(t) —f(t+ 1)”12e,(t+1) +|2A(t+1) —2A(t)||1232([+1)} =
0. Since Ri(t+ 1), Ry(t + 1) are not unique, by (A.38)(A.39), it requires lim,, || f(¥) — f(t +
1)||§1(t+1) =0 and lim;_, |[[2A(t+ 1) — 2A(t)||12€2(t+1) = 0 should hold for all possible Ry(t+ 1), Ry(t +
1). Therefore, lim;—oo(f(#) — f(t+ 1)) = Oyxq and lim;— o (2A( + 1) — 2A(t)) = Onxq should hold.
( f (1), A(t)) converges to the stationary point ( f ¥,A*). Now show that the stationary point ( f S A%) s
the optimal point (f*, A*).

Take the limit of both sides of (2.42)(2.43) yield:

I+ W+ 1D)(D+A)DD)™ - (VOf*, Day) + 2A°%) = Onxa ; (A.42)
(D—A)f* = Onxa - (A.43)
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Since I+ W(t+ 1)(D+A)D@)™" > Oyxn, to satisfy (A.42), VO(fs,Dall) +2A% = Oyxg must hold.
Compare with (2.22)(2.23) in Lemma 1 and observe that ( f ¥, %) satisfies the optimality condition
and is thus the optimal point. Therefore, ( f (1), A(t)) converges to ( f L AY).

A.5 Proof of Theorem 4

In the following proof, use the uppercase letters and lowercase letters to denote random variables
and the corresponding realizations.

Since the modified ADMM is randomized, denote F;(¢) as the random variable of the result that
node i broadcasts in ¢-th iteration, of which the realization is fi(¢). Define F(t) = {F i(t)}f\; , Whose
realization is { i(D}Y .

Let FF(0.(-) be the joint probability distribution of F(0: 1) = {F (r)}’r —0° and Fr()(-) be the
distribution of F'(¢), by chain rule:

FronAfOY_) = Fror-n{f YD) - Fray (DN = -+

T
= Zro(fO)- [ | ZroFOIFOYY

=1

For two neighboring datasets Dy and D,y of the network, the ratio of joint probabilities is given by:

Fron WO _olDan) — Fro)(fOWDar) 17 FF0FONFON o Dan)
Zron{fOY_olDa) — Fro)(fONDan) 1| Froy(FORFEYZY Dan)

(A.44)

Since f;(0) is randomly selected for all i, which is independent of dataset, there is
Fr0)(fO)NDan) = Zr©)(fO)Dan).
First only consider #-th iteration, since the primal variable is updated according to (2.47), by

KKT optimality condition, VL™ (1)| 5= sy = 0, implies:

BA
C 1
(0 = - = DL LR = s (LRG0 + 24,0 1)
L =1

2ni(1)V; 2ni(H)Vi N

1 (A.45)
5 > @AO-fie=D = fit=1)

' jeY;
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Given { f;(r)}'- o 0, Fi(t) and E;(¢) will be bijective:

* For any F(t) with the realization f;(f), 4 an unique E;(f) = €(¢) having the form of (A.45)
such that the KKT condition holds.

* Since the Lagrangian Lf riv(t) is strictly convex (by Assumption 4,5), its minimizer is unique,
implies that for any E;(¢) with the realization €;(¢), 3 an unique F;(¢) = fi(¢) such that the KKT

condition holds.

Since each node i generates ¢;(¢) independently, fi(¢) is also independent from each other. Let
FF,1)(+) be the distribution of F;(t), there is:

Fro(fORfFNYZ 0, Dair) ﬁ Fr,oORAMNZ0. Dy FroiORM)Z 0-Di) (A46)

Frao(fOWFONDa 1 FroBOWAOY.DY — FraONONL. D)

Since two neighboring datasets D, and Dy only have at most one data point that is different,
the second equality holds is because of the fact that this different data point could only be possessed
by one node, say node i. Then there is D; = lA)~ for j #i.

Given { f;(r)}'- r—O’
dataset D;. Let .Zg,)(-) be the probability density of E;(t), by Jacobian transformation, there i is':

let g,(-,D;) : R — R4 denote the one-to-one mapping from E;(¢) to F;(t) usmg

Fra([(OID) = Frw(er (1), D)) - |detJ (g, (fi(D), D)) (A.47)

where gt‘l( fi(1),D;) is the mapping from F;(t) to E;(¢) using data D; as shown in (A.45) and
J (gt_l( fi(t), D)) is the Jacobian matrix of it.

Without loss of generality, let D; and D; be only different in the first data point, say (xl.l,yl.l) and
(%1,9]) respectively. Then by (A.46)(A.47), (A.44) yields:

(A.48)

ZronAfOY_glDan) 11[ E(&r (fit), Di)) l—lldet(J(g,‘l(ﬁ(t),Di)))l
Fron Vo Dan) 1] Few(& (fi(0,D)) 1| |detd(g; (fi(1), D))

'We believe that there is a critical mistake in [147] and the original paper [24] where the objective perturbation
method was proposed. A wrong mapping is used in both work:

Fr(fiOID) = Frw(gr (i), D) - |detJ (g (f:(), D)™
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Consider the first part, E;(£) ~ exp{—a;(0)|l€ll}, let &(t) = g7 ' (fi(2), D;) and €(t) = g7 (fi(t), D))

11[ Fe (g (fi(1), D)

T T
— — = | |exp(a;()(I&DI - ll&(DI])) < exp( ) ai@®l&@) —e@I)  (A.49)
=1 yEi([)(gt l(ﬁ(t)a Dl)) 1:11 l l l ; l l l
By (A.45), Assumptions 4 and the facts that ||x}||> < 1 (pre-normalization), y; € {+1,-1}.

C
20:(0)V; B;

1&(5) — &(t)l| = Ay L O} T xHx} =31 LG 0T )R] <

ni(t)ViB;

(A.49) can be bounded:

T . )
1—[ iEi(z)(g,_ 1(fz(t),?z)) (Z Cozl(t) (A50)
L Zrw(& (i), D) TOVE;
Consider the second part, the Jacobian matrix J(g; L(fi(0), D)) is:

1 C
200V B;

J(g ' (fir), D)) = Ev2R(fi) -1,

Bi
’7 T
;2 O f) (2T - OV

Let G(1) = 5Syg (L OO EHHGENT - 270! i xHx}(:HT)  and  H() =
~J(g ' (fi(t), Dy)), there is:

|det(J(g; ' (fi(2), D)) _ |det(HQ)|
|det@ (g7 (fi(0), D)) |det(H(t) +G(1))l
1 1

" et + HO Gl T2 L+ HBTGO))

where A;(H (1)"'G(1)) denotes the j-th largest eigenvalue of H (H)"'G(r). Since G(¢) has rank at
most 2, implies H (1)~'G(¢) also has rank at most 2.

Because 6 is determined such that 2¢; < %(% +260V;), and 8 < n;(¢) holds for all node i and
iteration ¢, which implies:

° 1 (A.51)

e vy 2
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By Assumptions 4 and 5, the eigenvalue of H(f) and G () satisty:

P
A(HHO)>——+1>0
HHO) 2 v T
C C
L N H(G@) < <=
2n;(t)ViB; — 2n;(1)V;B;
Implies:
C1 -1 C1
—— <SAH@®TGQ) < =
Bi(& +2mi(1) Vi) Bi(& +2mi(n) V)
By (A.51):
1 » 1
—— < A;(H(t ) <=
5 < J(H() G())_2
Since Ayin(H(#)~'G(1)) > -1, there is:
1 1 1

1+ A (HO-TGO)P ~ At + HO'GD) ~ 11+ Amm(HO TGP
Therefore,
11[ | det(J(g;  (fi(), D)) ﬁ
| Vet "o Dopl ~ L

Ty
&+ 20V
(A.52)
Since for any real number x € [0,0.5], —In(1 — x) < 1.4x. By condition (A.51), (A.52) can be

bounded with a simper expression:

T
———- exp(—Zmn(l -

U +2m(t)V) =1

T T

l—[|det<J<g;1<ﬁ-<t> DI _ exp(Y 2.8¢| P<Z L4Cer |
a Idet(J(gt‘l(fz(t)D)))l B +277,(t)V) HOViB;

(A.53)

Combine (A.50)(A.53), (A.48) can be bounded:

Fron{f () OlDall) exp Z( 1.4Ccy N Cai(t) :exp(ZT:

(1.4cq + (1))
Fron{fY OlDall) ni(OViBi - ni()ViB; = ni(D)ViB,

151



Therefore, the total privacy loss during 7 iterations can be bounded by any £:

T

C
B> mgg;{;] v, e i)

A.6 Proof of Lemma 2

Consider the private MR-ADMM up to 2k-th iteration. In (2k — 1)-th iteration, the primal variable is
updated via (2.47), By KKT condition:

VO(f:(2k—1),D) + &2k — 1) = —22,2k - 2)
—n:(2k—1) Z(z fiQk=1) = fi(2k=2) - fi(2k —2)) (A.54)

jeti
Given { f,-(t)}?i | for 1 <2k-2, {4;(2k - 2)}51 , are also given. RHS of (A.54) can be calculated
completely after releasing {fi(k — 1)}5‘; \» 1.e., the information of VO(f;i(2k— 1), D;) + €(2k— 1) is

completely released during (2k — 1)-th iteration. Suppose the private MR-ADMM satisfies So—1-
differential privacy during (2k — 1) iterations, then in (2k)-th iterations, by (2.48):

fiRk) = fi2k—1)- (VO(fi(2k—1),D;) + €2k — 1) + 2,2k — 1)
2nVity

+1i(2k—1) Z(fi(Zk - D= fi2k=-1))}

et

which is a deterministic mapping taking the outputs from (2k — 1)-th iteration as input. Because
the differential privacy is immune to post-processing [37], releasing { ﬁ(Zk)}fi ; doesn’t increase the

privacy loss, i.e., the total privacy loss up to (2k)-th iteration can still be bounded by Boy—1.

A.7 Proof of Theorem 5

Use the uppercase letters X and lowercase letters x to denote random variables and the corresponding
realizations, and use .#x(-) to denote its probability distribution.

For two neighboring datasets D,;; and D,y of the network, by Lemma 2, the total privacy loss is
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only contributed by odd iterations. Thus, the ratio of joint probabilities (privacy loss) is given by:

Zroa(f O o KIDa) _ Fro)(fOIDa) K Frei-n(f =D Dan)
Tr2k)UF OV KIDa) — Fro)(fOIDan) * k=1 Frou1y(fFk=DIF 2 Dan)

(A.55)

Since f;(0) is randomly selected for all 7, which is independent of dataset, there is .7 r)(f(0)|Day) =
Fro)(f (0)|Dy). First only consider (2k — 1)-th iteration, since the primal variable is updated
according to (2.47), by KKT optimality condition:

€2k-1) = =-VO(fi(2k—1),D;)—21;2k-2)
-2k - 1)2(2]3(2]{— D) - fi(Qk=2) - fi(2k-2)) (A.56)
j€vi

Given {f(r)}?,2, Fi(2k—1) and E;(2k— 1) will be bijective Yi, there is:

Frae-n(fCk=DIfOXEDa) & Frei-1 (k= DAY D)
Frai-n(f@k=DUF O Da) B Fry @,k = DIf)2,Dy)
_ Frae-n(filk- DIf(rY,2. Do)

T k-1l 2k = DILf(0R52, D)

(A.57)

Since two neighboring datasets D, and Dy only have at most one data point that is different, the
second equality holds is because of the fact that this different data point could only be possessed by
one node, say node i. Then there is D; = Dj for j #i.

Given {f(r)}*2, let g(-,D;) : R - R denote the one-to-one mapping from E;(2k — 1)
to Fi(2k — 1) using dataset D;. By Jacobian transformation, there is Fr,k-1)(fi(2k — 1)|D;) =
FEok-1)(8;  (fi(2k—1),D))) - |det(I(g; ' (fi(2k — 1), Di)))| , where g; ' (fi(2k—1),D;) is the mapping
from F;(2k—1) to E;(2k— 1) using data D; as shown in (A.56) and J(g;](fi(Zk— 1),D;)) is the
Jacobian matrix of it. Then (A.55) yields:

Zro260UFON LI Dan) _ & T k-1)(8;  (fi(2k—=1).D))) M« | det(J(g; ' (fi(2k—1),D;))|
Fro26) AFOYE 1D ) k=1 Zp.or-1)(g; ' (fi2k=1),Dp) * k=1 |det(J(g ' (fi(2k=1),D)))|

(A.58)

Consider the first part, E;(2k—1) ~ exp{—a;(k)||€l|}, let €2k —1) = glzl(fi(Zk— 1),D;) and €2k—1) =
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g (fi2k—1),D)

K Fpoien(g (i2k=1).D)) &
Hﬁ - Dékl(;(zk oy = | ek bi-lak-nm)
i1 ZE-1)(g (i k=1

IA

K
eXP(Z ai(k)l|&2k = 1) — €2k = D)) (A.59)
k=1

Without loss of generality, let D; and D; be only different in the first data point, say (x} ,yl.l) and
(fcl.l, 571.1) respectively. By (A.56), Assumptions 4 and the facts that ||x?||2 <1 (pre-normalization),
yief{+l,-1}

&2k — 1) - €2k — DIl = [IVO(f;(2k — 1), D;) = VO(fi(2k — 1), Dy)|| < % (A.60)
(A.59) can be bounded:
ﬁﬁ,@k D8 (fi2k=1).Dp) izcg,(m (A6D)
i1 ZEi-n(g (fi2k=1), Dy = '
Consider the second part, the Jacobian matrix J (g,;l( fi(2k—1),Dy)) is:
c
S " Fk — DT X (T
g (fi2k=1).Dp) = Bl.;f O fi2k = 1) 2 ()

—%VZR(f,-(ﬂc -1)-2n7,2k-1)Vi1,

Define
Gl = (LG ACk= DDA -2 6LAk= 1 xhal DT

H(k) ~J(g; ' (fi”k=1),Dy) .
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There is:

|det(J(g ' (fi2k— 1,0 |deHK)| 1
|det((g; ' (fi(2k— 1), D))  |det(H(k)+G(k)| | det(I + H(k)'G(k))|
1

- (A.62)
T2 (L + ,(H(K) T G(R))|

where A ;(H (k)~'G(k)) denotes the j-th largest eigenvalue of H(k)"'G(k). Since G(k) has rank
at most 2, H(k)~'G(k) also has rank at most 2. By Assumptions 4 and 5, the eigenvalue of H(k) and
G(k) satisfy

A(HK)) > % + 22k - 1)V >0

C6‘1 C01
——— < 4i(G(k)) < .
5 SuG0) <

1

Implies

-5 Cl < LHK)'GK) <
(& +2mi2k-1)V))

1
Bi& v omk-1)Vy)

Since 2¢y < %(% +2n;(1)V;) and n;(2k — 1) < n;(2k+ 1) for all k, 2¢| < %(% +2n;2k—-1)V;)
holds. It implies the following,

1 . 1
=5 SAHB Gk < 3.

Since Anin(H(k)"'G(k)) > —1, there is

1 1 1
1+ Amax (H (k)" G(K))I? = |det( + H(k)~'G(k))| < 1+ Amin(H(K) ' GR)I* -
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Therefore,

151|det<J<g,;1<ﬁ<2k—1>,D,~))>| 3 ﬁ 1
k=1 |det(J(g];1(fl(2k_1),Dl)))| B k=1 | - Bf(ﬁ 2;22]( l)V)|2
K
1
= exp(— ) 2In(1- ) (A.63)
kzz; B2 +2mi(2k - 1))

Since for any real number x € [0,0.5], —In(1 — x) < 1.4x. (A.63) can be bounded with a simper

expression:
K |d “1(f2k-1),D; K
| et(J(g,il(f( ), )))I Z . 2.8¢1 (A64)
e ldet@(g, " (fi(Zk— 1), D)))I = 25 +2ni(2k - INAE
Combine (A.61)(A.64), (A.58) can be bounded:
T i, 2K D
Fro26){f(NED all) (Z 1.4¢; ). (A65)

Fro26({f (1)} ,_OIDazz) B ( N +20i2k—=1)Vy)

Therefore, the total privacy loss during 7 iterations can be bounded by any £:

&ac 1.4
p=max( > = Ltk

er B G+ 2ni2k=1)Vy)

A.8 Proof of Theorem 6

Let O(f) = CL(f) + £ 111 and fi= argminfa(f). Let fl.‘)pt = argmin ;O(f, D;) be node i’s classifier

trained with its own data.

o(fD) 5(ﬁ
C C 2N C

(fl (fre )
(=2 -)

21t - -

L(f) = L(frep) +( =P +

2NC

By [126], O(£) ~ O(f) < (1 +a)(O(f. D) — O(f"", D) + O(CMEWD) o145 a > 0 with proba-
bility 1 — 6, where O is big-O notation.
Since f is the centralized classifier trained with samples from all nodes, we assume the

difference of empirical loss under two classifiers £ and "' is bounded by v > 0, i.e., O(f}, D;) -
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O, D) < LI £A 1P = 1£7711%) + Cv. Moreover, O(f;) < O(fref)-

« CNIOg(l/(S) *12 opt
L(fe) < ['(fref)"'o(—pBi )+(1+a )(_2NC”f"” 2NC”f 1> +v)
— 2_
+(2Ncl|fref” 2NCIIfLII)

We assume v is relatively small as compared to other terms. If choosing a > 0 to be a sufficient
* t . —-A;i(k
small number such that a||£*||> - (1 + allf7" ||I> < 0 and choosing p such that ﬁllfrefll2 < TT()

eg.,p< %ﬁlll;k)) and if B; also satisfies (’)(CNlog(]/é)) < T_Azi(k), 1.e.,

2
CNlog(l/é)} > wmax | fre |l log(1/6)

B; > wmax({ DT —AR) k (T—Ai(k))?

for some constant w, then the following holds with probability 1 — 9.

L) < Lfrep) +7=Ailk)

Since L(f""(2k — 1)) < L(f7) + Ai(k), it implies that L(f"*"(2k — 1)) < L(fref) + 7 holds with
probability 1 —¢.

A.9 proof of Theorem 7

Let O(f) = CL(f) + £ 111 and fi= argminfa(f). Let fl.()pt = argmin ;O(f, D;) be node i’s classifier
trained with its own data. Let f7 rivopt _ argmin ;OP""(f, Diz€) = O(f,D;) + €’ f and OP"™(f1€) =
o(f)+€''f.

i) _ OU™™ OGO
C C C C
O(f,) (f ref )
g el ) +( c )

E(f;ew) = 'c(fref)"'( )

(L frerl2 -

2NC 2N C

For the new optimization problem, f,,,, is centralized classifier trained with samples from all
nodes while fip "VOP! i the classifier trained with samples from node i. We assume the difference

of empirical loss under two classifiers f,,,, and fl.p "VOP! can be bounded by v>0, i.e., O( Trew) —
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O™y < Lol P =IOV 1) + Cv.

By [126], 0( O(f""™Py— O(f;) < (1 +a) O™, Dy~ O(f*"", D)) + O(M) holds Ya >
0 with probability 1-¢6. By Lemma 12, O(f"""°"",D;) - O(f*"', Dy < - W N&_(1og(d/8))? holds
with probability 1 6. Therefore, O(f"" ")~ O(f) < (1 +a)(= (log(d/5))?) + O(ENog1/5) e/
holds Ya > 0 with probability 1 —26.

Since f; = argmin ;O(f), implying O(f;) < O(fyey). The following holds Ya > 0 with probability
1-26,

pla (k))2

CNlog(1 Nd?
og( /6)) r(1+a) .
pB; Cp(a;(k))

1 fresl? - 2Ncuf””“””n )

L(fre) < .C(fref>+v+0< (log(d/6))

2NC

We assume v is relatively small as compared to other terms. If choosing p such that

. NC(T-A"(k))
%”fref”z < %(T—A?ew(k))’ ie.,p< W and if B; also satisfies ((1 +a)=—"%— C( (k))2 (log(d/(S))2

CNlog(1/6) p(T=AT"(k)) . CNlo (1/5)
O(——F"2) < ——4——, i.e., Bi 2 Wo—gmrgs £

5 —(1+a)

for some a > 0 and constant

s (logd /o)

w. Then L(fp,,) < L(fref) +7— A" (k) holds with probability 1—26. Plug in p =

re-organize gives:

NC(T-A!" (k)

and
||fref||2

CNlog(1/6)

NC(r—A" (k) 5
i~ 1+ Ol (log(d/6))

B; > wmax{

}

Since L(f""(2k — 1)) < L(f},,) + A" (k), it implies that L(f""(2k — 1)) < L(frer) + 7 holds with
probability 1 —26.

Lemma 12. Let fl.p”.vofm = argminO(f,D;) + eTf and fom = argmin ;O(f, D;) be outputs at itera-
tion 2k — 1, then O(fl.pmom,Di) - O(fl.()pt,D,-) < (log(d/6))* holds with probability 1 —

pla (k)>2
Proof. There is O(f”™ ', D;) < O(f"',Dp) + € (7' — f7"P"). By Lemma 13, since O(f,D;)
and O(f, D;) + eTf are ——strongly convex, ||f0pt fprivomll < i\)’llell holds. By Lemma 14, with prob-
ablhty 1-6, llell < = (k) log(d/¢). Therefore, O( f””vof” D;)—O( f””’ D)) < |lelll f”’" fP”VOP’” <
(log(d/6))* holds with probability 1 — 6. O

pla (k))2
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Lemma 13. [24] Let G(f), g(f) be two vector-valued functions, which are continuous and
differentiable at all points. Moreover, let G(f) and G(f) + g(f) be A-strongly convex. If fi =

argmin,G(f) and fo = argmin;G(f)+g(f), then ||fi = foll < ; max /|| Vg(f)l.

Lemma 14. [24] Let X be a random variable drawn from distribution I'(k,0), where k is an integer,
then Pr(X < kfBlog(k/d)) > 1-6.
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APPENDIX B

Real-Time Release of Sequential Data with
Differential Privacy

B.1 Proof of Propositions

The proofs are straightforward but we provide them in details for the completeness of chapter.
Finding the MMSE estimate of Z;,| given Z; = z; is equivalent to finding the mapping

00

f*=arg;11in E«zm—f(z,))%zt:z,)=argjgnin f P11z @1 — F(20)) dzin

—00

Differentiating with respect to f and equating the result to zero gives:

(o)

f DP(Zi41 |Zt)f*(Zt)de+l = f*(Zt) = f P(z+1z0)2e1d2e01 = E(Zr1|Z: = 24)

(o) —00

Therefore, the MMSE estimate of Z;.| given Z; = z; is E(Z;411Z; = z¢).
(1) Proposition 1: Gaussian AR(1) Process
(1) Since (Z;,Z;41) 1s jointly Gaussian:

Z o2 o2
[ ’)w\f(’“‘, 2 P
Zi+1 K] [pOo7 O

implies that Z;,1|Z, ~ N (u(1 - p) + pZt,o'g(l - pz)), combine with the above result implies the
MMSE estimate of Z;;1 given Z; = z; is E(Z411Z; = z;) = u(1 — p) + pz;
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The corresponding MSE is:
E((Zir1 ~EZis1|Zy = 20P\Ze = 20) = VarZes1|Z; = z1) = 02(1 = p7)

(ii) Since Z; ~ N'(i,02), N; ~ N(0,02), there is X; = Z; + N; ~ N(u,02 + 0'2) and Corr(X;Zy+1) =

pt+l—i 0z
(Xi,Z+1) 1s jointly Gaussian:
X; ~N(,u 0'§+0'% pt+1_i0'§ )
z) e i o2

implies the MMSE estimate of Z;,| given X; = x; is

. o2 . o2
E(Z+11Xi = x;) = u(1 —pm_’—z : 2)+Pt+1_’ 5 Xi
or+oy os+o;
The corresponding MSE is:
2
2 t+1-iv2_ 9z
oz (I-(p ) m)
Z n

(2) Proposition 2: Binomial AR(1) Process
The MMSE estimate of Z;41 given Z; = z; is E(Z;+1|Z; = z;). Since the thinning is performed
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independently, given Z; = z;, the probability generating function satisfies the following:

Bz, 17,2 (5712, = 2) = B(s%°%|Z, = 2)B(s"° "2\ Z, = 7,)

G(s) =
l—a+as
= (A=B+B)" (55 ﬁ+ﬁ)
1 1
’ _ B a1, l—a+as l-a+as 1@ B @
G'(s) = nB(l-pB+ps) (—1 o ,3) +(1-B+pBs)" Zz(1 ,8+B) ﬁ—(é—1+s)2
G'(s) = nﬁz(n—l)(l—ﬂ+,8s)"_2(%)a

1_1

a+as>z,1a B a
1-B+Bs ,B(é—l+s)2

1_1

oz+as)Zt ( B« )2
1-B+pBs ﬁ( —1+s)2

1

1
l—a+as1t_1g2 a B

T 5+ps B 1+ep

+2nB(1—B+Bs)" 'z (
+(1 - ﬁ+Bs)”zt((m—1)(

+(

Since f=nr(1-p), @ =B+p, E(Zi11|Z; = z;) =limy_,1 G'(s) and Var(Z;1|Z; = z;) =lims_,1 G (s) +
G'(s5) - (G'(s))? gives:

pz+nn(l—p);
p(1=p)(1 =2m)z; +np(1 - p).

IE(Zt+1 1Z; = 2)
Var(Zi11Zs = z)

The corresponding MSE is:

B(Z+1 —BAZ111Zs = 200)1Zs = 20) = Var(Zys1|Z; = z1)
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B.2 Proof of Lemma 4

Consider any d,d € D, and with them the binomial mechanism outputs the same results b. Let

b=b-Q(d)

2m 2
Pr(b = Q(d) +noise)  Fn(b—Q(d)) (m+b Q(d)) minb lA—[ m+b+i (B.1)
Y S 5 2 _ :
Pr(b = Q(d) +noise)  Fn(b— Q(d)) (m+b_mg(ﬁ)) (m+b+ o) sl ~b+1-i
A sufficient condition for (B.1) being bounded by exp(e) is:
Viel2 e AQ), TP oSy BB b oS (B.2)
i , ——— <exp(—= —— <exp(— .
m—-b+1-i pAQ m—b+1 pAQ
from (B.2), we have:
_ 2 1 2m+1
b < min m+l—#—i:m+l—#—AQ
i€[AQ] exp(@) +1 exp(m) +1

Let B be the random variable of shifted Binomial(2m, %) with zero mean and realization b. According
to Chernoff bound, Vt € [0, V2m], there is Pr(B > t@) < e 12,
Thenif 1 < AQ+ —2L _ <+ 1, there is:

exp(@)-i—l
_ 2m+1 1 2 1
Pr(B2m+ 1 - — ' L AQ) < exp(——(m-AQ+1 - — )=
exp(m)+1 m exp(m)+1

Similarly, given ¢ € [0, 1], the corresponding € is:

2m+1
€ = AQlog( my -1

m—AQ+1—,/m10g3—5
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B.3 Proof of Theorem 8

According to [4], for a mechanism .# outputs o, with inputs d and d, let a random variable

c(o;. A ,d,d) = log % denote the privacy loss at o, and

@.4(2) = maxlogE,- 4 alexp(ic(o;.# ,d,d))}
dd

There is:
Fx\.p1z.0(X1.Tl21:T)
gXl:ﬂZl:T(‘xliTlZ]ST)

T T

T X7 X101 Xt|Z05 X1:0-1) Fx1z,(x11z1) .

Z 7 +log— P Zc(xﬁ///z,Zt,Zz)
d" Xi1Z X101 (Xe|Z8s X1:0-1) Fxiz(x1l21)

c(xi.rs A ,z1.7,21:1) =10

and for any pair of sequences z1.7,21.7, the following holds

logEx, ,~ #(z,.ylexp(Ac(xi.7; A ,21:7,21:7))}
T

log ]EXI:T“’/%(ZLT){exp(/1 Z C('xl; '%t’ 3ty 21,‘)}
=1

IA

> 108 Ex, - wzplexp(AeCas 44,21, 20)}
=1
Therefore, a_z (1) < ZIT=1 «_z,(A) also holds.

Consider a_z, (1) first.
Fort<2-Toy, X; = Z; + N; with N, ~N(0,0',%)

9X,|Z,,X1:H(xt|Zt,x1:t—1) _ ﬁN,(”t)
ﬁX,lzt,Xlz,_l(Xt|2t,xl:t—l) <%1\’ (nl)

1
C(xt;%,Zt,zt) =1 A(27’lt+A)

1
@, 4, (A1) =logE, ~N(ng){exp(/l 2072 5AQ2n; + A))}

2
—co V27moy, 0y, 207, On

00 2
= logf ! exp(—ﬁ(n, /lA) )- exp( (/12+/1)A2)d n; = /l(/l;—l)A
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For t > 2,
X = =w)(le1 (1 =r)) +re X 1) + wiZy + Ny

with N; ~ N(0,072).

Lg‘){AZ{,){]:r_]('X’.l‘l‘zl7‘xl:l‘—l) _ gNt(nt) < 1

c(xp; M, 21,%) = log = = P
U FX )20 X101 Xel2t, X1:0-1) FN, () " 2072

wAQn; +wA) .

1
a () = logE{exp(/le,A(Znt+w,A))}

n

1 1 1
= lo exp(— n; — Aw,A)?) - exp(— (A% + Dw?A)dn
gim\/ﬂa,, p( 2(7’21( t tA)7) p(20%( Wy A%)dn,

A4+ 1)w?A?
2072 '

If let w; = 1 for ¢t < 2, there is: @ z(1) < A1+ 1)% Zthl wtz. Use the tail bound [Theorem

2, [4]], for any er > %2% Zthl wtz, the algorithm is (er, 07)-differentially private for

. . A&,
o7 = min h(1) = min exp(A(A+ 1)~ D wi—er) (B.4)

n =1

€r 1
AT 2 2
2 Zz:l Wi

To find A* = argmin A(A), take derivative of A(1) and assign 0 gives the solution A = >0,

A:420
and h”’(2) > 0, implies A* = A. Plug into (B.4) gives:

A2 T .2
_22121 Wi €T €r 1
61 = exp((ZE——— = —)(————2)) (B.5)
A2
4 2 & ST ow? 2

Similarly, for any o7 € [0, 1], the algorithm is (e7,d7)-differentially private for

2

T
. . A , 1.1
er = min hy(d)= min (/l+1)20_’%;wt+ilog(5) (B.6)

:1>0
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log L
with A" = argmin 71 (4) =  |———. Plug into (B.6) gives:
A:1>0 E Zt:l Wy

NG, 1 G,
er=2 FZwtlog(g)+FZw, (B.7)

n=1 not=1

B.4 Proof of Corollary 1

A2 Zszl WZ
2

Let ¢ = L, then according to Theorem 8,

n

reorganize gives:

¢* +(81Ind7 —der)p +4er =0

¢ = 26T —41n(5T 14\/(ln67)2 — €T 1115]"

Since er > % must hold, only one case is possible.
AZ T WZ
¢p=—"CL" =2¢r —4Insr —4\/(1n6T)2 —erlnér
O-I’l
Therefore,
25T 2
o2 = A" Wi
n

Der +41n - —4\/(ln 24 erin
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B.5 Proof of Theorem 9

The data of each individual here spans over T time steps, the total privacy loss is the accumulation

of privacy loss from 7 time steps:

T
anXl;T|Z1;T(-X:lIT|Z13T) _ yxuzl (xllzl) l_[ C93(,|Z,,X1:;,1(xllzl‘,xlil—l)

9X1:T|Z];T(XI:T|21:T) gX”Zl (xllzl) yXAZt,X];Z_](-xllztaxlit—l)

=2
If x; is released under (&, 6;)-differential privacy at time ¢, then the total privacy loss can be calculated

using advanced composition theorem below:

Theorem 28. (Advanced composition theorem for differential privacy [76]) For any €, >0, 6; € [0, 1]
for ke{l,2,---,T}, and 5 €[0,1], the class of (&, or)-differentially private mechanisms satisfy
(&,1-(1- d) ]_[,{:1(1 — 0y))-differential privacy under T-fold adaptive composition, for

T T T 2
. . (e% —1)ex Q=15
€ = mln{kZW-i_ kZZE]%lOg(e+T),
=1 =1

First calculate the (¢, 9;) at each stage by Lemma 4. Since N; +m ~ Binomial(2m, %), fort <2,
X; =Z;+ N, so that the sensitivity AQ, = A; for 1 > 2, X; = [(1 = w) (-1 (1 = 1) + 1 Xi—1) + wiZ; + Ny]
and the sensitivity is AQ; = w;A. Let w; = 1 for t < 2. Then Ve > 0,

2m+1

exp(; )+ 1

)?)

1
0r = exp(—%(m—w,A +1-

or Yo € (0,1),
2m+1
€ = wiAlog( m —1)

m—th+1—,/mlog(%

Apply Theorem 28 directly, Theorem 9 is proved.
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B.6 Proof of Theorem 10

T
EXI;T(Z(xt _Zt)z)
)
t T-1
Ex,.r_y {Z(xz —z)% + Expix,.p, [(xr = r)*1) (B.8)

=1

2
Ex, ,(lxt:r —z1:711%)

term 1

Replacing x7 = (1 —wr)Zr(xr-1) + wrzr + nr into term 1 gives:

term1 = Ex,x . [(1-w)CGr(xr-1) —zr) +n7)°]
= (1-wr)*Gr(xr-1)—z2r)* + o2
Plug into Eqn. (B.8):
T-1
(B8) = Exp () (=2 +(1=wp)Cr(xr-n)—zr)* +07)

=1
T-2

= ]EXI:T—Z{Z(XI _Zz)z + O'% + term 2}

=1

with

term2 = Ex,_x,,{(xr—1 —zr-)* + (1 —wr)*Gr(xr-1) —zr)%}

(1= wr-1)?Gr-1(x7—2) —z7-1)* + 02+ (1 —=wr)* Ex,_ {Gr(xr-1) —21)*)

term 3

Since Z7(x7-1) is the LMMSE estimator of Zr given X7_1, term 3 is just the corresponding MSE.
For a Gaussian AR(1) process Z;.7 with Z, ~ N (u, 0'3) and Corr(Z;Z;-1) = p. There is:

2

term 3 = o2(1 —p>*—=—)
I
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Therefore,

T-2

Exyr ol ) (=207 + (1 =wr-)*Gr-1 (rr-2) = 27-1)?)
t=1

(B.8)

2
O-Z
2, 2
Z+ n

+(1—wr)?o2(1-p? )+ 207

= Ex,{(x =20 + (1= w2)* (%) - 22)%)
2 T
O-Z
21— ) (L=w)P +(T = D)o,

< n =3

2 T
o
= 2(1-p° ; ;02)2(1 —w)? +To?

Z n [’:2

Since w; =1,

0_2

T
2 2 2 , 2 >
Bxyy(bir —zrl) = 021 =pP =) ) (1-w)*+ T

Z n =1

B.7 Proof of Theorem 11

Since both satisfy (er, d7)-differential privacy, according to Corollary 1, (0-2)4, (02)® should satisfy:

1 1 1
r STw? 2er+ding—4Jnd P rering;

(@B (02 A2

By Theorem 10,

2 T

2 2 0y 2 2\A
oc:(l-p"———— E 1-w)*+T(o
“(I-p 0-%+(O-%)A)z:1( 1) (o7)

2
]ExﬁT(”xl:T =z1.7ll%)

Exs (Inir-zurl?) = T =T o5

=1"r
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If By (b7 —217lP) < Exp (lxir = 2i71), then Jrs.t. w; # 1 and

2

>Z(1 w)? < Top (=5 —1

2
(1P
(-, (2)A z,lw

Reorganize it implies:
(o)t /o i (1 ~w)’
>

- — 2 T( —1)

1+(0—/1)A/0-z ZtT v

(B.9)

Therefore, if I {w,}”

B
1:T"

Consider the case when w; = w € (0, 1), Vt.
Then the right hand side of (B.9) is reduced to h(w) = (i V_V)lz, since

w

w; € (0,1) and (02)* satisfy both (B.9) and (B.9), then x/. . will be more

=1’
accurate than x

limAi(w) = 0
w—1
limhi(w) = 0
w—0
, 2ww?+w-1)
hl(W) =

(1+w)?

d only one w over (0, 1) such that w2 +w—1=0. Therefore, h;(w) is strictly increasing from 0O to
hi(w) > 0 over (0,w) and strictly decreasing over from /&1 (w) > 0 to 0 over (w, 1).
Let &= (a‘%)A / (rg > 0, then the left hand side of (B.9) can be re-written as /(&) = %, we
l D"

TTE
have: 5 ) )
, +26(1 -p7)+ (1 -p°)
hz(g):f §(l-p H P
(1+&-p7)
Since h2(0) = 0 and A5(§) > 0 over € € [0, 00), 1p(§) is strictly increasing from 0 to +oo over £ € [0, o).

For all pairs of (w, (O'ﬁ)A) satisfying (B.9), w and (0'2)A is bijective and we can write & = h3(w) for

some strictly increasing function /3.
Since both hy, h3 are strictly increasing functions, h2(h3(w)) is strictly increasing from O over

w € (0,1). Therefore, w € (0, 1), such that A, (h3(w)) > h1(w) and x’l“:T released by our method is

B

more accurate than X i
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1-(c2)B /02

Moreover, if w > —2—=%
’ 1+(c2)B/c?’

then re-organize it implies

2\B
o
wz% > hi(w).
O-Z
Wz@ 2\B
Since ha(h3(w)) = % > w? % it further implies hy(A3(w)) > h1(w).
1- z
l+w2(o;’_@
z
Therefore, if
. 1-(02)8/0?
1+ (02)8/0?
then xi‘:T will be more accurate than xﬁ T
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APPENDIX C

Long-Term Impact of Fairness Interventions on

Group Representation

C.1 Proof of Theorem 12

Theorem 12 is proved based on the following Lemma.

Lemma 15. Let a,b,z,,75, be real constants, where a,b € Ry and 74,75 € [0,1]. If b>a> 1,
b—2a > é - % and b < ﬁ are satisfied, then the following holds:

1+za+azg < 1+az,

< C.1
1+zb+bzi 1+bzp D

Proof. Re-organizing (C.1) gives the following:

(1+2z, +az§)(1 +bzp) < (1+2zp +bzl%)(1 +az,)

2 2 2 2
bzp +bzazp +za +abzyzp +az; < azq+7p +azazp + by +abzyz,

Proving (C.1) is equivalent to showing the following:

1

1 ”
0<(a—1)—+(1-b) £
Zb Z

Zb
+b——-a—+a—-b+ab(zp—z4)
a Za Zb

term 1

Since zp —z, > é - %, term 1> a—-b+b—a =0 holds. Therefore, proving (C.1) is equivalent to
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showing:
azz +(1-a)zy < bzp +(1 - b)zp (C.2)

Since b < 1+Zb holds, implying z; > 1 — %.
Define a function g(z) = c2+(1-=¢)z,z€[0,1] under any constant ¢ > 1. The following holds:

1
gl--)=0; g =1
C

g@=2cz+1-c; gl-D=c-1; g'(9=2c

Since g”’(z) is a positive constant over z € [0, 1], g’(z) is strictly increasing and g’(z) > 0 when
ze(l- %, 1], thus g(z) is increasing over z € (1 — %, 1] from O to 1.

Now consider two functions g,(z) = az’ + (1 —a)z and gr(2) = bz* + (1 — b)z with z € [0, 1].
From the above analysis, g,(z) is increasing over (1 — é, 1] from O to 1 and g,(z) is increasing over
(1- %, 1] from O to 1. Moreover, 1 — % >1- é and g;'(z) = 2b > 2a = g,/(2), i.e., the speed that g,(2)
increases over (1 — 111 is NOT slower than the speed that g,(z) increases over (1 — é, 1]. Since

IT-1=(-D--L1yandz, > 1-1, g4(z) < gs(zp) must hold.

a

b —Za >
Therefore, (C.2) is satisfied. Inequality (C.1) is proved.
[

2

To simplify the notation, denote Ax := A (6k(¢)). We will only present the case when o :=“ <7,
cases when ¢ :=“>" and o := “ =" can be derived similarly and are omitted.

To prove Theorem 12, we prove the following statement using induction: If 4,1 < 431, then

ng(t+1) nq(t)
Y, i < o

Ni(t) < 125, vt.
Base Case:
: Ny(D) _ Ba ng(2) _ Na(MAgi+Ba _ Nu(1) _ ng(l) ‘s
Since N = B If 241 < Ap,1, then 1 = Nyl By <MD = mm- Under monotonicity
condition, it results in 4,2 < Ag1 < Ap1 < Ap2. Moreover, since Np(2) = Np(1)Ap1 +Bp > Np(1),

and Ay 41 < Ags < Aps < Aps+1 hold under monotonicity condition. Moreover,

implying Np(1) < 1—Bﬂbb,1'

Induction Step:

Suppose Z;‘gi}; < 228 < ,'g_Z’ Agge1 < Aay < Apy < Ap g1 and Np(1) < 7 b /ll)b,, hold at time ¢ > 1. Show
that for time step 7+ 1, 24055 < 208 < B 4 110 < At < dprt < Aps2 and Ny(t+1) < 75—
also hold.
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Denote N, (1) = c,f, and Np(t) = cpfp. Since Ni(t) = Ni(t — 1) Ak —1 + Br > Pk, V1, it holds that

carCp > 1.

ng(t) Ba - .
s =B, implies that ¢, > ¢, > 1, and Np(f) <

Ny(t+1) — Na(®)Aa1+Pa — Ba Cadayitl Na(D — Ba ca
Np(t+1) = Np(DAps+Bp — By cpdps+l ~ Np() — By cp

By Lemma 15, the following holds:

By hypothesis

Bo : 1
ey implies that ¢, < =~ e
11

, re-organizing it gives Ap ;s — Aq s > — — o
a

Since

NeO g +Ba(l +Aar) _ By 1+ i+ Cadiy _Bul+cadas _ Nalt+1) _ nalt+1)
No@0)AZ  +Bp(1+ o) Bol+Ap +cpdy, ~ Bpl+cpdpy Npt+1)  mp(t+1)

Since we suppose Ag+1 < Ags < Aps < Aps+1, We have:

Na()A5 ,+Ba(1+ Aa ) o Na®ai+Pa)dass1 +Ba _ nalt+2)
Np(OAZ,+Bp(1+Apr) ~ (No(DApr +Bp)Abse1 +Bp  np(t+2)

ng(t+2) ng(t+1)
np(t+2) np(t+1)°

By motonoticity condition, it results in Ay 42 < Ags+1 < Apss1 < Ap 42

_ BpAb.s — B B
Moreover, Np(t +1) = No()Aps + B < 75,7 +5p = 1207 < 753,07

The statement holds for time 7+ 1. This completes the proof.

<

It implies that

C.2 Proof of Theorem 13

Without loss of generality, let % < % Since Ax(6x) = hx(Or(6y)) with hi(-) being a decreasing
function, showing that O and O satisfy Monotonicity condition is equivalent to showing that
04(62) > 04(84), Op(0p) < Op(6)). Under the condition that Ox(6x) # Ox(6y) for any possible 71, # 7,
, prove by contradiction: suppose 0a(5a) < OQ(@) holds, then Ob(gb) > Ob(gb) must also hold
otherwise (/Q\a,b\b) will be the solution to O.

Because (’Q\a,gb) is the optimal solution to O and (ga,gb) is the optimal solution to 6 and
Ob@,) > Ob(gb), the following holds:

520u@0) +75,05@) < 7,040 +70,05(B) — 2200 = Pallu) 1

Op(6p) — Op(6p)  Ma
0u(0) = 0uba) _ Ty
Op(05) ~ Op(6p) ~ "a

71a04(6a) + 1,0B) < 71404(6) + 7, 0(8) —
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It implies that Za > M which is a contradiction.
np np

C.3 Proof of Lemma 5

Starting from Appendix C.3 until Appendix C.6, we simplify the notations by removing ¢ from
subscript, i.e., L (05) := Lg(0y), @ := g, foi(%) = fo(x), f2,(0) 1= fi(x), 53 := 8,5, =%, 0 =1,
Tes:=Tc, 650 := 65, Tsp:=Ts.

The loss for group s can be written as

6 00
L0y = f oy (dx + f (1-ay) f()dx
—co 6,

—0
Jo, A =a)fl0dx, if 6, € [°,5']

5 0, . -
Joy A=) fAdx+ [ asfl (0dx, if 6 € [s",5"]
3 asfl@dx, if 6, € [5°,5']

which is decreasing in 65 over [go, gl] and increasing over [EO,EI], the optimal solution 65 €
[gl,EO]. Taking derivative of Ly(6s) w.r.t. 85 gives deS—éf“) = asfsl(gs) —(1 —ozs)fso(é’s), which is strictly
increasing over [51 ,EO] under Assumption 7.

The optimal solution 6; = argming, Ly(6;) € { gl,é S,EO} can be thus found easily. Moreover,

L(0y) is decreasing in 6, over [go, ;] and increasing over [0}‘,51].

C.4 Proof of Lemma 6

Some notations are simplified by removing subscript ¢ as mentioned in Appendix C.3.

We proof this Lemma by contradiction.

Let V = {(6a, 05)16a € [11°(61), 641,605 € [65, (1)~ (6a)1,Tc (8 05) = O}.

Note that for Simple, EqOpt, DP fairness, for any (6,,6,) and (6, 6;) that satisfy constraints
[¢(0a,05) = 0 and T'¢(8,.6,) = 0, 6, > 0, if and only if 6, > 6. Suppose that (f,,6,) satisfies
['c(64,6p) = 0 and (6,,,6;,) = argming, g, nqLa(64) + npLp(0p) ¢ V, then one of the following must
hold: (1) 8, < nc(ch), O < 8p; (2) 0y > 64, Op > (nc)‘l(éa). Consider two cases separately.

(1) a <7°(8), 6 < 6
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Since Ly (8)) > Ly(6p), Y, np, to satisfy ngLa(0a) +np L) < naLa(€(6p)) +npLy(8p), La(B,) <
La(nc(éb)) must hold. However, by Lemma 5, L,(6,) is strictly decreasing on [go, 0] and strictly
increasing on [5a,51]. Since 8, < nC(ch) < 0g4, this implies La(éa) > La(nc(éb)). Therefore, (éa,éb)
cannot be the optimal pair.

(2) 60> 64, O > (19)71(60)

Since La(6a) > La(8a), V1iasnp, 1o satisfy naLa(8a) +npLip(Bp) < naLa(Sa) +npLp((1°)™" (62)),
Lb(éb) < Lb((nc)‘l(é‘a)) must hold. However, by Lemma 5, L,(6;) is strictly decreasing on [Qo,éb]
and strictly increasing on [61,,51]. Since @), > (nc)_l(éa) > 0p, this implies Ly(6p) > Lb((nc)_l(éa)).
Therefore, (6,,0,) cannot be the optimal pair.

C.5 Proof of Theorem 14

Some notations are simplified by removing subscript ¢ as mentioned in Appendix C.3.

Proof of Theorem 14 is based on the following Lemma.

Lemma 16. Consider the one-shot problem (4.1) at some time step t, with group proportions given
by ny(t),np(t). Under Assumption 7 the one-shot decision (6,(t),0(t)) for this time step is unique
and satisfies the following:

(1) Under EQOpt fairness:

o If 0,0 € [a,a'], () € [b,B ], then " = (;

(1)

@ f @)
—@ £(0,(1))
o GO
0% 0,0 1-qy
aa_ fa0a) 1-0a”
1=aa 960

l) 1—()’},

1-a,°

+ 10,0 € [a" @), 05(1) € [b'.B], then 1 =

(2) Under DP fairness:

—0
* Ifbu(n) €[a’.a'], 6, € [b'.b"), then 228 =1- @ f;ﬁeb(r)) '
% f,?(e,,m)“
0 —0 ) ) ,
) If@a(t) < [gl,a ]’ eb(t) < [él’b ]’ then Zbgg = (1 B @y, f};(eb(l)) )( _“_afal(eu(t)) - 1)'
-y f})(%(z»“ 1=ea 00a(n)
—0 —1
» If8u(t) €[a',@"), () € [b ,b 1, then 248 = — 21

=ea (D0,())

(3) Under Simple fairness:
o If we further assume 04,0p € To N Tp, then O,() = Op(t) € [gl’go] and " —

np(t)
@y f) Op(0))~(1-ap) [ (Op(1))
(1-a0) f2Oa(t))~aa f} Ba(0))
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Proof. We focus on the case when a,f}(a') < (1 - aq)f(a") & a.f) @) > (1 -a,)f0@°) and
apfl (Y < (1-ap) fL(bY) & apf] B> (1 -ap) fg(EO). That is, 6% = argminyL(6) = &, holds for
s € {a,b}.

Constraint I'¢(6,,6p) = 0 can be rewritten as 6, = nc (6p) for some strictly increasing function nc.
The following holds:

136 _
€ O (0,.05) Pocay © = Eaopt
n-6p) _ a8, _ (1=ap) 26+ £ 6p) ..
s HeO0ub) 10,=10) | (-0 L0 @) +aald 0 6))’

1,C:=Simple

The one-shot problem can be expressed with only one variable, either 6, or 8,. Here we express
it in terms of ). At each round, decision maker finds 6,,(f) = argming, na(t)La(nC(Gb)) + np(t)Lp(6p)
and 0,(¢) = n€(6,(1)). Since 7°(Sp) < 64 ( °)"1(84) > 6p), when C := DP, solution (6,(1),0,(1))
can be in one of the following three forms: (1) 6,(¢) € [go, c_zl], Op(r) € [QI,EO]; 2) 6,(r) € [a1 _O]
Oy(1) € (61,5 1; (3) 6u(r) € [a',@°], 65(1) € [B .5 1. When C := EqOpt, solution (64(7), 6(£)) can be
either (1) or (2) listed above. In the following analysis, we simplify the notation 7€ as  when
fairness criterion C is explicitly stated. For EqOpt and DP criteria, we consider each case separately.

Case 1: 0,(1) € [a,a'], O5(1) € [b,D |

—0
Let leax =min{b , (nc)_l(gl)} be the maximum value 6, can take.

L'O) = np(0) [y s (0 = (1 = @) f200dx = na(t) fg’éc(eb)<1 — @) fO)dx + ny(D(1 = ) +
o) fyr (1= a) f(x)dx

Taking derivative w.r.t. 6, gives

dL 6 e
débb) = np()(ap f, (Op) — (1 - ab)fb 1)) — na()(1 — ) 2 0))) 77 c( b)'
1.C :=EgOpt
dlzifg(zb) = np(O)(@p [} Op) — (1 = ) £2(05)) — na(D(1 — @) f(6p), since Olbfbl(Hb) (1- ) 126

is increasing from negative to positive and fb (6p) is decreasing over [b', b ], implying dL (9”)

na(t)
np(t)?

¢
o If dl;;égb) lg,=gmax = 0, then one-shot decision (1) satisfies Z“Eg ( l(fflb ;Z)E QZEQ; - 1)1 = . and is

1S

increasing over [l_)l,b ]. Based on the value of

unique.
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dL'(6p)
o If d@bb
2.C:=DP

yOp)+(1=ap) £ (6p)
L) = ny(D)(@p £ (0) — (1= ap) f2(0)) — ()= = () = na(0)as ) (6) -
+—=Ja 0 b7
(1-aa) [ (6))

(1) + na())(1 — ap) f(6), where the last equality holds since f; (7(6)) = 0 over [a”,a']. Since
dL'(6p)

9, lg,=p' < 0, based on the value of 1a(1)

<0,vY6, € [121,92‘3"], then 6,(2) > 6,7 and (0,(1), 05(1)) does not satisfy Case 1.

np(1)°
o If 3¢/ such that 4% (eb)l = 0, then one-shot decision 6,(t) satisfies na0) — q _ +
b doy np (1) a 50O
= 10,0
and is unique.

If 4L (eb) <0,VY6, € [b', 6,1, then Hb(t) > 6,7 and (04(2), Op(1)) does not satisfy Case 1.
Case2 9 WD) € [a l—o] Op() € b5 ]
Let 6 = min{b ° 9)"'@)) and " = max{b',(n°)"'(a")} be the maximum and min-
imum value that 6, can take respectively. L'(6p) = np(r) f]ﬁb ap fbl(x) - (1 —ap) fl?(x)dx +

na®) 1 )~ (1= ) 200+ my(o) ) (1) x4 m() [ (1 =) 20

Taking derivative w.r.t. 6, gives

dL(0 ’
L) — 1)@ 05) (1= )90+ a0t 0 - (1 =i £ @) ™ ( ),
1.C:= Equt
L0 (g B (101 1)~ (1m0 006+ @m0, Sinee 02 >
0, based on 2“8,

ap O

e If 36, such that dL’ (9”)

lo,.—¢ <0, then one-shot decision 6(f) satisfies n) _ PR G0) 1-ay
0p=0, b O " g frao0) | 10
. 1=aa Dy
and is unique.

oIf dLTéfb) > 0,6, € [Ozni“,eglax], then 0,(¢) < Gzni“ and (6,(1),0,(1)) does not satisfy Case 2.
2.C:=DP
t
L = mesfl@) - A = affO) +  na0(
@af (0p)—(1=aa) £ (1(6)))
@y, 0)) @ f 1010, +(1- aa>fa @)

o If 46, (¢) such that d(eb lo,=6,(r) = 0, then it satisfies Z"Eg (1- 12 ) 2 -

ap, JaEp) | _ala (6@

=, 106, ) (=) [, (1)
1) and is unique.

- apfOy) +
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o If %ﬁf”) > 0,6, € [92““,92‘2‘"], then 0,(1) < 02‘“‘ and (6,(1),65(1)) does not satisfy Case 2.
oIf %‘(,f”) <0,Y6, € [HZ“i“,Glr)“aX], then 6,(7) > 6" and (6,(1),05(1)) does not satisfy Case 2.
Case 3: 0,(1) € [a", @], 6,(1) € (6D ]

Express L(6,, Hb) as function of 6,, the analysis will be similar to Case 1.

Let Hmm = max{ , nc (b )} be the minimum value 6, can take.
—0
L0 = na(o) [ aafl @) = (1 = an)f2dx + mo) [ o + na(o) 3 (1 -

) fi (X)dx
Taking derivative w.r.t. 6, gives

dL! (6, _—
=) @600~ (= 26000+ motoyn £ ) 0 ),

where C := DP.
dL'(@, afd 0a)+(1-0) [ (0a)
T = na@af{ 00) = (1= @) [2(6)) + ny(* Ll Bed = ng(1)(araf (0) = (1 =
(1-ap) /0~ 6a)
@a) [2(0a)) + np(D)(@afy (0a) + (1 — a) f2(0a)), where the last equality holds since f)(177!(6,)) = 0
dv’ <eb>| na(t)
oy =a" np(t)°

e If 36/ such that & (9 )lg =g, < 0, then one-shot decision 6,(7) satisfies n“gg W -1
1— QajqGa

(1-aa)f96a (1))

over [EO El]. Since —o > 0, based on the value of

and is unique.

o If % > 0,Y6, € [b',0™], then 6,(f) < O™ and (8,(1),,(t)) does not satisfy Case 3.

Now consider the case when C := Simple, where 0,(t) = 6,(t) = 6(¢). Since 6, > dp,, suppose
that both 6,6, € T, N Tp, and according to Lemma 6, there could be only one case: 6(f) € [C_II,BO].

Taking derivative w.r.t. 6 gives

dL'(0)
o = 0@f,0) = (1= @) f;(0) + na(D(@afy (0) = (1 = 2a) f310)):
dgée) is increasing from negative to positive over [0p,0,], 6(t) such that 4£© |9 o = 0, and it

nat) _ @t O0)-(1-ap) f2(0())
np(1) T (1—ao) f200)—aa f (0(1)

satisfies
O]

By Lemma 6, 0,(t) € [11°(65), 64, 05(1) € [85, (11°) ™1 (64)] hold. Under Assumption 7, a5 £} (6,) >
(1 —ap)f(8p) for 6) € (655 1, @af(6a) < (1 - ) f2(Ba) for 6, € [a',6,]. Moreover, f1(x) is
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increasing and fso(x) is decreasing over 7;. According to Lemma 16, for each case, function
W (6,(1),0p(1)) is increasing in 6,(¢) and 6(t).

C.6 Proof of Theorem 15

Some notations are simplified by removing subscript ¢ as mentioned in Appendix C.3.

Note that f;,(x) = fs(x) is fixed. Consider two one-shot problems under the same distributions
at two consecutive time steps with group representation disparity % and :Z;Z respectively. Let (04, 0p)
and (6,,6p) be the corresponding solutions.

According to Lemma 6, FQ:,:Q; € [nc(éb),éa], 5;,,@, € [5b,(nc)‘1((5a)] hold. Suppose % > %
By Theorem 14, it implies that 6, > 6, 6, > 6p,.

Consider the dynamics with A4(65) = v(Ls(0y)), since Lg(6;) is decreasing over [50,5 s] and
increasing over [0 S,El], the larger one-shot decisions 6,, 6, would result in the larger retention
rate 1,(0,) and the smaller A;(6p) as v(-) is strictly decreasing. Therefore, /la(ga) > /la@l) and
ﬁb(gb) < /lb(@,). Hence, Monotonicity condition is satisfied.

Consider the dynamics with A3(65) = w(D4(65)) where D(6;) = fgio s fs1 )= -ay) fso (x)dx.
The following holds for G, and Gp:

00 Oa
Dal6e) = f o f (0= (1 - ) 20+ f o f (0 = (1 = ) f2(0dx
)

ba

a

00 9/7
Dy(65) = fd gL 10 — (1= ap) 20— f gL 1) — (1 ap) fO()dx

Op
Since cxsfal x)<1- as)ff(x) for x <, and gll?fb1 (x)>(1- ab)flg)(x) for x > 0p, the larger 6,, 6,

will thus result in the larger 4,(6,) and smaller 4,(6p) as w(-) is strictly increasing. Therefore,

/la(ga) > /la(@,) and /lb(gb) < ﬂb(gb). Hence, Monotonicity condition is satisfied.

ng(?)
nq(1)

one-shot fair decision (6,(¢),0(t)) also converges monotonically.

Combine with Theorem 12, changes monotonically. By Theorem 14, the corresponding
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C.7 Proof of Theorem 16

C.7.1 Lemmas

To begin, we first introduce some lemmas for two cases. Lemma 17 and 19 show that under the
same group representation ng,, np, the impact of reshaping distributions on the resulting one-shot
decisions. Lemma 18 and 20 demonstrate a sufficient condition on feature distributions and one-shot
decisions of two problems such that their expected losses satisfy certain conditions. The proof of
these lemmas are presented in Appendix C.8.

Case (i): f;.(x) = g, f} (X) + (1 = a5 ) f2(x):

Fraction of subgroup G} over G, changes according to change of their own perceived loss L,
ie., for i € {0, 1} such that L (05(1) < Li,,_ (05(t=1)), @5 > @51 if i = 1 and @gy < @51 if i = 0,

Lemma 17. Let (’9\6,,51,), (ga,gb) be two pairs of decisions under any of EqOpt,DP,Simple
fairness criteria such that ‘T’c(@,@) = ‘FIV’C(FHVQ,FQVZ,), where functions @c, ‘T’c have the form given
in Table 4.1 and are defined under feature distributions ;‘;(x) =y fs1 )+ -ay) fso(x), ]A‘;(x) =
@ f1 0+ (1= @) fO(x) respectively Vs € {a,b). If @ < @y, then 05 > 05 will hold Vs € {a, b).

Lemma 18. Consider two one-shot problems defined in (4.1) with objectives 5(6a,9b;ﬁa,ﬁb) and
5(9a,9b;71‘a,ﬁb), where O is defined over distributions ﬁ(x) = (1 =) fo(x) +asfl(x) and O is
defined over distributions E(x) = (1 =) fox) +a,f! (x), s €la,b). Let (00, 0p), (64,0p) be the
corresponding one-shot decisions under any of Simple, EqOpt or DP fairness criteria. For any
@, @) such that @y < @y, s € {a,b}, if 04 > 04 and 0 > Op, then Lay(0,) < La(84) and Lp(0p) > Ly(6p)

can be satisfied under the following condition:

a,
Ags(L2@) - L@ <1 | (1 =@y f2(x) =@, fL(x)dx|, Vs € {a,b) (C.3)
O

where Ag, = [ay — agl.
Note that Condition (C.3) can be satisfied when: (1) Ag; is sufficiently small; and (2) the

difference in the decision ES —@; is sufficiently large, which can be achieved if 7y and 7 are quite
different.

Case (ii): f5:(x) = @ f},(0)+ (1 - ) f2,(x)
Suppose Li,l(es(t)) > Li 105t =1)), ie., QSI is less and less favored by the decision over

time, then users from G SI will make additional effort to improve their features so that fsl’t(x) will
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skew toward the direction of higher feature value, i.e., fsl’ (0 < fsl,t(x) for x with smaller value
(x € Tg) while gg is assumed to be unaffected, i.e., f? 1 (X) = fgt(x). Similar statements hold when
0,(t) < 04(t—1) and Q? is less and less favored. Moreover, assume that Assumption 7 holds for any
reshaped distributions and the support of fs{,(x) and fgt(x) do not change over time.

Vt, let fs(?t(x) and fs{t(x) overlap over 7y := [51,30].

Lemma 19. Let (@,,/Q\b), (ga,gb) be two pairs of decisions under any of EqOpt,DP,Simple
fairness criteria such that @C(@,@) = ‘AI”C(FHVQ,FGV;)), where functions @C, ‘AI”C have the form given
in Table 4.1 and are defined under feature distributions f;(x) = asﬂ x)+(1- as)z?(x), f;(x) =
ozs];;l X))+ - ozs)]?;o(x) respectively Vs € {a,b}. If}?(x) = f?(x) and ;‘}(x) < E(x), Vx €Ty, then
0, > 0, will hold Vs € {a,b).

Lemma 20. Consider two one-shot problems defined in (4.1) with objectives 5(9a,9b;ﬁa,ﬁb) and
0(0,,0,:70,,71), where O is defined over distributions ﬁ(x) =(- a/s)f?(x) + as];;l (x) and O is
defined over distributions E(x) =(1- as)fp(x) + as];}(x), s €{a,b). Let (50,55), (@,,5;,) be the
corresponding one-shot decisions under any of Simple, EQOpt or DP fairness criteria. For any
distributions E, /} increasing over Ts and fp, ? decreasing over Ty such that E(x) < f;l(x) over
T, and ]’”P(x) = fso(x) = fso(x),\v’x, Vs € {a,b}. zf@, > FQ; and 5;9 > gb, then Za(@) < Za(ga) holds.
Moreover, Zb@) > Zb@,) can be satisfied under the following condition:

. Oy
Af} ap(max(@y,6,) —b') < f a0 —(1—ap) fA(x)dx (C.4)

max{6p,0p}
where Af! = max — — 1FNx) = FL(x)| and Sp is defined such that g2 FO(5p) = gL F1(5p).
b xe[b! max{0,.05}] Vb b b 8ptp0b) = 8] 0

Note that Condition (C.4) can be satisfied when: (1) A fb1 is sufficiently small, which makes gb
close to gb and 5;, = max{gb,gb} is more likely to hold; and (2) the difference in the decision ’9\;, —Eb

is sufficiently large, which can be achieved if 7y and 7z, are quite different.

C.7.2 Sufficient conditions

Below we formally state the sufficient condition under which Theorem 16 can hold.

Condition 3. [Sufficient condition for exacerbation] Condition 3 is satisfied if the following holds:
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* under Case (i): Condition (C.3) is satisfied for objectives O, and O,.1, ¥t > 2, i.e.,

0,(t+1)
|Ags1+1(LY(05()) — Ly (05())| < | fg Y (1= @ 141) f2(%) = g 41 £ (X)), 5 € {a, b)
s (t

with Ags,t+1 = |a's,t+1 - a’s,t|~

* under Case (ii): Condition (C.4) is satisfied for objectives O; and Oy,1, Yt > 2, i.e.,

O (1+1)
Afy 1 @p(max{By(1),0p.001} —b') < f @ fy 1 ()= (L =ap) 1 (X)dx

max{0,(1),0p,1+1}

. 1 _ 1 1
WIth Afy oy = 08X max(ay (0,601 Vo010 = Fp L

Condition 4. [Sufficient condition for acceleration of exacerbation]
Let O7 := O7(04,0p;ng(1),n (1)) be the objective of the one-shot problem at time t for the case

when distributions are fixed over time. Condition 4 is satisfied if the following holds:
* under Case (i): Condition (C.3) is satisfied for objectives O; and O?, Nt > 2, i.e.,

05(1)

Ag s (LY (B9(D) — Ly (03] < | fg o (1= a5 ) f(x) = g f) (x)dxl, s € {a, b)
ot

with Agss = a5 — 1.
* under Case (ii): Condition (C.4) is satisfied for objectives O; and O?, Nt > 2, i.e.,

Oy (1)

Afy ap(max{B(1),6,1} - b") < f @b fyy () = (1= ap) fy (X)dx
max{09(1),0..}

- 1 1 1
with Af, = max, max(69().55.1] fy 1 () = fp 1 (O

Note that Condition 3 is likely to be satisfied when changing the decision from 6,(7) to 65(¢+ 1)

results in: (i) a minor change of f; ;+1(x) from f; ,(x); or/and (i1) a significant change of representation

ng(t+1) ny(t)
nb(l+ 1) I’lb(l‘)

Condition 4 is likely to be satisfied if for any time step, (1) the change of f;;(x) is minor as

disparity from

so that |05(t + 1) — 84(¢)| is sufficiently large.

compared to the fixed distribution, i.e., f1(x) at time ¢ = 1; or/and (ii) the resulting decisions at

same time under two schemes are quite different, i.e., |6#9(¢) — 6,(¢)| is sufficiently large.
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In other words, both requires that f;,(x) is relatively insensitive to the change of one-shot
decisions, and this applies to scenarios where the impact of reshaping distributions is considered as

a slow process, e.g., change of credit score takes time and is a slow process.

C.7.3 Proof of main theorem

1 ()

o

follows 22 = We, 1 (65(1), 69(1), V1. If f,,,(x) varies over time, then 242 = W( ,(6,4(1), 05(1)). V1. We
b

consider that distributions start to change after individuals feel the change of perceived decisions, i.e.,

Jfs.4(x) begins to change at time 7 = 3. In the following, Vs € {a, b}, 63(¢) = 05(2), A5 (65(1)) = A5 (04())
for t=1,2 and 220 = %a® for y = 1,23,

0 = ()

Start from ¢ = 1, if (6a(1), 65(1)) satisfies A4,1(64(1)) > A5,1(65(1)), then 243 > %20} and 6,(2) >

05(1) holds Vs € {a, b}, implying 4,2(0,(2)) > A4,1(64(1)) > Ap1(0p(1)) > Ap2(0p(2)) (O and O>

satisfy monotonicity condition) and Z:—g; > Z:g; Moreover, the change of decisions begins to

If f5:(x) = f5(x) is fixed V¢, then the relationship between and one-shot solutions (6;(2), 6, (1))

reshape the feature distributions in the next time step.

Consider two ways of reshaping distributions: Case (i) and Case (ii). For both cases, show that
as long as the change of distribution from f;;—1(x) to f;(x) is relatively small w.r.t. the change of
decision from 6(z —2) to 64(t — 1) (formally stated in Condition 3 and Condition 4), the following
can hold for any time step ¢ > 3: (i) O; and O, satisfy monotonicity condition: A, ;4+1(6,(t+ 1)) >
Aa1(0a(1)), Ap(Bp(1)) > Ap 1+1(6p(2 + 1)) hold when Z%IB > Zzgg (ii) group representation disparity
changes faster than case when distributions are fixed, i.e., Z:Eg > 228\#

Since 64(2) > 65(1), within the same group G, subgroup g} (resp. gg) experiences the higher

(resp. lower) loss at time ¢ = 2 than ¢ = 1. Consider two types of change Vs € {a, b}:
o Case (i): ;3 < @50 = a5.
o Case (ii): f0,(x) = f),(x) = £2,(0),Yx and f}5(x) < f,(0) = f} (x),Yx e Ts.
Prove the following by induction under Condition 3 and 4 (on the sensitivity of f;(x) w.r.t. the
a(t+l)  ng(i+1) a(t+l) _ na() .
3, mel) nED Zb(t+1) > Zb(z) hold, and Vs € {a,b}:
o Case (I): @ ;41 < a5y < @y 1s satisfied.
o Case (ii): f7,,(x) = f,(x) = f),(x),Vxand f}, ., (x) < f1,(0) < [}, (0),Vx € T
Base case:
e, 1s defined under feature distributions f /(x) = @ fsl’t(x) +(1-ay,) fgt(x), Vs € {a,b}. Define
a pair (8,,,0),) such that the following holds:

> and

change of decisions): For ¢ >
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e = Yo (023).603)) = ¥ 3(0a(3).05(3) = e b B) > W2 (0a(2).05(2)) = 5.

Then, we have Vs € {a, b}:

e Case (i): As a3 < a}v,z = ay,1, by Lemma 17, 65(3) > 69(3) = 6; holds.

o Case (ii): As f),(x) = £),(x) = £, (0),Vx and f;(0) < f,(0) < £}, (x),Vx € T, by Lemma
19, 6,(3) > 62(3) = 6, holds.

By Theorem 14, 8, > 64(2) holds. It implies that 6,(3) > 09(3) and 6,4(3) > 64(2).

Consider dynamics with A (6,(¢)) = v(L;;(64(?))). The following statements hold:

(1) Under Condition 3, L;3(6,(3)) < Ls2(6,(2)) and Ly 3(6,(3)) > Lp2(6,(2)) hold, implying
Aa3(0a(3)) > Aa2(0a(2)) > A5 2(06(2)) > A 3(05(3)) and 2 > 13

(2) Under Condition 4, L 3(8a(3)) < La,3(65(3)) and Ly 3(65(3)) > Ly, 3(6%(3)) hold, implying
Aa3(0a(3) > 23 5(6(3)) > 25 4(65(3)) > A3(0(3)) and 25 > T,

3) QSI (resp. gg)) experiences the higher (resp. lower) loss at # =3 than7 =2, i.e., L}’3(95(3)) >
L;,(85(2)) and LY ;(85(3)) < L,(65(2)),

e Case (iI): 54 < @43 < ay, holds.

o Case (ii): f2,(x) = f05(x) = £2,(x0),Yx and £} ,(x) < f1500) < f} (), Yx € T hold.

Induction step:

ng(t+1) ng(t+1) ng(t+1) 14(1) .
3, n(+D) > D) and Dm0 hold, and Vs € {a, b}:

o Case (i): @ 4+1 < @y < @y is satisfied.

o Case (ii): /0 ,,(x) = f,(x) = f),(0),Vxand f], ., (x) < f1,(0) < [}, (0),Vx € T.
Then consider time step 7+ 1.
Define pairs (6,4,6p) and (@a, 0) such that the following holds:

Suppose at time ¢ >

>

no(t+1) A7
(1 S = W (090 + 1), 001+ 1) = We 1118, By)
Y ) W (Bl 1), (4 1) > 470D~ T TR T
np(t+1) naB =W (0a(0,06(0) = Ve 101 (B O)

According to the hypothesis, Under Case (i), 0, > 6(t+1) and 0, > 04(t) hold by Lemma 17. Under
Case (ii), 6, > 6(t+1) and 6 > 045(¢) hold by Lemma 19. By Theorem 14, (¢ + 1) > 6, and
0,(t+ 1) > 6 hold. It implies that 6,(t+ 1) > 62(¢+ 1) and 6(t + 1) > ().

(1) Under Condition 3, L 4+1(6,4(t+ 1)) < Ly +(6,(2)) and Ly 111(6p(t + 1)) > Ly, /(65(¢))hold, im-
PIYINg a1 (0a(t+ 1)) > Aas(0a(1)) > 2y (O5(1) > Ap 1 (Bt + 1)) and faEys > fafi: O and Oy
satisfy monotonicity condition and representation disparity get exacerbated.

(2) Under Condition 4, Ly, 1+ 1(8a(t + 1)) < Lazs1(05(t+ 1)) and L 416t + 1)) > Ly 111 (682 + 1)
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hold, implying A, +1(8,(¢ + 1)) > ’12,;+1(93(t +1)) > /lZ’H](HZ(t + 1)) > Ap+1(6p(¢ + 1)) and thus
ng(t+1) _ not+1) .
np(t+1) = ng(+1)”

each time compared to the case when distributions are fixed, and if the disparity get exacerbated,

the discrepancy between retention rates of two demographic groups is larger at

this exacerbation is accelerated under the reshaping.
(3) G! (resp. G¥) experiences the higher (resp. lower) loss at 7+ 1 than ¢, i.e., L;t+1(9s(t+ 1)) >
Ly (65(0) and LY, (6,(1+ 1)) < L (65(1)). Therefore,
e Case (I): @ 42 < @541 < g, holds.
o Case (ii): [0 ,(x) = 2, () = f,(x),Yxand f}, ,(0) < fl,,,(x) < £}, (0),¥x € T hold.
Proof is completed.

The case if 1,4,1(64(1)) < Ap,1(0,(1)) can be proved similarly and is omitted.

C.8 Proof of Lemmas for Theorem 16

C.8.1 Proof of Lemma 17

f?(x) and fs1 (x) overlap over T := [51,30].
1.C:=DP

To satisfy ¥ (5 /0\)—‘? (5 5) SO i) should hold. Under Assumption 7
N (=AY IO RATEAV.ICS ‘ ]p ’
@, fy (6)

. >1 . ~v }1 . . . . . .
both 0 12{;% 5 and 0 1(_%{?);?3 5 are strictly increasing over 7. Since Vs € {a, b}, there is BTN

~ rl — —_
#}?)()9) V6, € T;. For all three possibilities in Table 4.1, 8, > 8, holds Vs € {a, b}.
2.C:=EgOpt

Since Zg(@a) = Zg(@b) and Zg(@,) = 2?2(91,) always hold for any (6,,6p) satisfying EqOpt criterion,
when change of @ (or @) is determined by 6, only via Z?(Qs) (or Z?(Qs)), both %” =1and % =1 are

isfied. To satisfy Peorone . 0p) = Praonr . p). —2L@) . _THO) G oidpold. which i
satisfied. To satisfy Weqopt (0a,0p) = Prgopt (Ba. 6b), AR AT should hold, which is
same as the condition that should be satisfied in case when C := DP. Rest of the proof is thus same

as DP case and is omitted.
3.C:=Simple
Simple fairness criterion requires that /G\a = ’0\;, =9 and ga = 5;, = 0. In order to satisfy

T = =S ~ —  @Gf O-0-a) 0 @t O-(1-a,)f)0)

Fainpre(ba ) = Fsinpre(Ca. 00). G20RGZ 15 = (mo R@gasi@ Snould hold. Under As-
@ f)()-(1=ap) () and apf} ()—-(1-ap) f)()
(1=@a) 2 ()=Ca f} () (1-@a) f () =@af} ()

sumption 7, both

are strictly increasing over 7;. Since
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A flO-1-ap) 20 apflO)-(1-ap)f)®)
(1-@) f2O) - f1(0) ~ (1-a)f(O)—aaf (6)’

Vs € {a, b}, there is Y6 € T,NTp, implying that 6 > 6.

C.8.2 Proof of Lemma 18

Define AL = |L'(6,) — L'(8,)], j € {0, 1}. Rewrite @, = @s — Ag,. For s € {a,b}, 8, > 6, holds, which
implies that L(6;) = L!(0;) + AL! and 10(6,) = L0(6;) — AL?. Therefore,

Ly(05) — Ly(05) = Ags(L2(05) — L1(65) — (1 = @) ALY =@ ALY, s € {a, b)

since
s s
AL = | flxydx; ALY = ﬁ Fx)dx
0 0y

Define 6 such that (1 -a@,)f2(8,) = @,f)(S), then (1 —@y)f2(x) > @.f}(x) when x <&, and
(1-@p)f2(x) < @[} (x) when x > 6,. By Lemma 6, 8, < 8, and 8, > 6, hold, implying

. 0 — A+l 2 — 0 — 1 >0, s=a
(I=a)AL; —a ALy = | (1—ay)fs(x)—asf; (x)dx
05 < 0, s=b
If |Ago(L(B,) ~ LEO < | (1~ @) f2(x) ~ @, f! (x)dx| holds, then the sign of L,(6,) ~ Ly(@;) is
determined by the sign of @,AL! — (1 -@,)AL’. We have L,(6,) < Ly(6,) and Ly(6,) > Ly(0p).

C.8.3 Proof of Lemma 19

1.C:=DP or C := EqOpt
R S 5= = —~ — = —~ — S
To satisfy oe(0a.s) = Por @) or Froope Ounlb) = Proope(Buby). =L =
asf) (65) asf) (6s) asfl )

— —— should hold. Under Assumption 7, —>=— is strictly increasing over 7.
(-a)fR0) ~ (1-a)f)6) P (1=a)f00) Y & :

6, > 6, has to be satisfied.
2.C:=Simple
Simple fairness criterion requires that ’9\0 = @ =9 and 50 = 5;7 = 9. In order to satisfy

1A G 03 A G 0P AT 0705
<7 T AN = = 8,1, 08,1, ©O) g, f,O0)—g, [’ ©O) g [, O-g 1 ©O )
Psimp1e(a,05) = Fsinpre (0, 0b), QOO ROl 1O ~ LRO)-gkf1©O) should hold. Un
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g 7 )= gbfb 0.

el ¢ 1s strictly increasing over 7. For 0,0 € T.NTp, 6> 6 has to be
ga a

der Assumption 7,
satisfied.

C.8.4 Proof of Lemma 20

Define 5, such that (1 —a;)f0(5s) = ayf}(85). Then, (1-ay)f0(x) > @l f}(x) when x <8, and
(1- ab)fb (x) < abfb (x) when x > 51,
Since 9 > 95, we have

0 0
— | Pwdx=- | Px)dx
O

O

2(65) - L2(6y)

05 O
D@ -I'@) = [ Feods- f (70— Pl (0)dx
O sl

Therefore,

9s
L@~ L@ = f @ P10 (1 —ag) P(x)dx - as (fg (971 (0)dx

J

since 6’ < 9 < (54, aa fa (x)—g, fa (x)dx < 0 holds. Since fa (x) > fa (x) for x € T,, we have
ay fa L ( fa (x)— fa (x))dx > 0. Therefore, La(Ha) < La(Ha).

When s = b, there are two possibilities: (i) O <gb <§b; (i1) gb <0, < Eb.
For case (1),

Op

Op
ﬁ ap fL(0) = (1= ap) fR(x0)dx + ﬁ ap fL(0) = (1= ap) f(x)dx

Op O

Ly(0) — Ly (@)

term 1 term 2

Op
a | (0= F(0dx

+

term 3

Since & < 0 <p and f)(x) = f(x), for x € [0, 5], @ ) ()= fy (¥) <@p fi} ()= (1 —@p) f(x) <0,
we have 0 > term 2 + term 3 > @, f[jb (]‘2 (x)— E(x))dx.
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Define A = max, 15,1/} (x) = f1(x)l. Since term 1> 0, L,(6) > L,(6) holds only if the
following condition is satisfied:

O

Arap(6p—b') < fé apfl () = (1 - ap) R (x)dx

For case (ii),

o o Op I
Ly(0p) ~Lp(0p) = fé apfy () = (1= ap) f)()dx+a fb ()= f, (0)dx

term 1 term 2

Define Ay = max, ;1 5,1/} (x) = £1(x)l. Similar to case (i), Ly(6) > Ly(6) holds only if the
following condition is satisfied:

_ O
Apay(Bp —b") < fé apfl(x)— (1 - ap) f2(x)dx
b

Combine two cases, let Af} = max, 1 == [f1(x) = £1 (0], Ly(6)) > Ly(6p) holds only if the

following condition is satisfied:

- Oy
Aflap(max{fy, 55} —b') < f a0 = (1 —ap) fA(x)dx

max{6p,0p}
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APPENDIX D

Long-Term Impact of Fairness Interventions on

Group Qualification

D.1 Derivations

Qualification profile of a group.

1 1
Ysi(X) = Pyx,s(llx,s) = Px, v,.s (x,0,5) "~ Pxyjy,.s (610,9)Py,s (Ols)
Px, v,.s (x,1,5) Px,1y;,s (x[1,8)Py,s (1]s)
T Px,y,s (x10,9) 1 _ LW, )
Px,|y,,s(x|1,S)(PY,\S(HS) D+1 f_}(x)(m -D+1

Utility of an institute.

UD,Y) = E[R(Dy, Y11 = nE[R(Dy, YIS = al+npE[R/(Dy, YIS = b]
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Under policy 7, we have

E[R(Di, YDIS = s] = Pp,y,s (1, 1|$)us = Pp,y,s (1,015 = s)u_

f(PD,,Y,,X,|S (1,1,x[8)uy — Pp, y, x,s (1,0,X|S)M—)dx

X

f P15 (x15)(Ppyix,.s (11%, $)Py, x,.5 (1%, )iy = Pp,jxis (11, )Py, px, s (Olx, s)u_ )dx
X

f P15 (x19)(75(0) 5.0 (01t = ()1 =y (X)) )l

X

Ex,js =s[ms(X) (v, (X)W + u-) —u_)].

Therefore,

UD,Y;) = ”aEX,|S —alma (X)) Va (X)) (ug +u_) —u_)]
+npE x5 =p[16(X) (Yo (X)) Uy + 1) —u)]

Dynamics of qualification rate.

as(t+1)

PY,+1|S(1|S):fZPY,+],Y,,D,,X,|S(I,Yad,)ds)dx
X y’a

f Z Py, 1v,.p,x,.s (1ly.d,x,s)Pp,x, s (d|x, s)Px,y, s (x]y, s)Py,s (y|s)dx
X y,a

fz {PYHI v,.0,.x,.s (110,d, x, 8)Pp,x, s (d|x, s)Px,y, s (x]0, S)}PY,|S (Ols)dx
X a

+ fz {PYHllY,,X,,Dt,S (111, x,d, s)Pp,x, s (d|x, s)Px,y,s (x[1, S)}PYAS (I]s)dx
g

= Exr,=0.5=s|(1 =5, XO)TE + w1 (X)T (1 - 5(0))
+ Exr=t.s=5| (1= e XDT o + 5, (XOT |ers(0)
= gM@a(t),ap(1)- (1 = ay(1) + gy(au(®), ap(®) - ay(®)

D.2 Proof that the threshold policies are optimal

In the following proof, we focus on optimal policy at # and omit the subscript .
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First consider unconstrained optimal policy, noted as 7;", we have,

ﬂ'SN = arg I’IJITaX IEXIS =s [Trs(X)(YS(X)(M+ + l/l—) - I/I_)]
o). Since y4(x) is monotonically

increasing in x under Assumption 9, 7V¥(x) = 1(x > (Vs)_l(u:i_u_

Therefore, the optimal policy satisfies 73" (x) = 1(y;(x) >

)) is threshold policy where
()/s)‘l (-) denotes the inverse function of y,(-).

Now consider optimal fair policy under some fairness constraint C satisfying Assumption 10.
Consider any pair of policies (4, 7) that satisfies fairness constraint C, and define fairness constant
c= ]EX~7>£ [7,(X)]=FE X~PC [75(X)] € [0, 1]. To show the optimal fair policy is threshold policy, we
will show that there always exists a pair of threshold policies (ﬂ‘ai,ni) such that EX~7>§ [nZ(X)] =
IEXNPIS: [nZ(X)] = ¢, 1.e., the fairness constant is the same as (r,,7), and the utility of (ng,ng) 1S no
less than the utility attained under (7,4, 7).

Vs € {a,b}, let threshold policy 7{ be defined such that 7§ (x) = 1(x > 67) and Ey_pc[7§(X)] = ¢
are satisfied. Such policy must exist and the threshold is given by 6¢ = (F¢)~!(1 - ¢), where
F$(6) = [ 900 PC(x)dx is CDF of P¢ and (F¢)~!(-) is the inverse of it.

Let Rng(D, Y), Ry, (D,Y) denote the utility attained under policies n?, s respectively. Next we
will show that Vs € {a,b), E[R 4(D,Y) | S = 5] > E[Rr,(D,Y)| S = s holds, i.e..

Exis =s 15 00y + 1) —u)] 2 Exjs = [ms(X) (s (X) s +u) —u)]

Since ﬂf (x)=1(x> 9?), we have the followings,

Exis -0 (X0 +u) =) = for (750t +1-) = u-) P (xls)dx

Exis—s[m(00s (0 +u)-u)] = for (750t + =) = u-)Pys (xls)dx

d
%m0 s+ 12) — ) Pis (als)dx
Jor (1= (rs (0t + 1) = u-)Pxs (xls)dlx

+
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Since EX~PSC [r,(X)]=c= ]EX~7>§ [ﬂ'?(X)], we have

ed

fgd (1 —ns(x))Pf(x)dx = f ‘ ﬂs(x)Pf(x)dx (D.1)
Under Assumption 10, Pxiss) is non-decreasing. Since y,(x) = « L@ is non-decreasin
p PC(x) g Vs 5 Px)s (x1s) g
and 1 —y,(x) = (1 —ay) IHE) is non-increasing, we have 2 HE) is non-decreasing and IHE) 18
Vst = $) Pys (ls) & Pxis 15) S TIED)

non-increasing. Therefore,

Pxsls) _ (f@ fo(x)
st u) =) =g o= =@’ eSus — (=) g su
o B0 PusGds) L ) Pus(ls)

Pxs(xls)  PE(x) " Pxs(xls) PE(x)
is non-decreasing in x. Combine with Eqn. (D.1), we have the followings,
0
f T (O(ys(0) U+ +u-) —u_)Pxs (x|s)dx
9(1
< f 7 (O (s (0wt + 1) — )P;‘D'SCEZi')S)PS(mdx
- fg:(l_ns(x))(ys(éf)(u++u_)—u ) ;;'SCE d'))PC(x)dx
< fgf (1 =7y ()) (s (X)aty + 1) — ) ;;'ii’c';)??% xdx

fed (1 =) (ys () (U4 +u-) —u_)Pxs (x|s)dx.
Therefore, the following holds Vs € {a, b},

Exis =[5 0rs(X) s + 1) —u)] 2 Exps [, (s (X) (s + 1) —u)].

It shows that the utility attained under threshold policy (ﬂ'a,ﬂ'b) is no less than the utility of
(74, mp), which concludes that the optimal fair policy (na, b) must be threshold policies.

Lemma 21 below further shows that the optimal threshold policy 65(,, ap) is continuous and
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non-increasing in @, and .

Lemma 21. Let (Ga(aa,ab), Op(ay, ab)) be a pair of solutions to Eqn. (5.3) under a,,ap. Vs € {a,b},

1 0
if 7];56(()2) and ;;SC(();)) are continuous everywhere in x, then 05(a,,ap) is continuous in both a, and ap.

Moreover, under Assumption 10, 6(a,,ap) is non-increasing in a, and .

Proof. To prove that a sufficient condition under which 0y(a,,ap) is continuous in aq,ap € [0,1] is
fv] (x) and f?(x)
PS () P

that are continuous everywhere in x, we define a function f(6;, aq, ap):

u- PX=65|S=y%)

fv(gs’a'a»a'b) = ('ys(gs)_u*__i_u_) PSC(Qy)
= lagus f} (05) + asu_f2O,) —u_f (93)]%
116y 765
= s Uy s_l -1
s pcay T Vpcg) ]

According to Equation (5.3), we have n, f,(0,, @q, @p) +np fp(0p, @g, @p) = 0.
Given any «, and @, and any constant k, let ég be one solution to f(6s,a,, @p) = k, where

i=1,..,N and N is the number of solutions. Firstly, we show that éé(aa,ab) 1s continuous in a,
JHE)) AE))
ey 204 pegy
in a,4, ap, and 6. Therefore, Ve > 0, 35 > 0 such that for all |ay — a,| <6 and |ap —ap| < 6 =

and a, for any i € {1,..., N}. Because are continuous, fy(8s,@,,ap) 1S continuous
6", — 0] < €. Thus, &% (aa,ap) is continuous in e, and e, Vi € {1,...,N}.

Next, we show that given a, and a}, the solutions to n,f,(0,, @y, @p) + np fp(Op, g, ap) = 0
under fairness constraint C are continuous in «, and ap € [0,1]. Under fairness constraints in
Equation (5.1), 6, = n°(6)) holds for some continuous function °(-). Consequently, we have
nafa(nc(eb),aa,ab) +np fp(Op, @, ap) = 0. Because fi(-,-,-) and nC(-) are continuous functions, with
the same reasoning, given a, and a}, the solutions to n, fa(nC(Gb), g, ap) +np fp(Op, g, ap) =0 are

continuous in «, and ;. In other words, Qg(aa, ap,) 1S continuous.
JHE))
PE)

Under Assumption 10, fy(6s, @4, @p) and 65(a,,ap) are continuous. We then prove that if

0

(X . . . . . . . .
;;‘C(( )) is non-increasing in x, then 65(a,, @) is non-increasing in @, and ;.

s X

Let (nc (6p),6p) be a pair that satisfies fairness constraint, where nc(-) 1s some continuous and

is non-decreasing and
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strictly increasing function, then the optimal one is the pair that satisfies Equation (5.3) as follows:

Pxjs (1° (0 Pys (Olb
”a()’a(ﬂc(gb))— u__y x15 (1 (b)la)+nb(7b(9b)_ u—_) x5 (Op1b)

Ut P (0)) ui+u_’ PCG,)
_ JAURED) £0° ) £ 6p) N AR
= nal gt + @ Dcipgt- |+ m|avpegsus + (@ = Dcgsu-| =0.

Note that Vs € {a,b}, LHS of above equation is strictly increasing in @ because the coefficient

PO i - f . r S €9 N A €)
o is non-decreasing and C0) is non-increasing in x, o P

¢ ¢ fA0) 1))
both 220D _ 66O 4 SO T,
O pCwe@) T PEat@ M @y T PC@y)

increase so that the optimal fair equation can be maintained. It requires that both 6, and 6, = nc (6p)

of a; is positive. Because

is non-decreasing in x. As «; increases, must not

must not increase. In other words, Vs € {a, b}, 65(a,, ap) must be non-increasing in @, and ap. [

D.3 Proof of Lemma 7

In the following proof, we focus on optimal policy at # and omit the subscript .

First consider unconstrained optimal policy. Under threshold policy,

ouN

argmax Exs = [ (X)(ys(X)(1ns +u-) — )]

argmax f m(ys(x)(m +u-)—u-_)Pxs (x[s)dx
9.?

Uu_

Since y(x) is monotonically increasing in x under Assumption 9, 8" satisfies y;(65") = TR

Now consider optimal policy under fairness constraint, to satisfy constraint C, fe:o Pg (x)dx =
J, Py (x)dx should hold. Denote CDF F§(6°) = |- " P3(x)dx, then for any pair (6,,6;) that is
fair, we have 6, = (Fg)_ng(Hb) = nC(Hb) hold for some strictly increasing function nc(-). Denote
u=F¢(6,) and 6, = (F$)~" (u), the following holds,

dif6y) _ AF)FG ) _ dFS W) au _ 1 du _ T ©O) _ Py
db doy du  db, — (FSY((FS) M) 40— FSYB.)  PS0a)°
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Denote fy(x) = (ys(x)(us +u_)—u_)Pxs(xl|s), then we have

Hg = argmaxU/(D,Y) = argmax (na f4x)dx +ny fb(x)dx) .
O O nC ) O

Let F(6p) = n, fn ?( o) Ja(X)dx+nyp fé):o Jfp(x)dx. Because y,(x) is monotonically increasing in x

under Assumption 9, the optimal Hg satisfies

dF(6y) ~ a Cop A @)
e —naf (" (6p)) a0, —npf7(6p) it
PLE°)
= 1, (v ) (s +u) —u)YPX = 15(6°) | S = a)—-L2
1a(Ya(C @) s +u_) —u)P(X = 7€ (65) | “)Pgmcwg»
~np(yp(65) (s +u-) — u_)Pxis (65 1) = 0.
Therefore,
C Pxis (6°|b
na(ya s +1) —uy D Y ) - )P OD o

Pe(65) Pe(6)

D.4 Proof of Theorem 17

We define balanced equations and functions for the rest proofs. The dynamics system (5.4) can
reach equilibrium if a(7) = a4(r — 1) holds. Therefore, the system has equilibrium if there exists
solution to the balanced equations defined as (D.2).

1 1-gh@(@aap) 1 1-g(6"(@am)

1= . — 1= . (D.2)
q g (a ) gXO"(ar b))

By removing subscript ¢ and writing threshold 6; as a function of a,, @), we have g.(0s(a, ap)) =
TR0, @) + T3 (1 = F3(0(a @5))), denote CDF of f)(x) as F3(60) = [*_ £ (x)dx.

Vs € {a,b}, let —s = {a,b}\ 5. Ya_; € [0,1], define balanced set w.r.t. dynamics as Wy(a_y) =
(@ L — 1= S8 C@uD)y 1p e get size [y(a_y)| = 1 holds Va_, € [0, 1], we define balanced

@ gos(gs(asaa—s))

functions w.r.t. dynamics as ¥y : [0, 1] — [0, 1] with W (a—;) € Ys(a—s), Ya—_; € [0, 1].
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- _ 1 _ 1-gi(6s(aa.ap)
Vs € {a, b}, define function [y(a) = o 1 and hs(Os(aq,ap)) = m,
1= (T3°F 3 (0(@q, @p)) + T (1 = F (6504, @))))

hs(O5(@a, ap)) = TORO(6 (@, @p)) + TN (1 — FO(By(aa, @p))

Firstly, we prove that given a fixed a—; € [0, 1] there must exist at least one a; € (0, 1) such that
hi(Oy(a_s,ay)) = P(ay), s € {a, b}, —s = {a,b}\ s.

Since [)(x) is continuous in x, and 6s(ay,, @) is continuous in a, and a;, Fy(Os(ag, ap)) is
continuous in «, and «;. Therefore, h,(05(a,, @p)) is continuous in ¢, and ap.

Moreover, g}(@s(aa,ab)) is the convex combination of Ts11 and Tslo, and g?(@s(aa,ab)) is the
convex combination of T?l and T?O, the following holds Ve, € [0, 1], a5 € [0, 1],

min{Tslo, Tsll} < ghlg(gs(a/a’ ab)) < maX{Tle’ TSH} )

min{T%, 7%} < ¢%(6,(@g, ap)) < max{TP, T},

1-max{T!0,T!} 1-min{T10,7!1}
max{7T{°,7{"}

min{T0,T{"}
1

Furthermore, /(@) = -- — 1 is continuous and strictly decreasing in @, and

which implies 0 < < hy(O4(ay, ap)) < < 400,

lim /() = +o0; lim1 ls(ay) =0,
ag—

Ag—

Given a fixed ¢, € [0, 1], because hy(0p( 4, @p)) 1s continuous over @, € [0, 1] and with value varying
1-max{T,°,7}"} 1-min{7}°.7}1}
max{Tgo,Tgl} an min{TEO,T[?l}
there must exist at least one @, € (0, 1) such that h;(0,(ay, @p)) = [p(ap). Similarly, given a fixed

between

, and [p(ap) 1s continuous with value varying from +co to 0,

ap € [0, 1], there must exist at least one a, € (0, 1) such that 4,(6,(a,, ap)) = I,(a,).

Secondly, we prove that all the solutions (@, @) and (@,,ap) are on continuous curves in the
2D plane {(a4, ap) : a4 € [0,1],ap € [0, 1]}.

According to the continuity of /(-) and h(-), we have Ya, € [0, 1], limy , —q, la(@a) = la(@a);
furthermore, Ve, € [0, 1] and V6], € {6, : Lu(@a) = ha(Ba)}, limg: g ha(6.,) = ha(6}). Thus, Ve >0,
36 > 0, such that Vo, € [0,1], |agy —a4 < d = |0£l, - Hﬁll <e. aConsequently, Ye> 0, 36" > 0 and
36 > 0, such that Ya, € [0,1], oy —aul <6 =16/, — 01| <&’ = |o, — )| < €, the last statement
is because of the continuity of 6,(c,@); in other words, Ya, € [0,1], limy , o, @}, = @}, where
i=1,...,N. Therefore, (a,,@p) is on a set of continuous curves with @}, varying from 0 to 1. Similarly,

one can prove that (@4, ap) is also on a set of continuous curves with a, varying from O to 1.
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Finally, we show the existence of equilibrium (@, @p).

Consider a 2D plane {(aq,ap) : @, € [0,1],a5 € [0,1]}, and C; = {(a4, @p)} and Cr = {(ag, ap)}
that are two sets of continuous curves in the plane defined earlier. It is straightforward to see that
there is at least one curve among C; whose a}, varies from O to 1 and at least one curve among
C> whose «, varies from O to 1. These two continuous curves must have at least one intersection.
Moreover, this intersection (@, ap) satisfies hp(0p(a,, @p)) = lp(ap) and h,(0,(ay, ap)) = 1,(a,), is
an equilibrium of system.

Moreover, we also realized that the proof can also be done by using Brouwer’s Fixed Point

Theorem in topology.

D.5 Proof of Theorem 18

Following the proof of Theorem 17,

1-glO0y(aa,@p))  1—=(T)OFL (O, ap) + T (1 -F}(05(aq, ap))))

hS‘ QS as = -
(O @) = = aman) TOFOs(@q @p)) + T (1 = F(05(aa, @)

Note that ¥y € {0, 1}, T2°F(05(aa, @) + T2 (1 = F(85(ea, ap))) is the convex combination of
72" and T2 with CDF F2(6,(ea, @) as the weight. Because F(6,(cq, @) is continuous and
non-decreasing in 6s(a,,ap), under Condition 1a), hs(0s(a,,ap)) is non-decreasing in Oy(a,, ap);
while under Condition 1b), h4(6s(a4, @p)) is non-increasing in O4(a,, ap).

Under unconstrained optimal policy or optimal fair policy with constraint C satisfying Assump-
tion 9 and 10, 65(a,, @p) is non-increasing in @, a@p. Therefore, under Condition 1a), hy(6s(ay, ap))

is non-decreasing in @, @p, while under Condition 1b), h(65(a4,@p)) 1s non-increasing in g, @p.

Moreover,
1-10 -7
Under Condition la):  0< TOOS < hy(Os(ag, @p)) < TOIS < 400
S s
—Tl _Tl0
Under Condition 1b): 0< T—Ols < hy(O(ag, ap)) < TOOS < to0
N s

First consider the case when Condition 1a) is satisfied.

Because function /() = a/% —1 is continuous and strictly decreasing from +co to O over
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as € [0,1], Vs € {a,b}. Thus, given any fixed «;, € [0, 1], strictly decreasing function /,(a,) and
non-decreasing function 4,(6,(a,,ap)) has exactly one intersection, i.e., 4 only one @, such that
ha(Oy(ag,ap)) = l,(a,). Yap, the set Y, (ap) = {ag : ha(6,(ay,ap)) = l,(a,)} has only one element,
and they constitute continuous function @, = ¥,(a}p) (balanced function). Similarly, Ya,, set
Yy(ay) = {ap : hp(Op(ay, ap)) = Ip(ap)} also has only one element, which forms continuous function
ap = Wplay).

Because given any «g, h,(8,(a,,ap)) is non-decreasing in ap, as @, increases, the intersection
with /,(@,) is non-increasing. Therefore, ¥,(a}) is non-increasing in a;. Similarly, ¥, (a,) is also
non-increasing in «,.

On the 2D plane {(aq,ap) : @4 € [0, 1],ap € [0, 1]}, two curves Cy = {(ag, @p) : ag = VYo(ap),ap €
[0,1]} and C; = {(a4, @p) : ap = Pp(ay),a, € [0, 1]} are both continuous and non-increasing. One
sufficient condition to guarantee C; and C, have exact one intersection, is that Id%f”)l <1,Yap €
[0,1] and |d\1;+$“)| < 1,Va, €10,1]. In the followings, we show these sufficient conditions will hold
if | Zolol000l)) < 1 ang |2e@ltets)| < | ya,, q.

Denote u = ha(6.(‘Ya(ap), ap)), because l,(Yo(@p)) = ha(0a(Yalap), ap)), Yap,

d¥a(ap) _ dla)'w) _d(la)™ W) du 1 du

day, day, du  dap (1) (L) Nw) day

_ -2 dn
=—((la) (W) day’

Because (1)~ (1) = Y,(ap) € [0,1], =((1)""(u))? € [-1,0]. Moreover, because of the condition

|—dh“(gjl(a“b“’a”)) | < 1, we have

|d‘1’a(ab)

<1.
day

Similarly, we can show that |%§“)| < 1 holds Yo, if IW%(T‘Z“"Y”»I < 1. Therefore, Cy, C, have
only one intersection, the equilibrium (@, @) is unique.

Now consider the case when Condition 1b) is satisfied.

Because % = —@ <-1,Ya,€(0,1),and -1 < %ﬁ:’%)) <0 for any fixed ™ * € [0, 1].
Strictly decreasing function /¢(as) and non-increasing function h4(6s(a,,@p)) has exactly one
intersection. Therefore, Yay, balanced set WY, (ap) = {a, : ho(8.(ay,ap)) = l(@,)} has only one
element, and they constitute continuous function @, = ¥,(;) (balanced function). Similarly, Va,,
set Wo(ap) = {a, : ha(O,(aq, ap)) = l,(a,)} also has only one element, which forms continuous
function @, = ¥, (ap).

Because given any a,, h,(6,(a4,@p)) is non-increasing in ap. As a; increases, the intersection
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with /,(@,) is non-decreasing. Therefore, ¥, (a}) is non-decreasing in a;. Similarly, ¥y (a,) is also
non-decreasing in a,.

On the 2D plane {(aq,ap) : @4 € [0, 1],ap € [0, 1]}, two curves C; = {(ag, ap) : g = VYo(ap),ap €
[0,1]} and C; = {(ag,ap) : ap = Yi(a,), @, € [0, 1]} are both continuous and non-decreasing. One
sufficient condition to guarantee C; and C; have exact one intersection, is that %‘Sw <1,Yap€[0,1]

and dT”(““) < 1,Va, €[0,1]. Using the same analysis as the case under Condition 1a), we can show
these sufﬁc1ent conditions will hold if | #1e4(e20) < | anq | 280w || Vo, a
Therefore, Ci, C» have only one intersection, the equilibrium (@,, @) is unique.

D.6 Proof of Corollary 2.
Define notations I, = F(05(@g, ap)), AT? = T = TP and AT! = T - T,

(A-TOF +(1-T{H(1=F) (A-T")+ATF;

hs(Os(aq, ap)) = B
s(Os(aq, ap)) T?OF9+T91(1_F9) T?O+AT?(1—F(S))

Take derivative w.r.t. «,, Yu € {a, b},

HIF B]F
Ohy(Oamay)  ATige(TX+ATY(1=FN) + AT 52 ((1 - T{") + AT[Fy)
dary (T + ATO(1 - F9))2

Consider case under Condition la). Since AT? <0, AT! <0, T% + AT?(1 - F%) > 0, and
(1=T!)+ATIF] >0, we have [2ls(tuon) o) ALMTT LM

Take €! = €0 = MITOO(TMIO)(I aut if [AT!| < €! and |AT?| < €Y, then IMI < 1 holds. From
Theorem 18, the equilibrium of dynamics 5.4 is unique.

Consider case under Condition 1b).

Since ATY > 0 and AT! > 0, we have | 00
_ 0 _ (1) | 0 Ohs(0()

Take €! = € = T ATy if AT! < €! and AT? < €9, then | @, | < 1 holds. From

Theorem 18, the equilibrium of dynamics 5.4 is unique.

ahs(&y(aa,a;,))| < AT M TO 4+ ATOMO(1- T10)
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D.7 The proof of Theorem 19
Vs € {a,b}, an equilibrium @}V satisfies:

1-gy(6 @) _ 1= (7' (A -Fy(6" @) + T°F; 6" @™) _ 1
e @™) TN (1 -F96 @) + TPOFe@EN @™ "

One solution to the above equation is:
@ =T (= Fy(6M @) + TF 0 @) = 79 (1 = F6] @) + TR 6 @)™)

It shows that @V is a convex combination of T, T9!, and also a convex combination of T, T'!!.

Vo™ and FO(x), Fl(x), there is a set of transitions with 7% < o"N < T and T!° < "N < T!!
(satisfy Condition 1b)), or T%! < @™ < 7% and T!! < o™ < T (satisfy Condition 1a)), such that
the above equation holds with @VN = @M, Vs € {a, b}, i.e., equitable equilibrium is attained.

Next we show that if f)(x) # fby (x), then ?ig #+ b?g under these sets of transitions. Under the
conditions of Theorem 18, @S ,b?i) is the intersection of two curves C; = {(aq, @p) : @y = wg(a/b), ap €
[0, 11} and Cp = {(@a, @) : @p = ¥ (@), q € [0,1]}; furthermore, let @5, @ be defined such that
Zig = wg(a‘g), ng = v,bg(&'g), which are the intersections of @, = ://g(ozb) and a, = ap, as well as
ap = wi(a/a) and a, = @, respectively. Then in order to prove b?g
as #ab.

Given a, = a; = @™, because f3(x) # f; (x), we have 67" (™) # 65 (@™, a™) and to satisfy
Eqn. (5.3), there are only two possibilities: (1) 2 (a"™) > £ (a"N,a"™), 6" (@) < Hg(aUN,aUN);
(2) 699(a"Y) < 6C (WY, "), HZJN(Q/UN) S gg(a,UN’a,UN).

WLOG, suppose the first case holds. Under Condition 1b),

#aC, it is sufficient to show

1-g, (67N (a"™)) 3 1@ @™, a™)  1-gl@MN@™)) | L= gaBG @™, a™)

g @™) g @M.a™) T g@N@™)  ga(di(@™.a™))
Itimplies that & <@ =@ <@%. Similarly, under Condition 1a), @5 > @) =@ > @%. Therefore,
s #ay.

In contrast, if £;(x) = f; (x), we have 6%(a) = 6$(e, @) and @ = af;. Therefore, @5 = a~.
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D.8 Proof of Theorem 20

WLOG, suppose that @;" > @)™ in the proof. Let A0} d’g(-) be balanced functions as defined in

C
. . . - . ap =Yy (Qq)
Theorem 18 under constraint C. Firstly, we show that a/gN and ang are solutions to bre
Qg = ap
¥a = Wg (@) . . . —UN _ ,C~UN —~UN _ ;,C(~UN
and , respectively, i.e., @) =, @b yand @ = yi (@M).
a, = ap

Because f3(x) = £, (x), ¥y € {0,1},Vx, when o = @ = @, we have y4(x) = y5(x), Pg 2" (x) =
PEqut (x) and P* (x) = P)* (x), which implies 6 (a,a) = HC(Oz a) furthermore, the optimal fair
policies of DP and EqOpt satisfy ya(Ha (a,@)) = yb(QC (,@)) =

— according to the optimal fair
policy equation:

+ = — — naYa(07) +npyp(0)7) =
S WA s W el rers ‘

Uy +u_

Because y,(6;" (@) = y,(6;"(@)) = Mff[m we have y,(02%(@)) = ya(65(a,@)) = vp (0, (@) =
yb(Gg(oz, a)) so that €€ (o, @) = 7N (a) = Og(cx, @) = 6" (@) holds under any a. Vs € {a, b}, because @™
is the solution to balanced equation, i.e., [(@"") = A" @Y)). We have [,@"Y) = h, (6 @YY, aVY)),

which further implies @V = y<@Y).

. . Ay (a,
Under Condition 1b), accordlng to the proof of Theorem 18, we know that 0 < wé’;a ) <1
and 0 < dw“;“”) < 1. Because aVN = wgCUN) <@ = yC @), we have )t < :,bg(aa) <ag Yo, €

[@?N, @ N]. Similarly, we have ap < YS(ap) <@V, Ya, € [@PN,aPN]. Therefore, after representing

a

the two balanced functions as two curves C; = {(@g, ap) : @q = ;bg(a/b), ap € (0,11} and Cr = {(aq, ap) :
ap = ¥S(@a), aq € [0,1]} on the 2D plane {(@q, @p) : @q € [0,1],a; € [0, 1]}, the intersection (@5, @)

of C; and C; satisfies: 1) @t > ab, 2)aV <bZC <ag";3)a)t <ng <@V, Therefore, [a¢ —abl <
—~UN _ —~UN
la,; -, l.

. : A
Under Condition 1a), accordlng to the proof of Theorem 18, we know that —1 < d/,, () <0

C
and —1 < dwjéj}’) < 0. Because a? wg(\UN) < = yC @), we have wb(aa) <M, Va, >6?gN.

Similarly, we have l//a (ap) > a/UN Yap, <ay Due to the existence of equilibrium, the intersection

(dg,ab) of C; and C; must satisfy: 1) aC > a/b, 2)aN <af; 3)at ay, <@, Therefore, 7 —a/bl >
| —UN AUNl
Qg —a,
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D.9 Proof of Theorem 21

The proof is under the conditions of Theorem 18 such that there is unique equilibrium of qualification
rate. Under fairness constraint C = EqOpt or DP, consider 2D plane {(a4,ap) : @, € [0, 1], a5 € [0, 1]},
and note that equilibrium @2 ,52) is the intersection of two curves Ci = {(aq,ap) : @y = ¢§(ab), ap €
[0,1]}and Cy = {(ag, ap) : ap = wg(aa),aa €[0,1]}. Consider a line {(a,, ap) : @y = ap,a, €[0,1],ap €
[0, 1]}, which has unique intersection b?g with C;, and unique intersection 'c?g with C;. That is,
@G =yo@d), @y = yp(@y).

First of all, we show that if 7= > 1 T00 ,8() under Condition 1b), @) <a".

By Condition 2, given any @, = @} = @, the corresponding qualification profiles of G,, G, satisfy

the followings: yp(X) = y,(X); vp(x) < ya(X), VX <X; vp(x) > y4(x),Yx > x. Let @ be qualification

rate such that y,(x) = yp(x) = -5 =F —ﬂ(’)( - 1), where B(x) = f“O ;ﬂg
[aa 1]7 ?’a(ggN(a')) = ’)/b(QIL)]N(a/)) = u:fl—_u_ < ﬁ@(&‘l)‘f'l = ’)/a(/) = 'yb() Thus, Va' € [5, 1], QgN(a[) <

0;"(e) <X, which implies F3(65"(@)) < F}(6]"(@)) and FQ(5"()) < F)(6;N(e)); furthermore,

under Condition 1b), we have

1—T11<1—g;(93N(a)) 1-g,@N@) 1-T10

< < , Ya € [a, 1].
To! 826 (a)) g0 (@) 700

B —~UN d —~UN luti bal : . 1 1 = l_gtll(ggN(agN)) 1 1=
ecause ¢, an a'b are solutions to balance equatlons, 1.€., ﬁ -1 = W,ﬁ -1 =
a

1-g, (6" @)

DEG) Ifa< Eg the aEN <@ " must hold under Condition 1b). Next, we show that a
b \'b b
. .. — — . 10
sufﬁ01ent condltlon of a< aEN is ”—f > LL-p).
10 _
w2 Too ,3() == > 1T00 Since A}le 1< % we have a%— 1< %_ 1. Thus, afs?igN,
Therefore, if - = > 1T00 ﬁ(’) under Condition 1b), @' a N <™

Fairness constraint EqOpt. Secondly, we show that for EqOpt fair policy, if ”t > T&} - BX),

EqgOpt EqgOpt .
under Condition 1b), @;" )" > @, """ -, """ > 0. Because two curves C1,C, are monotonic

@
increasing. It’s sufﬁc1ent to show two parts: (1) @, *°P" <@V, b?qupt N (2) @, 9Pt > 'qupt.
Under EqOpt constraint, Y, ap, FL(0, 5P (g, ap)) = ]F}?(ngOpt (a/a,ab)) must hold so that

EgOpt E t — EgqOpt
O50P (g, ap) = 05 TP (@, ). Consider the case a, = ap = @, Ya > @, we have 6P

6,%°"* (@, @) and egN(a) < 6N(). It implies that 63" () < 8;%°F (e, @) = 6,7 (o, @) < 6 (@) < T,

(@,a) =
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otherwise Equation (5.3) will be violated. Therefore, the followings hold Ya € [a, 1],

1-gi0a™ (@) 1-gi(6"@)  1-8,6,"" (@) 1-8,6"@)
80,7 (@, )) g @) T gOTP (@) gXON (@)

1830, (@) _ 1

1 pUN
= — —1 while @ is the solution to 178,(6, (@) _

Vs € {a,b}, @, °P" is the solution to

830, (@) Q6N @)
1_1. Since@ <@ ay" <@, it implies @, 0Pt <N a/qupt >
Next, show that @.%°Pt > EEqut Va/ > @, EP%q,) = QEqut(a/ @) implies

F1(6: %P (a, @) = F} (6, %P (a, @)) and FY(0;7°°" (@, @)) < FY(6;%°" (@, @)). Therefore,

1= g, @a)) _1-8,6," T (@)

EqOpt = EqOpt
80,7 (. @) 88,7 (e, )
Intersections with functlon L _ 7 satisfies a, %" > qupt.
It thus concludes that @™ b N @b aoPt _ AZE)qut > 0.

Fairness constraint DP. Finally, consider DP fair policy, where Ya,, @,

(1 = @) FYO5F (@a, ap)) + aaF 4 (057 (@4, ) = (1 — ap)FUOF (@a, ap)) + apF) (67 (@, 2p)) must
hold.

We first show that under Condition 1b), @LF <@, ab > E?IEN. Consider the case o, =
ap =@, Ya > @. Since Yx, (1 - @)F)(x) +aF; (x) > (1 - )Fo(x) + aF(x), (1 - )FY(02F (o, @) +

aFl(@PF (a,a)) = (1 - a)IFO(HDP(a @)) + aF! (0, (@, )) implies 6,7 (a,) > 6,7 (a,@). Because

0;" (@) < 6,"(a), Va > @. It implies that 6,7 (a,@) > 6," (@) and X > 6" (@) > 6,7 (@, @) must hold.
Therefore, Ya € [a, 1],

1-gl(6h" (@) S 1-gl(6M @) 1-g,6" (@) 3 18,0, ()
8NOEF (@) g @) T MO (e ) gAON (@)

Similar to reasoning in EqOpt case, we have @,” <ag", @)" > @)™,

Different from EqOpt fairness where @, =-°°° > a/lE)qut both @,” >@)" and @,” <@ are likely
to occur, depending on distributions £0(x), fb (x), £1(x) and fb (x). It is because 6" (@, @) > 6,7 (a, @)
can result in either FQ(65% (, @) < FU(62* (@, @)) or FY(6.7 (a, @) > FUOPF (@, ).

For these two outcomes, if @,F > b?EP, then DP fair policy results in a more equitable equilibrium
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than unconstrained policy; if @,” <@,", it means the disadvantaged group is flipped from G, to G,..

D.10 Proof of Proposition 3

In the proof, we simplify the notations by removing subscript C.
Let ¥5(+), ¥y () be balanced function of policies (6,,6) and (8,0 ), respectively.
According to the balanced equation (D.2),

L . 1 - gy(0(@a,ap)) 1= (T5' (1 =F [ (Os(a, @p))) + T Fy (0s(@a, @p)))

as QOsmap) T =FUO(aa ap))) + TOFO(qr ap))

Under Condition b), Ya,,ap € [0, 1], 0 (g, ap) < (@, ap) and Oy (a,, ap) < Op(ay, ap).
Under Condition a), Ya,,ap € [0, 1], Haf(oza,ozb) > O,(ay, ap) and Oy (ay, ap) > Op(ag, ap).

1
Both imply that 1=8:@@w) o 1=8:6x @) 04 v 0, € [0,1], wa(an) < do(@y) and

82(05(a.ap)) sv(9 (@as 011;))
Up(ay) < ¥y (ay) hold. As a consequence, @y > @, and @y > @p.

Now consider the long-run average utility of institute U (0,4,6p) = limT_m%ZtT:] U (6,,6p),

where the instantaneous utility at # under threshold policies 6,6, is

UO0r0p) = D mBxys =y [1(X 2 000y (X + 1) = u )]

s=a,b

= >on <yst(x><u++u )= u-)Pxs (xls)dx
s=a,b

= >on f as(O(f Oy + f(u-) = f(x)u_dx
s=a,b O

In the followings, we use a special case (C = EqOpt, £(x)= f];v (x),Yx,y =0,1, under Condition
1b)) to show that U(6,,0,') > U(6,,6p) can be attained, i.e., the long-run average utility under policy
(64,0p) can be higher than myopic optimal policy (6,,6p).

Since the qualification rates of two groups converge to equilibrium, ﬁ(@a,eb) = Uoo(04,6p)
is the same as instantaneous expected utility of institute at the equilibrium state. To show that
U(@a,,eb,) > ﬁ(@a, 0p), we prove the following holds,

Z nsf f(x ay)dx > Z nsf f(x;ag)dx (D.3)

s=a,b s=a,b Os(@a,p)
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where f(x;@s) = @s(f) (Duy + O(0u_) - f2(x)u_.
Because oy > ay, Oy (ay,ay) < 0,(ay,ap) < 05(ay, @p) holds under Condition b). LHS of
above inequality can be written as

05 (Qa,p) 00
ol [ pemodes [ g

s=a,b a ah’ Os(@a.ap)

Inequality (D.3) can further be re-organized,

05(@a,p)
2, f fOs@y)dx> ) n f (f(i@) = f (x:@y))dx (D4)

s=a,b @y @) s=a,b 05(@a,@p)

Consider a special case where C = EqOpt and f; (x) = f; (x) = f7(x),Vx, ¥y € {0,1}. Then Ya, ap,
we have 0,(aq, ap) = Op(ay, ap) and O, (ay, a@p) = Oy (g, ap). Inequality (D.4) can be reduced to the
following, Vs € {a, b}, simplify notations and let 6 = 05(@a, @), @ = Oy (@, Q).

(na@ + @y )(F' (0) = F' (&) Jues
+ (w1 =F'©) +u-(1 ~F0) ) (na@a ~ @) + 1@y — )

term 1
> (a1~ @)+ np(1 ~@))(F@) - FO@) Ju- D.5)
1-¢,(0") 1-g}(0)
Because % -1= f(v;) and - 1 _1= g’g )
g g5
TOI TOO

We have term 1 >

T()() TOI TOO

(-1 -F'@)+ (1 -F°@))(na ) (F°@) - F°@))u-

TIO TOI 1 Tl() TOI

=h(0)>0

206



For the optimal EqOpt fair threshold 6(a, , @y ), the following holds

(na@ar + sy ) £ (O@ar, @y Ny = (na(1 =@r) + (1 =) ) O O@or, Wy )t
(na@ +moy ) (it > (na(1 =) +mp(1 =) (D, Vx> 6@ Tiy)

(na@ar + @ )1 (10 < (a1 ~Tr) + (1 =) ) O (i, Yx < O@ar @)
It implies that 9 some 6 > 0 s.t. Yx € (O(ay,ap) — 6,0y, ap )+ 6) = B(O(ay ,ap),0),

(na@ar + i ) £ O+ O = > (a1 =) + (1 =) 0 Cou—

/6'\,5’ € B(0(ay ,ap),0) can be satisfied as long as |0;(ag, ap) — Oy (g, @p)| < € for some sufficiently
small € > 0.
Using the mean value theorem, 3 (x) and x € (@,6) C BO@y,ap),0) s.t.

Ny + nity ) (0) = F' @)u + h(OEO) ~FO@ )u-
(na@ar + @y ) Pt + h(O)f* @) (0~ )

(ral =)+ (1 = @) ') 6~ )

na(1 = @) +np(1 =) ) E(6) ~ FO()u-.

Vv

\%

Therefore, inequality (D.5) holds and Uy ,0) > U(B,,0p).

D.11 Proof of Proposition 4

To ensure a,(f) — a, threshold policy 64(ay) as a function of a € [0, 1] should be designed such that
1-gi(Os(e)) _ 1 . L~ o lemax{7LT10) 1-min(T)!!,T10) 1-gl(O5(ey))
Ponay o 1 has a unique solution @. Let Z; = | e (70 707 "m0 7 0] ], then 6@
T, for any threshold policy 6,(ay).

1-gL(0u(@)) _ 1-g}(0p(@))

If Z,n7, =0, th 4 =
LaNTp = 0. then o o) = ~gewan

result in equitable equilibrium.

If Z,NnZy # 0, then Ya € 7, N7, and Vs € {a, b}, there exists threshold policy 6s(a;) such that

can never be attained, i.e., no threshold policy can
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1
%ﬁgx;) = %— 1. Specifically, under Condition 1b) (resp. 1a)), function

1-gl)  1-(T1(1-Fx)+TIFL(x)
Qo T =FUx) + TOF(x)

hy(x) =

10
is strictly increasing (resp. decreasing) in x € (—oo, +00) from - TO' (resp TOO ) to ngo (resp.

le ) and any non-increasing function 6y(ay) that satisfies 0s(a@) = (hg)~ ( —1) can result in

a,(f) = @, where (hy)~!(-) is the inverse function of A(-).

D.12 Proof of Proposition 5

According to the balanced equation (D.2),

1 . 1—gy(0s(@a, @) 1= (T3 (1 =F§(0(@a, ap)) + T "F 5 (05(a )))

a5 QOamap)  TO1 —FYbs(aq @) + TOFAO(ag, )

Vag,ap € [0, 1], increasing any de decreases W Let ¢ (-) be the consequent balanced
s Qq,xp

function after increasing de, and @y be corresponding equilibrium. Given any a,,a; € [0, 1], we

have Y, (ap) < Yq(ap) and Yp(a,) < Yy (a,). Therefore, @, > @, and ay > ap.
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APPENDIX E

Impact of Fairness Interventions on Strategic

Manipulation

E.1 Generalization to high dimensional feature space

All analysis and conclusions can be generalized to high dimensional feature space X € R?. In
this case, high dimensional features are first mapped to one dimensional qualification profile
vs(x) = Pyjx,s(1]x, s), based on which the decision maker makes decisions about individuals. A
threshold policy is in the form of 4(x) = 1(y4(x) > ¢5) with threshold ¢ € [0, 1].

Let ;! (I;) c R” be defined as the preimage of I, under qualification profile y;, then we can adjust
all analysis using y; ! (-). For example, the strict monotone likelihood ratio property in Assumption 11
can be adjusted as follows: for any two likelihoods 0 < I; < I; < 1, we have ;' ([I;, 11) € 7 ([I5, 1),
i.e., any individual who can get accepted under threshold /; can also be accepted under any lower
threshold /;.

1

Because y,(x) = Pyjx,s (1]x,5) = , (non-)strategic (fair) threshold ¢ in the space of

1+ 40 (=)
U 1
qualification profile can be found based on ;BEZS) given in Lemmas 8-11. Specifically, replace ;‘(‘)Ezsi
with 1;‘;5 1?25’ and A (6,) with LEY;I([%H)]C?(I) —f?(x)dx in Lemmas 8-11. Then the consequent

policy ms(x) = 1(y4(x) > ¢;) is the optimal policy.
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E.2 Proof that non-strategic policy is threshold policy

The non-strategic optimal policy 70" = argmax,, U,(ry) is given by

0
[ B0 5 etz
o (x) = Is : (E.1)
0, o.w.

Re-writing based on qualification the profile y(x) = , (E.1) is reduced to

£ (1-ay)
) as +

AW =1(r0 2 )

E.3 Proof of Lemma 8

Let 4(x) = 1(x > 6), then ’U\s(ns) = ’U\S(H) can be written as

Us®) = ura(1-FLO) —u_(1-ay)(1-F0)
= upay—u_(1—ay)+u_(1-a)F0)—usa,FL6)
mg;(e) = U= f6) s O)

Under Assumption 11, U,(6) increases over SESN and decreases over 6 > @N. /H\EN is the optimal

threshold and is the unique extreme point of ﬁs(e).

E.4 Deviation of Manipulation Probability

When 74(x) = 1(x > 0) is a threshold policy, we have

Ppyym,s(1ly,m,s) f Pp xiym,s (1, xly,m, s)dx
X

f Ppix.yms(1x,y,m, s)Pxyym.s (x[y,m, s)dx
X

f ns(X)Pxjyms (xly,m, s)dx = 1 —Fxjyp.s(6ly,m, s)
X
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Therefore,

Pl = Fe,(Ppyams(110,1,9) = Poyas(110,0,5))
= Fe,(Fxiras (010,0, )~ Fxiyus (610, 1,5)) = F, (FUO) - F1(0)).

E.5 Proof of Lemma 10

Take derivative of Ug(6) w.r.t. 0, we have

oU(0)
06

= (L2ON (1= ) = W (AL(D) + £} OV (A(0)) — s f (6)
o (@

1) () YA+ P(A(9)) ~usas

0
As 0= 00, A(6) — 0, W{(A(6)) > 0 and 2552 ocu_(1 - )52 — . Therefore, 25 > 0 as

He—wand%<0a59—>+oo.

The strategic optimal threshold 63" satisfies

LAY ura,—AGT)
FLHOYY  u_(1 —ag) = Py(ALET)

E.6 Proof of Lemma 11

To satisfy fairness constraint C, f;o Pg (x)dx = fg:o PbC(x)dx should hold. Denote CDF IF?(HS) =
[* PC(x)dx, then for any pair (6,,6,) that is fair, we have 6, = (F$)"F¢(6;) = n(6,) hold for
some strictly increasing function nc(-). Denote u = Fg(@b) and 9, = (Fg)_] (u), the following holds:

di°@y)  dFED'FLO)  dF) ) du 1 du _ (Fp)' 6 Py(6y)
do, doy S du dOy (FSY((FS)NE) A0 (FSY(6a)  PE(Ba)

The total utility can be written as a function of 6, take the derivative of n,U, (nc (0p)) +npUp(6p)
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w.r.t. 0y, the optimal Hg satisfies the following,

dUGE @) A O AU

O, o= do, le=C " " dg, lop=cf
s, U@ PG dUG)

Ao, = PCGL)) T By =6

Simplifying above equation gives the result.

E.7 Proof of Theorem 22

According to Lemma ??, (6;",6,") satisfies

LOM _wa - VAOM) )
FLHE™) T u_(1—ay) - WA T

Under Assumption 11, Ag(6) is single-peaked with maximum occurring at x;. Define function

o urag—Yi(AL(0)
Q5(0) = i an-via, @)

1. If @y = 6, then

L) (fé’(e) _

< e 1) arg = Pi(AL(0))

consider two cases:

« ¥ <u(1—ay)
YN = 9PN = x* is unique optimal solution.
* ¥ >u(l-ay)
Us(6) has three extreme points where both 6™ =, 0" = x; are optimal, and x} is the other

extreme point that is not optimal.
2. If ay < 6, then consider two cases:

« ¥i<u(1-ay)
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Uig

i—an < 1 as 8 — +o0. Under

Q,(0) decreases over 0 < x; and increases over 6 > x;. Q(0) —

NG
- O
O > oM > xt.

Assumption 11 intersects with Q,(6) at one unique point, i.e., 65" is unique and satisfies

W > u_(1-ay)

UrQg

u-(1-ay)
decreases over 0 € (xy, xy) and increases over 6 € (x, X).

Urg

Q(0) decreases from u_(l—ay)

to —oo over 6 < x;; increases from —oo to over 0 > Xxg;

0 %
Because . 51 @) _ 1 and Q,(x*) = 1+ 400 o 9 ynder Assumption 11, there exists a
S5 (x5) Tg_u—(l_as)
£®

unique 69 > @YY > x* at which o intersects with Q(6), and 67N > xi.

0 0
Moreover, if 4 0 s.t. ;51 EZ; > Q(0), then j}l EZ; will also intersects with Q(6) at least two more

points over (xs, X5).

Next, we show that among all the extreme points, the one satisfying 67N > x? is the optimal.

Re-organize Ug(6), we have

arg max U(6) = argmax A,(6)(1 ~ Fe, (A,(6)) + FL()(1 - ————)
o o - u_(1-ay)
=h1(6)
:=hy(0)

For any extreme point 6’ € (x;, x;), always there exists a point x’ > x{ satisfying A;(x") = Ay(#),
so that h1(x") = h1(@"). Since x’ > &', hao(x") > hy(6’) holds so that Ug(x") > Uy(8"). In other
words, 3 a point over (x,X;) whose utility is higher than those of extreme points in (xs, xy).

Since M is the optimal over (x%,X;). It implies that 67" is optimal.
3. If @y > 0,, then consider two cases:

s Vi <u,ay

1, u(-a)

(0 o, < 1asf— +oo. Under

1 * : *
o, decreases over 6 < x; and increases over 6 > x;. g

1
Assumption 11, ;%Ez; intersects with ﬁ(g) at one unique point, i.e., 67" is unique and satisfies

UN _ pUN *
0,7 <6," <xj.

e Wi>u

u_(l-ay)
Uty

u_(1-ay)

o, over 0> zg;

ﬁ decreases from to —oo over 6 < z,; increases from —oo to
N —_

decreases over 0 € (z;, x;) and increases over 6 € (xj,Zy).
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urag—u_(l—ay)

Because L) =land 5 (9) =1+ > 1, under Assumption 11, there exists a unique

fv ly, U+l
oM < GUN < x} at which ;‘ E 0) intersects with Q(6), and 67" < z;.
INQ) I
Moreover, if 3 0 s.t. 6 < Q,(0), then I (9)

points over (xj,Zy).
We show that among all the extreme points, the one satisfying 67" < x? is the optimal.

For any extreme point 8" € (x7,zy), always there exists a point x” < xj satisfying As(x") = Ay(8"),
so that i1(x") = h1(&'). Since X’ <@ and 1 < 'ﬁ"; 5 hy(x") > hy(8) holds so that Ug(x") >
Uy(8'). In other words, 3 a point over (z s»X;) whose utility is higher than those of extreme
g | 9o i

points in (x§,zy). Since is optimal over (zs,x ), it implies that is optimal.

E.8 Proof of Theorem 23

WLOG, let s :=a and —s := b.

Because a,, > 6, > ap, according to Theorem 22, we have x; <55N <6 and x;, AN
implies that F$ (x%) > FS(GIY) > FS(65) and FS(x;) < FC (@) < FS (7).

Since FS(x}) < FS(x}), we have FS(97Y) < FS(G) < FS(@0Y) < F(OM), so that £C(65Y,69Y) >
ECEIN,67N) > 0.

E.9 Proof of Theorem 24

WLOG, let s :=a and —s := b.

By Theorem 22, 6%~ > 6PN always hold. If marginal manipulation gain of G, is sufficiently small
such that ‘{’;(Aa(/e\gN)) — 0, then 5% — TQ\SN; If marginal manipulation gain of G, is sufficiently large
such that ¥/ (Aq(67%)) — u_(1 — a,), then 69 > 0N,

For any given G, IE‘S(GEN) > Fg(ggN) > FC(6YY), since any FC(69Y) € (FS(6YM), 1) is attainable by
controlling manipulation cost Cy, it implies that there exists Cy s.t. |5C(62N, HEN)| |8 €@y, QEN)|
or FS(O)M) < FS(05M).
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E.10 Proof of Theorem 25

WLOG, let s :=a and —s :=b.
I. aq <8, < ap and FS(@E) < FC (@)

Since a, < 8, < ap, we have 6" > x; and 6" < x7.

Under Assumption 11, U,(6) s non-decreasing over (—oo,’Q\EN) and non-increasing over (’Q\EN, +00).
One of the followings must hold: (1) &€ >/9\3N,@b <’0\EN (2) 6 <52N,?b >’0\ZN. Because if
o >52N,@E >T9EN or &€ <52N,@E <5§N holds, we can always find another pair of thresholds
satisfying fairness C but achieves a higher utility 3}, nsUs(6y) so that (af,@f) cannot be
non-strategic optimal fair policy.

Because FS(62") < FS(GY) and FS(65) = FS(F), 6 > 27 > x5, 6 < 00N < x

;; must hold.

If W), (Au(65)) > u—(1 — ) and ¥, (Ay(6%)) > urap, then we have 65 <X, and 6 > z,, where
Xa»2p are defined s.t. W7 (Aq(Xg)) = u—(1 — ay,) and W) (Ap(zp)) = u+ap. By Theorem 22, U,(6) is
increasing over (x},x,) and Up(0) is decreasing over (zb, x,). It implies that Ua(af) > Ua(/O\gN)
and U,,(65) > U,(™).

2. @ p > 8y, FSET) <FSOIY), and @y — 6.

Since ay, @ > 8, we have @JN <x: andggN <x;.
Because FS(@N) < Fg(’@‘gN) and FC(6°) = ]Fi@f),’@}f >@N,§g <5§N must hold.
If ¢ — 6, then 62N — x* and 0PN < x* < 6€ hold.
If ‘I’;(Aa@g)) > Uy ay, ‘P;(Ab(?b)) > u,ap, then we have@E <7 and@b7 > zp. By Theorem 22,
Up(0) is decreasing over (zp, x,) implying Ub(@b:) > Ub(@EN), and U,(f) may have additional
extreme points over (x},z,). Specifically, as @, — ¢,, there are two extreme points xp,x2
with x; — x},, x2 = zZ, (by Theorem 22), Because U,(0) is increasing over [x1,x2], Uy(x2) —
U4(6%Y) = maxg Ug(6), and U,(x1) = Ug(x), Ua(69Y) — U,(x*), we have Uy(6°) > U (6°Y).

3. @a,ap <6y FSE) <FS@M), and ap — 6.

It can be proved similarly as case 2 and is omitted.

215



E.11 Proof of Theorem 26

For any pair (6, 6)) satisfying fairness C, IFS(Ha) = Fg(ﬁb) should hold. We have 6, = (IE‘S)_IIE‘S(H;)) =

nC(Qb) for some strictly increasing function nc(~).

1. Both U,(6) and Up(6) have unique extreme points.

Prove g5 > 65,0 < 6 or 65N < 65,67 > 6 by contradiction. Suppose 65" > 65,67 > 67,
then we can always find another pair of thresholds (6;,6,) that satisfies C with 6 <, <N
and Qg <6, < 6N. Because Uy(f) has unique extreme point and it increases over 6 < 6",
US(H’S) < Ug(#5),Ys € {a,b} holds, i.e., (05,02) can not be the optimal pair that satisfies the
fairness. Similarly, we can show that 85" < 65,67 < ¢ cannot hold.

Let x™ be defined s.t. Ag(xJY) = Ag(67Y) and xJN # 09 when 65" # xi. Note that xJ¥ is the
point at which p?(xV™) = pY(6V™). WLOG, let s := a and —s := b.

Let 18 := nc(ng), ie., (xg,x};N) satisfies fairness constraint C. Given any fixed ap, as a,

changes, x7¥, x¢, and 62" also change. Rewrite them as functions of a, i.e., xX2¥(ay), x5 (ay) =

7 (N @), and 09N (avy).

* a,>0,>qp

x2N(a,) increases in @, € (6, 1)

lim x)"(aq) = x5, lim x3"(a,) = +00
ay—0y ag—1

09N (av,) decreases in @, € (6,,1)

lim 65%(a,) = x5, lim 60%(ay) = —o0
ag—0y ag—1

xg(aa) is non-decreasing in «,

lim x$(ag) = n°(xPN;6,) < +oo0,  lim x$(@y) = 7 (xIN; 1) < +00
@g—0y ag,—1

Therefore, 3 k > 6, s.t. for any a, > &, x5(a,) € (BT (), xT (@)
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As ng, — 1, € — 69N, Therefore, Va, € (k, 1), there exists 7 € (0,1) s.t. ¥n, > 7, we have
05 € (65N, x5) and 6 < XM, It implies that A,(65) > A4(65") and Ap(65) < Ag(8)") so that
pS > pPN and pg <p.

* au,ap >0y
From the above, Ik > 6, s.t. Ya, > &, x5(aq) € (09 (0), xT (@)
Since U,(6), Up(6) have unique extreme points, neither 6€ > HEN,GS > QEN nor ¢ < 69", Qg <
6" hold. When oy > k, either of the followings holds: (1) 65 < 65", 67 € (6N, x%); (2)

0 < oM, 6 € (0N, x5). Ttimplies p¢ > pIN, pS < pIN, or p§ > pi¥, p§ < pIM.
* g, ap <Oy
Prove in the similar way. 3k < 6, s.t. Ya, < &, x5(aq) € (X0 (ay), 07 (@)).
Since U,(6), Up(0) have unique extreme points, either of the followings holds when ¢, < k:
(1) 65 > 65, 6 € (N, 00%); (2) 6 > 0N, 65 € (x5, 00™). It implies p§ < pi~, p§ > pi, or

Py <Pyt pe > P
2. Atleast one of U,(6), Up(0) has multiple extreme points. WLOG, let s :=a and —s := b.

* a,>0d0,>ap

(i) U,4(0) has multiple extreme points while Uj(6) has a unique extreme point.
Let x1, x2 be two extreme points over (x,,z,) with x, being the optimal extreme point over
(x2,Z4) and x| the largest extreme point satisfying x; < xp. By Theorem 22, 95" < x%.
Asnp — 1,65 — 6N and 65 — n°(ON). If 7°(6)™) € (x1,x2) happens to be satisfied under
groups’ feature distributions and manipulation costs, then it’s possible that there exists
a sufficiently large n;, such that the a fair threshold pair (92,95) results in a higher total
utility than that of (nc(QgN),HEN). In this case, € > egN,eg > 6," and ¢ € (nc(e}jN),xz)
must hold.
Because 6" < zs, 6C < 74, we have A, (87Y) < Ay(6) and p€ > pU¥.
Because a;, < 6, we have 6" > x}. Since o > 6;", it holds that ps < .

(i) U,4(0) has a unique extreme point while Uj(6) has multiple extreme points.
Similar to the reasoning in (i), let x,x; be two extreme points over (xp, xZ) with x;
being the optimal extreme point over (xp, x;) and x, the smallest extreme point satisfying

X1 < X).
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If (nc)_l(HgN) € (x1,x2) happens to be satisfied, then it’s possible to find a sufficiently large
n, such that the fair pair (6C, Qg) results in a higher utility than that of (62¥, (%)~1 (69™)).
In this case, 6€ < HSN,HS <6 and Qg e (x1,@%)~1(6YY)) must hold.
Because 6 < 69" < x* and 0" > Xp, Gg > xp, we have A, (6") > A4 (6) and Ap()M) <
Ap(65). As such, p§ < pi¥, pS > pN.

(i11) Both U,(0), Up(6) have multiple extreme points.
In this case, 6" < x;, and all other extreme points of U (6) fall in (x},,z,) with z, > 6;";
6;" > x; and all other extreme points of Up(6) fall in (xp, x}) with X < /.
If 65 < 09V, 6 < 6;™ happens to be satisfied, then o e (xp,x;) must hold. It implies that
Aa(OF) > Ag(65) and Ap(B)™) < Ap(65). As such, p§ < pi¥, p§ > pN.
Similarly, if 65 > 65~,6¢ > 67" happens to be satisfied, then 65 € (x},Z;) must hold. It
implies that pC > poN, pg <p".

* g, ap >0y
In this case, 6, < x7,,6," < x; and U,(6) (or Up(6)) increases over § < 6" (or 6 < 6,™). WLOG,

let G, has multiple extreme points, while G, may or may not have multiple extreme points.

Note that 65 < 63",65 < g™ cannot hold, otherwise always there exists a fair threshold pair
(6,,,0,) with &,  (65,65") and 6; € (65,67™) whose utility is higher than that of (65,65).

In contrast, 65 > 65",6¢ > )" may hold. In this case, 65 € (x},Z;) must hold, while either
6 < XM or 65 > xJM holds.

Therefore, Ag(05") < Aq(65) and Ap(B)™) < Ap(65) (or Ap(6™) > Ap(6S)) must hold so that
pS > pIN, p§ > pI (or p§ < piM).

We can prove in a similar way for the case when a4, @) < 9,,.

E.12 Proof of Theorem 27

First consider case when a,, ap > 0,.
WLOG, let s :=a and —s := b.
Define function 7¢(-) := (F$)'FS (). IF FE(x)™) < FS (), then n° (M) < x5
Asa, — 6, 0 — xi. As a, decreases, nc (ng) is non-increasing (constant w.r.t. @, for EqOpt

and decreases for DP). 3 k > §, s.t. when a, = k, 03" = nc(ng). Then Ve, < «, nc(ng) < 60N,
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As ng — 1,66 — 69N and lim,,_ Qg > x,. Therefore, 37 € (0,1) s.t. for any n, > 7, we have
65 € (°(x™),65N) and 65 > xJN. It implies that p§ < pi, p¢ < pi.
For the case when «,,ap < d,, it can be proved in a similar way and is omitted.

E.13 Proof of Proposition 6

WLOG, let s:=a, —s :=b.
Since f;(x) = f; (x), denote A() = Ag(+) = Ap().

— 1 ;guN
By Lemma 10, for s € {a,b}, 6J" satisfies j}o%m; L lﬁa‘“) Since f) (x) = fg(x), p < @y < 0Oy,
ul-ap) o, u-U-0a) {ypder Assumption 11, we have g0 < HUN

U, Ut
Itbimphes that FL(89N) < F1 (™), so that F},“°P*(G) < ngOpt @M.
Note that F2F (07N) = o, FL(@) + (1 — a)FY@™). Since FI@I) < FIGY) and aj < aq, we
have F2F (65Y) < IE‘BP(GZ'N).
First, we show that the unfairness can be mitigated under some cost random variable C,,.

PO uiap-PAGM)

QUN —
IO T u_(1-ap) =¥}, (AGM)

Given ap, Cp, is determined and satisfies (by Lemma 10), where

AO) =F%6) -FL(6) = FY(6) - FL(6).
=¥ (AE)™) uap =¥} (AE)™)

Given any a, € (@p,9,), if G,’s cost C,, satisfies (e, A@™) = (0B 1.€.,

u_(1—ay)—ura,

YL (AG) = (WL AG)) —urap) +usag <uiaq <u-(l-a)  (E2)

<0 (by Theorem 22)

u_(1—ap)—urap

>0 (since ag,ap<0y)

O uraa =Y AGM) UN _ gUN
then O~ w (-a-VaG holds and 6, =0,

Therefore, Fi “°°(05") = Fxpy,s (05V]1,a) = Fxys (07V[1,b) = F, 5 (7).
Because FY(6V) = Fg(HgN) also holds,

ORI
I G B G4

(@q — ap)AE™)

(@a — @) AG) + o (F (O™~ FL(E2M))
+(1 - a)FYE™) - FOE™)

> (aa—ap) A
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Since 67 > g > x* (by Theorem 22), A()™) > A(7M).

Therefore, [F5F (65") — FDF (65| < |F22 (65) — FDP (89).

Next, we show that the disadvantaged group can be flipped under some cost random variable C,.

Given any «, € (ap,9,), let (nc(egN),egN) be a pair of thresholds satisfying fairness C, then
if Wo(AG(E,") > u-(1 - aq) = ¥4 (AR)), we have AGE(6,™) > A(Xp) implying 7°(6)") < X
Since 09 > X, nC(OEN) < 69" must hold.

Therefore, F§ (07™) = FS (1 (65™)) < FS(09M).

Lastly, we show that cost C, mentioned above always exists.

Since W/ (z) = u—(1 - a,)(Fc,(2) + zPc,(2)), condition ‘P’a(A(nC(QEN))) > u_(1-ay) is equivalent
to Fe,(2) +zPc,(z) = 1 with z = A€ (6)™)), which is attainable. Similarly, the condition in Eqn.
(E.2) is equivalent to Fc,(z) + zPc,(z) = ¢ for some ¢ < 1 with z = A(QEN), which is also attainable.

E.14 Proof of Proposition 7

Consider the case when a,, @), > 6,. WLOG, let s :=a, —s :=b.
1. C =Eqopt: Py¥P%(x) = (1)

Because X|Y =y, =s,y=1{0, 1}, s = {a, b} have the same variance o2, and ,ucll —ug < ,u]i —ug, we

1 0
U
have x; = 855 and F, TP (x5) > F, 95 (x)).

When a, > 6,, we have 6" < xj and x;™ > x;. As ay, increases, x;™ and ngOpt (x,") increase;
as ap — 6y, X" — x;. Therefore, Jw > 6, s.t. when a; = w, the consequent x;" satisfies

PSSO (17) = FESO ), For any @ <., FE(15) > FEOP ) holds,

2. C=DP: PPP(x) = Pxs (xls) = as fO(1) + (1 — ) fO ().
Since Fyjys (x]1,5) < Fxjys (210, 5), Vx, as a, increases, FL7 (x) decreases.
FL(x)-Fi(x)
FD(x)-Fo(xs)
R0 \hich implies that 6,FL(x%) +(1—6,)F(x%) > 8, FL0ch) +(1 -8, F(x;
RO )Ry WICh Implies that 0,1 (xq) + (1 = 0u)Fa(xa) > 0ulf (x) + (1 = 0u)E (%3 ),

ie., FoP(xf) > IFEP(xZ) when o, = ap = 6,.

2

Because X|Y =y,S =s,y={0, 1}, s = {a, b} have the same variance o, we have 1. If

e <], <
u— u_

As ap — 8, ng — x;. As such, there exist wi,ws > §, such that Yoy, < w; and Va, < wy, we
have R (x}) > Fp7 (x™).

The case when a,, @) < 6, can be proved similarly and is omitted.
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E.15 Proof of Proposition 8

WLOG, let s :=a and —s := b. Let x{" be defined s.t. Ag(xJV) = Ay(05Y) and xJN # 09N when
O £ X,
Since f)(x) = fg (%), x, = x, holds. If U(6) has multiple extreme points, then according to
Theorem 22, all extreme points fall between xJ™ and 67N,
Since @, > 6, > ap, Uy(0) is increasing over (—oo0,0.") and decreasing over (xJ",+00), while
Up(6) is increasing over (—co, x;) and decreasing over (6, +00).
* C =EqgOpt
Since f;(x) = f; (x), g,°Pt = ngOpt. To disincentivize under EqOpt fairness, one of the
following four possibilities must hold: (1) 6Pt > xUN, ngOpt <xM(2) 6y 0P < gUN, G;qupt >
O (3) 6,5°FF <IN, ;7OFT < xUN (4) 6,°°FF > XN, gIFT > gUN,

Note that (3) and (4) never hold.

Suppose (3) (resp. (4)) holds, then always (6.6, ) satisfying EqOpt with 6], > HSqut,G; >

Gqupt (resp. 0, < QEqut,el’? < ngOpt) s.t. (6,.6,) attains a higher utility. In other words,

(Gqupt,ngOpt) cannot be optimal fair policies. It concludes that (3) and (4) cannot hold.

Note that (1) and (2) cannot be satisfied, because x" < xi = x < xJV, 9N > x* = x5 > 69V, and

b b a >"p b
g5 9Pt = GEqut must hold.

Therefore, none of four cases can be satisfied. EqOpt cannot disincentivize both groups.

e C=DP

To disincentivize under DP fairness, one of the following four possibilities must hold: (1)
607 > XN, 00F < xUN (2) 0DF < 6N, 6% > 6UN (3) 60F < N, 6F < xUN (4) DF > xUN, gD > U,

Similar as the case when C = EqOpt, (3) and (4) never hold.

Note that in order to satisfy DP, it is impossible for (2) to hold. Because a, > @, and £, (x) = fg (%),

6," < 6," must hold under DP. Moreover, 6" < x; = xj < 6. Therefore, (2) never hold.
However, (1) is likely to be satisfied.

When U,(0), Up(6) have unique extreme point.
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Re-write xJ™ as a function of a: x7"(ay), take derivative of )" (x{"(ay)) w.r.t. a5, we have

dFJF (x)M(ay))
dag

dxy" (ay)

= FLN (@) = FON (@) + Pxgs (0 (as)ls) - -

term 1=—A;(xV(ay))

term 2

Note that limg, 1 FZ" (x5 (@) = FN(+00) = 1, limg, 0 IFEN(ng(ab)) = IFZJN(—OO) =0,
limg, 5, FN (3N (@a)) = 0uF 3 (x5) + (1 = 6,)F0(x),
limg,, s, T ()M (@p)) = 6, F » () +(1— u)]Fg(XZ)-

Since x = x, limg, s, IFgN(ng(a/b)) = limg, 5, FIN (X ().

W @)

If Ab(xb) > PXlS ()Cblb) dab
tributed, it can be satisfied if X |Y = 1 S =sand X|Y =0,S = s are sufficiently separable),

dFPP (P (ap))
then —2—%2—~
day, ap=0y

limg, g, FON (M (@)

(for a special case where X|Y =y,§ = s is Gaussian dis-
<0, and 37 c (0,6,) such that Va;, € Z, we have F,*(x"(ap)) >

Therefore, I(aq, ap) with @y — 6, and ap € T s.t. F)7 (x)" (@p)) > TN (" ().

QDP > XUN

In this case, if n, is sufficiently large, we have 65 o°F

and 6, < x9N

b
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