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Under-investment

Reason of under-inverstment in security
e Taking advantage of other firms effort and investment
Examples of under-investment
e Equifax: was aware of software vulnerability 2 months before
the data breach

e JPMorgan Chase: one of the servers did not have 2 factors
authentication
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Addressing Under-investment Issue

Traditional Solutions in the literature of IDS games:

e Incentive/Taxation Mechanism !

e Needs a social planner
e Does not satisfy voluntary participation property for
non-excludable goods

e Forming Coalition (Cooperative Game) 2

o Costly due to the social/privacy reasons

lNaghizadeh, Parinaz, and Mingyan Liu. " Exit equilibrium: Towards understanding voluntary participation in
security games.” |EEE INFOCOM 2016
ZSaad, Walid, et al. " Coalitional game theory for security risk management.” 2010 Fifth International

Conference on Internet Monitoring and Protection. IEEE, 2010.
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An Alternative

IDS game with resource pooling (A non-cooperative game):
e Does not need a social planner
e Satisfies the voluntary participation property

Examples of Resource pooling,

e Funding an open source project

e Security product discount
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n agents on a network

Choosing effort level ¢; > 0

a;j - ¢ is the benefit from exerted effort

There is a quadratic cost b; - e,-2

xjj > 0 influence of agent j on agent /. x;; = 0,Vi
Agent i's benefit from agent j's effort: (e;x;j) - ¢

Agent i's utility

2
ui(ei,e_j) = —li + aje; — bie} + e »_ xije;
J



No Resource Pooling: Nash Equilibrium

Assume 2b; > i xij,Vi. Then, IDS game without resource
pooling has the unique NE (é = [é1,&,--- ,&5]).




No Resource Pooling: Socially Optimal Effort Level

e Socially Optimal Effort level

e* =arg  max E ui(e)
e=[er,e2,en]

Theorem

Assume 2b; > >~ x;j + xji, Vi. Then, socially optimal effort level e*
is unique. Moreover, e > &;, Vi.
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n agents on a network

Choosing effort vector e; = [ej1, €j2, - , €in] >0

e;j: effort of agent i on behalf of agent j

E; = ZJ- eji is the total effort exerted on behalf of agent i
a; - E; is the benefit of agent i/ from total effort E;

There is a quadratic cost b; - eg-
xjj > 0 influence of agent j on agent /

benefit of agent i/ from agent j's security investment (positive
extranality): E; - x; - Ej
Agent i utility

vi(ei,e_i) = —li + aiE; + E; - ZXUE Zbk e
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Resource Pooling: Nash Equilibrium

Theorem

Assume 2b; > Zj Xji + Xjj. Then IDS game with resource pooling

has a unique NE.

Let E; be the total effort exerted on behalf of agent i at the NE.
E;

Then, | : | = e* is the total effort at the NE of the game with

A

E,
resource pooling.



Resource Pooling:

IDS game without resource
pooling
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Resource Pooling: Nash Equilibrium

Let 2b; > 3, xji + xij, Vi and E = [&] be the effort profile at the
NE of the game with resource pooling. Then, we have

A

e vi(E) > ui(é;,é-;)

o S vi(E) > 00 ui(e?)
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Voluntary Participation

Voluntary Participation (VP)

e Consider game G* where agent k opts out of RP and only
invests in himself but other may choose to invest in agent
k(e =0, Vj # k)

o Let E = [€ji]nxn be the NE of game G* and vi(E) be the
utility of agent i at the NE.

e We say that resource pooling has the voluntary participation
property with respect to agent k, if

v (E) < wi(E), (1)

where E is the effort profile at the NE of game with resource
pooling.



Voluntary Participation

Resource Pooling always satisfies the Voluntary Participation with
respect to all agents.
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Community Based Resource Pooling

Agents form communities C;, G, - -+, Cp, and are allowed to pool
resources within their own communities. C; N C; = 0.

Theorem (Informal)

Community Based Resource Pooling improves agents’ utilities and
their efforts.



Resource Pooling within Communities: example

n = 10 agents in the network
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Figure: Total utility as a function of number of communities
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Figure: Total effort as a function of number of communities.
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Conclusion

resource pooling increases the total effort exerted on behalf of
each agent as compared to no resource pooling

Each agent experiences higher utility under resource pooling
as compared to no resource pooling

Social welfare at the NE of the game with resource pooling is
higher than the optimal social welfare under the game without
resource pooling

agents voluntarily participate in resource pooling



Future Work

e Study resource pooling with non-quadratic
e Resource pooling may not help under other models

o With the limited effort budget, resource pooling may not help3

3Kha|i|i, Mohammad Mahdi, Xueru Zhang, and Mingyan Liu. " Public Good Provision Games on Networks
with Resource Pooling.” Network Games, Control, and Optimization. Birkhuser,’Cham, 2019. 271-287.
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